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Safety at Railway Crossings and Proceduresfor | ntervention Units
Fire and Rescue Servicein Accidents

) "Michal Ballay
" University of Zilina, Faculty of Security Enginéeg, Department of Fire Engineering, Ul. 1. maja 32
01026 Zilina, Slovakia, {Michal.Ballay}@fbi.uniz&ks

Abstract. The article is focused on safety at level crossidigdescribes the basic rules to ensure safety at
level crossings and points to the number of acttdand the consequences of these road accidefughir
describes the roles and procedures of the FireRasdtue Service for rescue operations in the evieah o
adverse event on a level crossing.

Keywords: Safety, railroad crossing, rescue, Fire and Rescue

1. Introduction

The issue of traffic accident is a serious socrabfem in all spheres of human activity, and
therefore requires a comprehensive and rationaloagp. In terms of safety on the railway line is
the most dangerous place railway crossing. Trafficidents at level crossings are not among the
most commonly due to accidents in road transpaitt thiie consequences are more severe, and the
number of killed and seriously injured. In the elvémt a negative event at a level crossing, it
requires the cooperation of the components ofriteggrated rescue system.

2. Safety at railway crossingsin Slovak Republic

The railway crosses the level crossing of the @jwne and road. In recent years, the safety
level crossing received little attention. Trafficcadents in general are a serious social concern. |
requires a comprehensive and effective solutiofl, exhibit signs of a deliberate process of all
stakeholders and institutions with a broad publipport. In terms of road crossings happen in a
fraction of accidents that cannot be completelyrioo&ed in terms of the consequences of
accidents on the road. Basic rules for ensuringtgait level crossings are the relevant laws:

= Law no. 193/1997, which was declared full text #85/1961 Collection of Laws on roads

(Road Act), as shown by the changes of Law No0.2984 Collection of Laws., Law of the
Slovak National Council N0.160 / 1996 of the Lawsl &aw No0.58 / 1997 of the Laws

= Law no. 8/2009 Collection of Laws. road transpord amending certain acts

= Law no. 513/2009 of the Laws on railways and amegdertain laws

= Ministry of Interior of the Slovak Republic. 9/20@2ollection of Laws implementing the

Road Traffic Act and amending certain laws [1,2,3]

The total number of crossings in the Slovak Repuldi2,160, of which 1,088 secured and
unsecured 1,072. In terms of road crossings happem fraction of accidents that cannot be
completely overlooked in terms of the consequentexcidents on the road. The railway accident
statistics, however, accounted for a significaofpprtion of level crossings. [1, 2]
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Fig. 1 The number of accidents and the consequencesbfacidents at level crossing [1,2]

The main causes of accidentson level crossingsare:
a) failure to comply with traffic rules, the recklegss of its participants;
b) lack of technical measures, especially in frond adlangerous band of level crossings;
c) aviolent injury level crossing safety installatspm particular:
= Broken or damaged spars,
» Violent damage to the stand level crossing secedtyipment,
» Theft of cables for checking the status of levelssing security equipment,
= Broken lights Indicator (Slovak Railways), [1,2]

The number of accidents at level crossings, whieheguipped with gates is significantly
below (the case of no), as the number of accideintsossings without gates. This is mainly due to
the fact that, in general, barriers are physicari®s to road user observes rather than light
signaling. Table 1 shows the consequences of ausidg/ type of level crossing safety device in
2013. [1]

Tvpe crossina / result Thenumber of The number The number of
yp 9 accidentson the killed in serioudy injured in
railway crossings accidents accidents

Unsecured " K" 16 6 2

Light without barriers' CPL" 24 9 12
Light with barriers" CPL-Z" 10 6 1

M echanical with barriers" CSM" 0 0

Together 50 21 15

Tab. 1 Comparison of the effects of accidents by typkeweél crossing safety device in 2013 [1]

Safety at railway crossings depends not only orséwoerrity level crossing safety systems, but in
the first row from the disciplines road driversspectively, all users of roads. [2]

3. Tactical - methodology of implementation interventions Fire and Rescue
Servicefor accidents at level crossing

Railroad Crossing is the only place of direct pbgkcontact between the otherwise relatively
insulated transport modes. An accident at a lenadsing can be characterized as an event in which
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there is a death or personal injury or property agen One of the most important things that you
need to remember is that when catastrophe sucltalfisson with a train, bus system work rescue
team is different than standard intervention. Birst is a large number of injured persons and
persons trapped in the wrecked vehicles. Givemé#tare of the situation is great emphasis placed
on the technical means necessary for this typentefvention. This is particularly the hydraulic
extrication equipment, stabilizing elements anceptheans. Furthermore, it is necessary to develop
a system that allows for quick sorting wounded,@arireatment and evacuation to health facilities.
[4,5,8]

The tasks and procedures of the Fire and Rescwe&éor rescue lie primarily in marking the
danger zone because of the potential for explosiariside the marked area may move medics.
Members of the Fire and Rescue Service (the FideRescue Service) check that vehicles cannot
move and that leaking fuel. A typical element iegé events is chaos, it is important to avoid
further danger to life and health and to a matef@mhage. Members of the Fire and Rescue Service
must ensure the vehicle and gradually postponeddjuAt the same time when these events require
interaction with other components of the integratedcue system and physically competent
authorities. [6,7].

Fig. 2 Interventions by Fire and Rescue Service in aidaot at a level crossing [5]

The danger in these types of accidents is criti@rvention units Fire and Rescue Service is
very high. It can be characterized by the followamgnplications:

= sharp objects on the scene of an accident,

= glass fragments,

= dangerous movement of people who are not involeethiaccident, but moving it lay close,

= opacity sites of action and inaccessible terrain,

= inaccessibility disconnecting the battery more secf batteries,

= large number of injured, difficult communicationtivinjuries

= unpredictable behavior of disabled persons dukdeye, alcohol, drugs, and the remaining
aggressiveness

= |eak large amounts of fuel and fluids,

= insufficient resources to carry out rescue work8,d]

4. Conclusion

The numbers of accidents at level crossings allersiatively high. Given the social hazard
level crossings should be subject to a thorougliysisaof these objects. In view of the Fire and
Rescue procedure is never identical in emergencheidents at railway crossings are
characterized by very extensive work must thereiGmmmander Fire and Rescue choose an
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intervention in order to cope with the situationtbe ground and avoid the fact that interventions
lead to any secondary injuries or condition detat&x.
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Resear ch Bases of Fire Risks

"Vladimir Benedik, Jana Adamikova, Helena Ondriskova
" University of Zilina, Faculty of Security Enginémy, Department of Crisis Management, Ul. 1. m&ja 3
01026 Zilina, Slovakia, {Vladimir.Benedik, Jana Audikova}@fbi.uniza.sk
” University of Zilina, Faculty of Security Enginémey, Department of Crisis Management, Ul. 1. m&ja 3
01026 Zilina, Slovakia, {Helena.Ondruskova}@fbi.zaisk

Abstract. The authors describe the factors that affect tigiroof the fire risks in terms of the cause, with
regard to three conditions of the onset of fire, the oxidant, fuel and initiator. The paper imed to
identify any risk of fire in terms of source ofkisThe source of risk is mainly the human factod ather
environment factors. The article proposes meadarexiuce the identified risks.

Keywords: Fire risk, quantification, risk analysis

1. Introduction

Fires occur in a particular environment (area),thatenvironment itself does not always cause
the fire. The human factor is an important factdricln causes fire. Therefore, the authors have
decided to identify the risks.

2. Thefactorsinfluencing therisk of fire

In everyday life people face multiple risks. Thewtence of risk in a particular environment
is usually associated with negative impact on hyrpaoperty or the environment. The fire risk is
no exception. If it occurs with a certain probdpilin an environment (forest, enclosed space —
house, office), then it has a negative impact (iagior death, damage of property or environment).

In order to identify the fire risks, the risk facdoaffecting the actual fire must be determined.
After studying the topic the authors agreed on fagtors which have major impact on fire risks —
human (anthropogenic) and environment (non antlyepic) factor (see Fig. 1.) [13, 14, 15, 16].
Human factor can cause fire ignition or fail toyest fire ignition and fire growth. For this reason
there are cases of fire ignition even in placesrevtieey would probably never occur if there were
no human factor. The environment factor consistsedfof characteristics such as the availability of
the fuel (material), initiator, oxidant [8]. Alsbe& mutual interaction of factors is the determirant
fire risk [9]. Thus the fire ignition is affectedimarily by the human factor and secondarily by the
environmental factor.

Huran
Factors

Emvironmental
Fire risk

Oxidant

Prerequisites Fuel

/N

Initiator
Fig. 1 Factors affecting fire risk
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Human factor affects the fire initiation delibetgtand also unintentionally [3]. Unintentional
fires are caused by [13, 14, 15, 16]:

» negligence — failing to keep matches out of chiltlrereach, neglecting regulations for
electrical or gas wiring and equipment installatao.,

= carelessness — incorrectly handling the openlhuening dry vegetation, setting up fireplaces
in the woods and close to them, violations of sailetindustrial sites, carelessness in the use
of electrical devices, placement of heating devaresombustible materials, improper storage
of flammable substances especially in households ect@gmneys or heaters, smoking or other
careless human behaviour,

= ignorance — inconsistent training of employees, leygrs, low public (citizens) awareness,
lack of interest and others.

The environmental factor can significantly increabe fire risk, in particular with the
parameters of the environment which may be affedigdclimatic changes — sharp rise in
temperatures, periods of droughts, rainfall abseaickow and others [10]. Of course the landform
features and relief, the type and potential of ¢éim@ironment for fire risk can have significant
impact on fire risk [3].

The initiation of fire is often influenced by therabination of the human and environmental
factor. Of these two factors it is complicated istidguish the one critical for the initiation ofd.

3. ldentification of risks

Everyone's activity can cause a negative evenpréeent negative events, the identification of
risks is necessary. In this case the risks willidentified from several points of view. The first
division in terms of causes of fire risks is diwid&to two groups — human and environment. The
authors will further subdivide the human causessi into the risks caused by natural persons and
risks caused by juristic persons [20, 21].

Risks caused by natural persons include citizerts also employees. The identified risks
within this group are [13, 14, 15, 16]:

= ignoring the laws of the Slovak Republic (unprofesally set up electrical wiring and gas
pipelines, burning garden waste, dry grassland, etc.

= infringement of the general principles of handlaug open fire (in time, during the activity
and in places of elevated fire ignition risk — lie@vburning fuel (fireplace) unattended etc.,

= improper handling of hazardous substances (flameaoimbustion-promoting substances or
substances capable of initializing the fire),

= invasion of foreign substances into the naturalrenment (creation of landfill sites, increase
of the range of possible initiators and other),

= inability to recognize the illegality of one's bel@ (leaving the initiator in the reach of
children, persons with special educational neecl$, et

= mishandling of combustible substances and combugtiomoting substances (prone to
spontaneous combustion — biological, chemical, raeicial).

Risks can be caused also by juristic persons (rmpalites and enterprises) [13, 14, 15, 16]:

= insufficient fire protection of premises [7],

= failure to ensure the qualification of employeesrnianagement of hazardous substances and
while using personal protective equipment,

= neglect of duty in the municipal documentation @nag fire protection,

= lack of examination of the medical fithess and estly the mental ability of employees to
execute specific activities (activities with incsed fire risk),

= ignoring the verbal or written warnings of employee

In order to identify the risks in terms of impaat the environment, the very concept of
environment must be characterized. The authorkisfpaper will distinguish the natural and man-

-12 -
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made environment. Subsequently the identificatiomns&s in terms of the influence of environment
can be carried out, whereby the following will Ipeluded [3]:
= sudden change of environmental parameters (longgseof drought, sudden temperature
changes, lack of rainfall, electrostatic dischastge) [11, 18],
= the nature of the environment as the availabilitgl apecificity of the properties of the fuel,
oxidant, initiator (excessive concentration of firela small area, ignition point of the fuel,
excessive concentration of the oxidant, permaneaitadbility of the initiator) [1],
= low ability of the environment to resist fire igioih (constructions made of flammable
materials, monoculture in forests and others) [2].

4. Measuresaimed toreducethefirerisk

Fire hazard is a problem not only in Slovak Repybtiut also all around the world. The
previous chapters identified the fire risks andcdssed the factors affecting them. Identifying the
fire risks is essential in order to propose andpadoeasures aimed to reduce these risks. The
guantification of the reduction of the probabiliti/fire development by means of specific actions in
Slovak republic is missing. The actual measureaatdhave the same effect in different situations
and their effects on the decrease of the fireinglract. Measures concerning the identified rigks
terms of natural persons (citizens and employaes)?8, 21]:

= filing a complaint to municipal authorities abohetviolation of regulations in the field of fire
protection,

= proposing the removal of the deficiencies in thadfiof fire protection on the premises
belonging to juristic person,

= fulfilling the obligation of the natural person teport every occurrence of fire in the facilities
belonging to juristic person or elsewhere,

= giving impetus to the rights protection authoritigolice forces of Slovak Republic,
judicatures etc.).

Fire risks can be decreased by taking the followmeasures within the municipalities. These
measures are proposed within the scope of the rdkdtified in terms of the juristic persons
(municipalities and enterprises) [6, 20, 21]:

= removing (reducing, limiting) one of the three fast which affect the formation of the fire
risk itself,

= organizing, executing and evaluating the contnolthe field of fire-control on the part of the
municipalities, juristic persons (natural persons entrepreneurs) and state-level fire
surveillance,

= ensuring regular training of the enforcement oficand the employees of juristic person,
mainly the members of fire patrol of the juristierpon and natural person — entrepreneur, the
fire patrol of the workplace and the assisting fiegrols,

= developing and updating the documentation of fortml in the municipality and in the
office,

= establishing and regularly training a voluntarg farigade in the municipality.

Measures aimed to identify the risk in terms oféhgironment:

= predicting and monitoring sudden changes of tharpaters of the environment,

= enhancing the ability of the environment to re8istignition (i. e. constructing the buildings
of fire-resistant materials, improving the resitierof the forst stand by planting mixed forest
stand) [4, 9],

= reducing the concentration of fuel and changingtyipe of fuel in the given area (adjusting
the surface of the terrain, creating fire protectzones and others) [5],

= changing the parameters of the environment (imstpfixed firefighting systems, decreasing
the concentration of flammable gases and others)J619].
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5. Conclusion

With the increasing numbers of the interventiontted human factor to the natural and also
man-made environment there is a rise in the prdibalbif fire ignition. Siméak also includes the
fires caused by human factor to the most problentatiegory [17]. The presented paper concludes
that there is a need to tackle this issue in metaild— in terms of municipalities, enterprises and
also in terms of the citizens themselves.

The authorities, which supervise the compliancénwlbligations which ensue from the public
statutes of the Slovak Republic, should focus nyaimh controlling the execution of these
responsibilities.
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Abstract. Biogas represents an alternative energy sourogaBiproduced in anaerobic digestion are consist
mainly of methane and carbon dioxide. The energljzation of biogas is multifaceted. This article
summarizes information about the production andh@ries of biogas and its use depending on the its
cleaning, possibilities for storage and transpdhe article also include determining the major-dent
scenarios and supplemented with event tree analysis

Keywords: Biogas, Biomethane, Propertie of Biogas, Scenarios

1. Introduction

Fossil fuels have limited capacity, therefore wewt be interested in their replacement.
Alternative sources of energy are a suitable suistin of fossil fuels. Alternative energy sources
are the sources that are naturally regeneratechgltineir use. Among renewable sources belong
solar energy, wind energy, hydropower energy, besnhiogas, and more. [20]

Nowadays the trend is still construction of biogéents where biogas is an alternative source
of energy and fuel. Biogas is nothing new, itsdrgtdates back to the late 19th century. However,
its production in the past and nowadays is sigaifity different. Therefore, it can be alleged that
anaerobic fermentation is a new developing andpgets/e technology. Biogas is basically a
mixture of gases, among major components belondhanet and carbon dioxide and minor
components is formed by: hydrogen sulfide, watedrbgen, nitrogen, ammonia, oxygen and
optionally another substances. Representation diviolual components in the mixture and its
amount varies depending on the raw materials asftht#ogical process.

The aim of this article is to summarize availalsilormation of biogas and determine possible
scenarios of major accidents of biogas.

2. Biofuels

Biofuels are fuels that are directly obtained frplants or indirectly from industrial, municipal,
forestry or agricultural waste. Biofuels can beidi according to the state of aggregation to
liquid, gaseous and solid biofuels. Further bicsuean be divided into the first generation, the
second generation and the third generation.

2.1. Distribution of biofuels

According to the state of aggregation can be bisfdeided to:

= Solid biofuels - firewood, wood chips, sawdustasgty pellets, briquettes.

= Liquid biofuels - bioethanol, biobutanol, methartmbdiesel.

= Gaseous biofuels — biogas, wood gas, hydrogen. [2]

A disadvantage of solid biofuels is that it is pbksto burn only in a grate or a fluidised
fireplaces with a low conversion efficiency to dtexsty. Among the advantages of liquid and
gaseous biofuels belongs a cleaner compositionufpats and inert components are removed
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during production), then easier transportation asithg as a fuel for internal combustion engines
(gasoline and diesel) and gas turbines. [4]
Biofuels can be dividend also into generations: [3]
= [|. generation: from polysaccharides and oilseeiddibsel, bioalcohol, bioethanol,
= [I. generation: from lignocellulosic residues - élbanol, methanol, biobutanol,
= [Il. generation: from an algae and microorganisrread production of fuels § CH, and
CHy.

Biomass is the starting feedstock used in the mialu of the first generation biofuels. The
advantage of the second generation biofuels iggusian-food” biomass. In the case of production
of the third generation biofuels, which is still ievelopment, are the feedstock algae or
cyanobacteria. Algae compared to biomass growinghnfiaster, it can be grown without the need
for field plots and can be harvested continuoustycompared to biomass have a higher oil content
and low water consumption. [3],[5]

2.2. Gaseous biofue

Gaseous biofuels are biofuels which are duringag®rand transport in the gaseous state.
Among gaseous biofuels belong biogas, wood gaspdicbgen. [1]

3. Biogas

In Act no. 165/2012 Coll., As amended, biogas indel as gaseous biomass fuels used to
produce electricity, heat or for the productionbadmethane. The purified biogas which contatns
95% methane is called biomethane.

Biogas plants can be divided according to a ravddexk on an agricultural biogas plants,
landfill plants, sewage treatment plants, municgrad industrial plants. The composition and yield
of biogas depends on the type of biogas plantgsheriechnological process of production and on
the feedstock. [12]

3.1. Production

The case of production of biogas is a biologicalcess when organic matter is decomposed in
absence of oxygen by various cultures of microasgas in four phases hydrolysis, acidogenesis,
acetogenesis and methanogenesis. [6], [11][13]63s00f anaerobic fermentation take a place in a
certain operating temperature (according to thee tgb bacteria - psychrophilic, mesophilic,
thermophilic) at pH from 6.5 to 7.5 and for a sfiedime (according to the type of bacteria 10 -
120 days). [15] The outcome of this process is nn&xbf gases (biogas) and digestate, which is a
quality fertilizer. [12]

3.2. Composition

The composition of the biogas depends on the rawenmds delivered to the process, but
mostly it is composed of methane and carbon diofRleApproximate composition of the biogas is
presented in Table No.1.

Component Chemical formula Content in|%
Methane CH, 50 - 70
Carbon dioxide Co 25-50
Nitrogen N 0-10
Hydrogen sulfide 7S] 0-3
Hydrogen H 0-1
Oxygen Q 0-1
Ammonia NH, 0-1

Tab. 1. Approximate composition of biogas [6],[11]
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The major components of biogas are carbon dioxidg methane. Methane is extremely
flammable and non-toxic gas which is lighter than &he methane‘s explosive limits are very
large, from 5 to 15 vol. % and autoignition tempera is 595 ° C. Carbon dioxide is non-
flammable and unbreathable gas, it does not sugpanbustion and is heavier than air. ZSficks
to the ground, for example in silage or sanitatiellars and wells, which can cause asphyxiation.
[10],[12]

The minor components of biogas represents hydratgedanger is in extreme flammability and
its ability to form explosive mixtures with air. tddgen is an inert gas is not toxic or dangerous.
[12] This does not apply in the case of hydrogdfideiand ammonia, both of these compounds are
highly toxic and have a serious impact on humartieaven at low concentrations. Hydrogen
sulfide is also extremely flammable gas. Togethéth whe ammonia are dangerous for the
environment. [12],[16] It is worth to mention th&e hydrogen sulphide produced in the anaerobic
digestion has a value between 30 ppm and 160 dof. [

3.3. Properties of Biogas

Biogas is unbreathable gas with a density of agprately 1.2 kg/m It is slightly lighter than
air, which has a density of 1.29 kginhis means that biogas will grow rapidly mixedtwair.
[11], [14] The mixture of air and biogas can exm@pth cases where the proportion of the biogas in
the mixture with air is 6-12 % and the temperatiréhe ignition source is higher than 650 ° C. If
the proportion of the biogas with air in the mixdus higher than 12 % there is a risk of fire. [13]
The ignition temperature of biogas is 650 - 700&rd the critical pressure is in the range from 7.5
to 8.9 MPa and the critical temperature is - 82(& Biogas has a very slow diffusion combustion,
the maximum advancement speed of the flame irs &ird5 m/s, because of causesGO1]

The bad property of biogas is its ability to separ@to its compounds. Carbon dioxide is
heavier than air (1.53 kgfh that's why is falling and holding to the grounteanwhile methane is
lighter than air (0.55 kg/fand rises into the atmosphere. [11],[14]

Gases contained in the biogas have their charsitemhysicochemical properties. It is
appropriate and necessary to know the properti¢seahdividual components of biogas.

From 2012 is in Norway (AGA A Member of The Lindedap) available material safety data
sheet (MSDS) for biogas with a methane content7a¥#®in the mixture. The purpose of using the
gas is as fuel and as a gas for heating. Even W88gs) has MSDS for biogas since 2009, but in
this case it is 100 % methane, it is no longer amxtof gas. Compressed methane is extremely
flammable gas that could lead into a Flash fire.

3.4. Cleaning

The upgrading is necessary for efficient use ofag Treatment technology of biogas can be
divided into adsorption, absorption, permeatiort@togy and cryogenic rectification. At first are
from biogas removed impurities (hydrogen sulfidegtev, nitrogen, ammonia, siloxanes, small
particles and oxygen), and in a second step carbhoxide is removed while increasing the
proportion of methane to > 95%. Modified biomethaagain adjusted to precisely the required
composition and calorific value. Prior to compresst has be odored and after that is injected int
the natural gas grid. [11],[18] In Germany is otlex 100 biogas treatment devices This devices are
occurring and also using in Sweden, SwitzerlandAuntria. [11]

3.5. Utilization

Energy utilization of biogas is multifaceted. It ngcessary to modify biogas before its use.
Biogas can be used to produce electricity, heattetity and heat, also used in transport as k fue
and it is possible to supply biogas into the gad gr to producers of heat. Act no. 165/2012 Caoll.,
As amended, supports the production of electricidyn renewable sources. In 2014, according to
the CEZ Group reached salling price of electriditym biogas from 3.04 to 4.12 CZK/kWh.
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According to the conditions of the energy markebigsgas most often used for combined heat and
power generation (CHP). [12]

Biogas plants utilize about 20 - 40% of producedthe heat the digesters (process heat) and
the other 60 - 80% of heat is called "waste heiatis farther used for additional electricity
production. [11] An approximately 7 - 10% of proddcelectricity is used in the actual process of
biogas production. [7]

3.6. Storage

Biogas can be stored for long periods of time dmehtcan be used without the loss. Biogas is
stored in sealed tanks that are technologicallygdes as low pressure, medium pressure and high
pressure reservoirs (tank). The characteristicshete reservoirs are shown in Table No. 2.
[11],[13] Other types and methods of storing arentio@med in the publication [9], there are
reservoirs divided according to the time of storageshort term and long term.

Pressure Level Operating pressure Bulk Storagdittexi
Low pressure 20 - 50 mbar 50 - 200 m Gas tank with water seal
0,05 - 0,5 mbar 10 - 2000°m Gas tank with foil cover
Medium pressure 5 - 20 bar 1-100 m Steel storage tank
High pressure 200 - 300 bar 01-05m Steel cylinder

Tab. 2. Design of biogas tanks [13]

3.7. Transport

In biogas plants is biogas most often convertedctly in cogeneration units into electricity or
heat. Electricity from biogas can be deliveredhe ¢lectric power grid. Biogas/biomethane can be
distributed through a pipelines as a heat or gasa be transported down the road too.

The one of possibility is to transport biogas vias gistribution grid. Gas pipelines are a
convenient way to transport large quantities of gath low operating costs. High-pressure
pipelines is usually made of steel, while the lowgsure pipelines are usually made of
polyethylene. Injecting biogas into the natural gasl requires, that quality of biogas has to be
adjusted as is set to the network parameters.dsssmed the upgrading of biogas to fuel quality.
[8] Publication [9] proposes to build a dedicatégepne, but with advantage only to a distance of
<1 mile (1609 meters).

In Germany, France, Switzerland, Austria, the Ne#imels and Sweden have formulated
standards of upgraded biogas for injection into nlaéural gas grid or for its use as a fuel for
transportation. [18] The Czech Republic has nogatopurifying of biogas to biomethane and its
use as a fuel for transportation yet. [19] Injectimomethane into the natural gas grid is regulated
the Czech Republic by Act no. 459/2012 Coll., Assaded. Publication [11] introduce how could
be efficiently transported biogas by gas pipelitteso-called satellite CHP units, which are nearby
by consumers, e.g. it works in Trebon. However,l#gal conditions for a biogas pipelines are not
clear and there is no classification of biogas Ipiee

In the case of that no network of natural gas alogto biogas plant, biogas can be transported
down the road. Biogas / biomethane can be trarehart containers or tank trucks. Gas is
compressed and feeded into vessels in the fornB& (Compressed Biomethane Gas) or it can be
liquefied at LBG (Liquefied Biomethane Gas). Eféiocy of road transport depends on the suitable
choice of vessel or tanks and on the quantity fraried compressed or liquefied gas. [8],[9] In
Sweden and Switzerland, there is a good infrastradior using CBG in transport, including the
network of filling stations. In many countries ar®re frequent filling stations with a mixture of
CNG /CBG. [11]

-19 -



TRANSCOM 2015, 22-24 June 2015
University of Zilina, Zilina, Slovak Republic

4. Emergency of the release of biogas

The occurrence of the events which had happenexhitgcshow that biogas presents a certain
danger. In January 2013 occurred a massive explagith detonation inside the biogas plant in
Chotetov, the station was still under the consibacand it was not put into operation. In November
2013 in Chric was found employee in the shaft, nli@sty was intoxicated by methane. Statistics
data of incidents in biogas plants in the CzechuRkpis shown in Graph No. 1. [23] Even abroad,
there are accidents which have its casualties. dmm@ny in 2009 exploded biogas plants, one
worker was killed and two others were injured. Diaten ZEBEC project report are transferred in
Graph No. 2, which show the numbers of incidentsiagas plants worldwide. [22]

Statistical data of accidents in biogas plants in
2004 - 2014 in the Czech republic
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Graph 1. Statistics of incidents in biogas plants in the €@zBepublic
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Graph 2. Statistics of incidents in biogas plants worldwide

In the following diagram (Fig. No. 1) are shown gib$ scenarios for accidents caused by
biogas.
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Co,, evaporation €O, evaporation
H,S H,3
heat radiation blast wave l heat radiation blast wave { bilast wave
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Fig. 1. Scheme of scenarios for accidents caused by biogas

Among the possible consequences of the accidentedaby biogas are the heat radiation in
case of fire, blast wave with any flying fragmemiscase of explosion and toxic effects of gases
scatter into the atmosphere.

Event tree was assembled for scenario of biogdadmafrom the tank. Graphically is event
tree shown in the following Fig. No.2.

immediate initiation delayed initiation explosion after ignition

YES

Jet Fire

biogas leakage V.CE.

from the tank

Flash Fire

NO

dispersion
Fig. 2. Event tree of biogas leakage from the tank

The resulting emergency conditions presents a éise3et Fire, Flash Fire, explosion type VCE
and gas dispersion into the atmosphere. Jet Foer®avhen the compressed flammable gas leaks
from a pipe or container. The phenomenon of Flash éccurs sudden and intense fire caused by
ignition of a mixture of air and a dispersed flanfiieagas. In the case of the phenomenon VCE is a
vapor cloud explosion. [21]

5. Conclusion

Biogas production is a cheap energy from residndsaastes. By-product digestate is used as a
fertilizer. The benefit of biogas is reducing theden for an environment. The advantage of biogas
is its versatility of using, depending on its pigation (cleaning).

The Czech Republic has not properly legislativedptared production, storage, transport and
distribution of biogas. Our legal environment dowd distinguish crude or purified biogas. Still
missing MSDS for biogas and concentration limitsife use in transportation. Czech legislation
(Act no. 459/2012 Coll, as amended) already indi¢che qualitative parameters for biomethane (
95 % mol.) as "replacement” of natural gas anahjection into the natural gas grid.

In condition of the Czech Republic has not cred&DS for biogas yet. To determine the risk
is therefore based on the properties of individcamponents of biogas and their percentage
representation. In biogas has the largest repras@miof methane and carbon dioxide. Methane is a
danger in extreme flammability. A carbon dioxides lzen effect on human health. Minority gases in
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the biogas mixture represent a risk and it is irtgpdrto deal with them. Hydrogen sulfide is
extremely flammable, highly toxic even in a veryamamounts and it is dangerous for the
environment. Creating MSDS is probably impossit#eduse of a variable composition of biogas.
[12]
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Abstract. Video-surveillance is the most used type of sllareie systems. With development in
information technologies requirements for more @fie, reliable and faster systems arise. Applwcanf
biometric recognition ability to such systems beeanore often and used not only in state operatsitis)\s
but in private and commerce application as welle@pors should be aware of the minimal criteria for
biometric recognition for flawless implementatioh to the existing systems or for installations @&wn
systems. These article should provide a basicucistns and manual what to expect or how to detegrthe
optimal video-surveillance system settings to aahidesired purpose of biometric recognition in dedeal
recognition rate.

Keywords: Biometrics, biometrics recognition, biometric itioation, biometric video-surveillance
system.

1. Introduction

Biometric recognition represents nowadays a comrharctionality for identification or
verification of individuals not only in commerciklt in private applications as well. Examination
of biometric characteristics and features is nognare exclusive for application in scientific,
criminalistics or medical research, but become ttusufficient computing capacity and relative
affordability implemented to many surveillance syss, where the speed, effectivity and reliability
of person's identification or verification is essah

For appropriate biometric surveillance system dgplent is inevitable to have detailed
knowledge of hardware, software and environmenuirements for such system to achieve
required effectivity and comparison reliability.

In this article we are trying to specify minimalxpl density and object distance from the
camera in biometric video-surveillance system ferspn recognition through the experiment
performed with the aim to determine this values.

1.1.Vocabulary

For better understanding it is necessary to expdaime basic terms used in this article to
specify its meanings and to avoid possible mispregation. Due to biometric functionality in
systems of question, some terms have different mgas from regular video-surveillance system.
Terms and definitions are used mainly as defind@@/IEC 2382-37:2012 Information technology
— Vocabulary — Part 37: Biometrics, EN 50132-7:2@81&2m systems. CCTV surveillance systems
for use in security applications. Part 7: Applioatiguidelines and in other influential scholar
textbooks.

Recognition, identification and inspection —according the EN 50132-7:2012 to perform
recognition, identification or inspection by mearisiideo-surveillance, the recording or the picture
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should be at quality and number of detaits allow such activity. [1] In case of biometrigstems
such terms are not commonly used and the verifioati individual's identity is called biometric
recognition.

Biometric recognition — process of “establishing the identity of a parbased on the physical
(e.g., fingerprints, face, hand geometry, and ispehavioral (e.g., gait, signature, and keyboard
dynamics) attributes associated with an individdakypical biometric system uses appropriately
designed sensors to capture the biometric tratmgrson and compares this against the information
stored in a database to establish identity.” [2]diééerence to regular video-surveillance systems
“biometric recognition is synonym for biometric hahtication, meaning verification or
identification in biometrics.” [3]

Video-surveillance system— “system consisting of camera equipment, storeg@pment,
monitoring equipment and related facilities for fhepose of image transmission and control.” [4]

Biometric (video-surveillance) system — Biometric system is system for biometric
recognition of individuals based on their biometi@aracteristics”. [5] To specify such system for
our experiment we used biometric capture devicde@isurveillance systeéinto acquire specific
biometric characteristics and their conversionitorietric template.

Biometric characteristic — “biological and behavioral characteristic of iadividual that can
be detected and from which distinguishing, repdataibmetric features can be extracted for the
purpose of automated recognition of individual§] ‘[Biological and behavioral characteristics are
physical properties of body parts, physiologicall &@havioral processes created by the body and
combinations of any of these.” [7]

Biometric feature — “biometric features are the information extrdcteom biometric samples
which can be used for comparison with a biometefenence.” [8] “For example, characteristic
measures extracted from a face photograph suclyeadistance or nose size etc. The aim of the
extraction of biometric features from a biometranmple is to remove superfluous information
which does not contribute to biometric recognitidhis enables a fast comparison and an improved
biometric performance, and may have privacy adwggasd [9]

2. Experiment

In international standards some parameters fowiddal's identification are established. In
case of video-surveillance systems according EN33t2012 a pixel density of 4mm/pixeb
required. In case of biometric systems ISO/IEC #932005 requires at least 180 pixels for head
width (or 90 pixels between the eyes). [10] Foregke AXIS, one of leading company in
development of video-surveillance system states‘tbdowing suggested operational requirements
from SKL, the Swedish National Laboratory of FoienScience and supported by our own test
results at Axis Communications, we have chosers®80 pixels (for horizontal dimension of the
face - author's note) as the requirement for fadittification for challenging conditiofs [11]

To sort and challenge these various values edtalliby different interdisciplinary standards
we decided to perform an experiment to determieentinimal pixel density of the picture and the

! For recognition: at least 50% of screen height (PAL), with persaméight 1.7m, to determine with high degree of
certainty that person on the screen is the sanmspers before (and/or 8mm/pixel). kdentification: at least 100% of
screen height (PAL), with person’s height 1.7mgdgmntification of individual without any doubts @or 4mm/pixel).
For inspection at least 400% of screen height (PAL), with pefrsdmeight 1.7m, to perform court inspection (and/or
Imm/pixel).

2 video-surveillance system consist from camera, eraniens, digital recorder and surveillance sofewand all
necessary equipment to operate such system.

% For 160mm width face (according AXIS statemenee eference [11]) it should be 40 pixels for faddth.

* Challenging conditions according AXIS are “sito@$ with very varying or weak lightning. People jestts and
vehicles are seen from an angle where detailsashdde, or facing away from the camera. “ [11ddntrary in case of
good conditions AXIS recommends only 40pixels asperational requirement for person’s identificatio
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optimal distance of the object from the camerataed correlation to set up this values for optimal
performance of biometric recognition function.

2.1.Experiment goal

When preparing the experiment we established owotmgsis and desired values for
determination to be able to prepare and performaggate experiment which would allow us to
achieve wanted outcomes.

The goal was to find out how the distance of objemin the camera change the rate (score) of
biometric recognition and determine the optimale@here the subject has to be situated in order
to reliably perform biometric recognition. This amation can help the biometric systems
operators to determine the camera settings andsateation that is required for efficient system
operation. Because the distance is not the onlyevedlevant for such recognition, we calculated
the pixel density of the camera recording thateisassary for such recognition and to be able to use
this values universally, we transformed this valoghe pixel density for face width (as used in
international standards).

2.2.Experiment settings

In our experiment we used readymade, standard vaigeeillance system set with none
hardware or software changes to simulate consuroenditions, which consist of:
= 1,3 mpx video surveillance camera Panasonic WV-SRath 1/3” (MOS sensor)
* |lens TAMRON M13VG288IR — type CS with auto iris Z{Field of view - horizontal 35,8°
—100,1°/ vertical 26,8° — 72,9°)
» network video recorder Panasonic WJ-NV200K withirenlface detection and recognition
function

System was set up to record color image with rémmul280 x 960, frame rate 5 fps and
compression H264. Focal length of the lens was 8witim depth of field sufficient to focus on the
object for the whole distance range of the expamim@amera installation height was 1.7m in order
to achieve zero or maximum 10% angles from testaibjheads (according the test object height).
Test objects were uniformly illuminated from therit side so the faces contained no shadows
during recognition.

As test objects we used real persons - volunteera Etudents and our colleagues. As we
wanted to create conditions as ideal as possibilegimognition purposes the test objects should
maintain during experiment neutral face expressant head movements should not exceed more
than 10% from frontal view in any direction. Foethame reason any possible disguises were not
allowed (hats, both sun and prescribed glasse$, eécause it could affect experiment results.

2.3.Equations

To determine pixel density we used equation (1) #tlawed us to calculate image resolution
for 1 meter of recorded area (pixel density) fromown values and camera settings:

focal_lengti(mmn) * number_of _ pixels,.i onta
camera_distancém) * sensor_width

(1)

image_resolutior{ px/m) =

2.4.Experiment procedure

Before experiment we loaded face pictures of tegtats to the video-surveillance system by
the means of network video recorder included saftwdo create a bigger dataset for possible
recognition, we selected double quantity of prefaees as real test objects. For experiment 20
persons were used and dataset contained 40 fagesnd!l resolution of each recorded face was
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200x200 pixels (in significant area of the facepck face sample was recorded by the same
settings, illumination and position from camera.

First part of experiment was performed in orderdeiermine the specific area, where the
system is able to perform biometric recognition.a@iing distance of object from the camera
simulated different image resolution (or the fagrepwidth). We asked test objects to move
towards the camera in preselected 1 meter steps,6rm to 1 m distance from the camera (1 meter
marks were marked on the floor). If the system whke to recognize face of test object the
outcome of such recognition was logged. Illluminatio testing area ranged from 800 - 2200 lux.
20 measurements was performed.

According the outcome of first part of experimerg marrowed the distance and continued with
the experiment only at specific distances from cam#@e selected the area from 4 m to2where
the used video-surveillance system was able tooparbiometric recognition (correct match was
not necessary). In second part of experiment weateg the test as in the first part, but now tke te
objects moved only with 0.1 m steps towards theezamillumination in testing area ranged from
300 - 500 lux. 40 measurements was performed. Duhe test each outcome of recognition was
logged in order to calculate recognition (succd¥saie in each selected distance. The recognition
rate is calculated from the total set of matchimgl amon-matching results of each measured
distance.

3. Findings based on Experiment

Based on the outcomes from the first step we deétehthat used biometric video-surveillance
system was able to detect object face from distappeoximately 4 meters.

lllumination (lux) 2250 1830 1550 1300 1200 875
Distance (m) 1 2 3 4 5 6
Pixel density (pix/m) 2133 1067 711 533 427 354
Recognition rate (%) 94,44 100,00 72,22 33,33 0,00 0,00

Tab. 1. Recognition rate according the distance of tbfai from camera (distance from 1m to 6m, steps 1m

During the second part of the experiment we deteethidetailed recognition rates for 0.1m
steps and by using simple line graph visualized dbeelation between pixel density and the
distance of object from the camera.

lllumination (lux) 451 448 403 356 376 370 361 348 348 352 381
Distance (m) 2,0 2,1 2,2 2,3 24 2,5 2,6 2|7 28 9 2, 30
Pixel density (pix/m) | 1067 1016 97( 928 889 853 821790 762 736 711
Face width (pix) 140 134 127 121 118 113 110 1p5 1 10 97 95
Recognition rate (%)| 97,50 | 97,50, 97,50 95,00 92,30 95,00 95[00 10p,8R50| 92,50 95,00
Tab. 2. Recognition rate according the distance of tbfai from camera (distance from 2m to 3m, stepm).
lllumination (lux) 346 360 362 360 360 388 405 350 400 380
Distance (m) 3,1 3,2 3,3 3,4 3,5 3,6 3,7 3.8 39 0 4
Pixel density (pix/m) 688 667 646 627 61( 5938 577 615| 547 533
Face width (pix) 92 89 87 85 82 80 77 76 74 78
Recognition rate (%)| 82,50 | 85,00 77,50 57,5( 62,50 57,50 40,00 52,50 045, 37,50

Tab. 3. Recognition rate according the distance of tbai from camera (distance from 3.1m to 4m, s@epm)

®> As we wanted to determine the minimal value foepiensity, it was not necessary to perform tisé fiar distances
lower than 2 meter, with assumption that in sudtadglices the rate of biometric recognition is vegnh
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Values from second part of experiment provides itk an example how the success rate of
biometric recognition changes proportional withréasing pixel density and object’s distance from
camera. In order to be able to apply our findingsahy settings of video-surveillance systems
where the settings can and probably will be difiéer'om our experiment, we calculated and
measured the pixel density of recognized face. &aftom Tab. 2. and Tab. 3. are shown in graphs
below.

Rate of recognition (%) pix/m Rate of recognition (%) pix / face
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o0 %0 140
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Fig. 1. Recognition rate and pixel density based dfig. 2. Recognition rate and face width based on outcome
outcome from experiment (distance from 2m to 4mpst from experiment (distance from 2m to 4m, steps 9.1m
0.1m)

4. Conclusion

The experiment shows the dependency of recogmniéitnto the distance of the object from the
camera and resolution of the recording. When we pawe the requirements from different
international standards or video-surveillance poedsi we can see big difference among these
requirements. We can see that in real applicatidmnametric recognition the required pixel density
of EN 50132-7:2012 standard for identification -¥n/pixel is not nearly enough for biometric
identification and on the other hand the requirené#nl80 pixels for head width established by
ISO/IEC 19794-5:2005 standard is too restrictivedieeryday use, and with such high pixel density
the recognition rate should be almost 100%. Thegeirements suppose different use and different
applications (and/or meaning) of identification gges and therefore each operator of video-
surveillance system should be aware of his minineguirements for recognition rate (for his
intended or specific purpose of the system). Adograur experiment and experience we should
recommend minimum requirement of 90 pixels for headth for video surveillance systems in
standard security applications. However for autooasnidentification systems the minimum
requirement should be at least 140 pixels for heaith to ensure maximum reliability of the
system.
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Abstract. As a result of globalization as a whole and thaagyic changes in society connected to it the
pressure to prevent risks that can have a negafiuence on the sustainability of urban areasi@seasing.
Using quantitative methods of operational analytbis,article compares several identified methods liave
been implemented in the legal norms of highly depetl countries for the assessment of natural risks.
Result of the comparison is a selection of the napgtropriate method for natural risk assessmetiteat
intrastate level of Slovak Republic using methotisnalti-criteria decision-making — the Forced Deénis
Matrix Method (FDMM) and the Analytic Hierarchy Ress (AHP). To evaluate the outcomes of the multi-
criteria decision process the Matlab software wseduThe article outcomes will enable the develayroé

a theoretical scientific platform for sector intetion of the influence of environmental risks sgafet
management.

Keywords: Assessment, comparison, AHP method, natural hazard

1. Introduction

All activities which are carried out in life whetheonsciously or unconsciously are the result
of a decision-making process. If this is conscidasision-making then there is always an effort to
obtain the most information possible about thedsand to arrive at the best conclusion on that
basis. If a problem is considered in which thewe several contradictory viewpoints then it is not
possible to decide which of the alternatives wdagdhe most beneficial. A simple and at the same
time complex solution which enables splitting thhelgpem into a transparent structure and always
working with as few elements as possible simultasBois necessary [1]. Methods of multi-criteria
decision-making enable the division of the entirebem into hierarchies possible as well as the
subsequent comparison of two elements by which higigf the criteria and partial evaluation of
the alternatives are obtained. With a simple sygithan overall assessment is achieved.

At present HRVA methods (Hazard, Risk and VulndigbAnalysis) are used in developed
countries for assessment of natural risks on angiegritory [2]. By using the multi-criteria
decision-making approach it is possible to anabgected methods of natural risk assessment with
the aim of choosing a method which — with respedtipulated criteria — could be implemented on
an intrastate level in the Slovak Republic.

2. Methods of multi-criteria decision-making

Methods of multi-criteria decision-making belong @arg the exact heuristic methods of
operational analysis. They are utilized during @asi decision-making processes, where more than
one criterion is important. The advantage of mediieria decision-making methods lies particularly
in their simplicity and their speed of use. Howevite main disadvantage of multi-criteria
decision-making methods — the possible inaccuratlyenr results — also arises from this simplicity
[3]. Expert estimates of qualitative criteria arged in the methods; therefore, it is possible to
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consider them semi-qualitative methods. Semi-catal# methods are those in which monitored
attributes are expressed as numerical values. dl@wving methods of multi-criteria decision-
making are arranged in order from the simplestupugh the most complex method [4]:
1. Decision Matrix Method (DMM) — method without fidrentiation of the weights of
individual criteria, i.e., all criteria are equaltpportant.
2. Forced Decision Matrix Method (FDMM) — methodsed on comparison of two criteria
which assigns values of 0 and 1 to them accordirvghich is more important.
3. Analytic Hierarchy Process (AHP) — method dunmigich each criterion has its own weight
in comparison with others, expressed as a value frdo 9 or 1/9 to 9/9.
In the following section selected methods of risessment which are currently used in
developed countries will be compared using the neastct methods of multi-criteria decision-
making, i.e. the Forced Decision Matrix Method &mel Analytic Hierarchy Process [5].

3. Analysis of selected methods of risk assessment

In Tab. 1 provides the following methods for theessment of natural hazards, which are used

in developed countries. Names of methods are deifieen the names of organizations that have
been developed.

Method Organization name

FEMA Federal Emergency Management Agency
SMUG Australia — Emergency Measures

EPC Canada — Emergency Preparedness Canada

CVCA Climate Vulnerability Capacity Assessment
NOAA National Oceanic and Atmospheric Administration
APPEL Sweden —Swedish Rescue Services
UNDRO UN-UN Disaster Relief Organization

HIRV Hazard, Impact, Risk and Vulnerability

Tab. 1. Methods of assessment of natural risks and vubiléyeof a territory at the intrastate level

A method which would with high probability be thedb to implement at the intrastate level of
the Slovak Republic will be selected accordingebcsiteria. The criteria of multi-criteria decisio
making do not have to be only quantitative but den qualitative as well. The criteria are
determined by a partial goal, which is high quabtythe outputs. The quality of the outputs is
influenced by the degree of objectivity and meadsilitg of the results. A no less important facter i
the complexity of application from which cost oethhised model derives. The time for application
of the method and the necessary worker expertiseemted with the used model require increased
expenditures.

The following criteria were stipulated after coratibns with employees of the Ministry of the
Interior based on the above mentioned reasonshenbasic characteristics of the selected methods
which are available in the crisis management seatiothe Ministry of the Interior of the Slovak
Republic:

* K, —measurable outputs (quantitative, semi-qualgagjualitative);

* K, — degree of objectivity (to what measure is thehoe influenced by the subjectivity of

the user);
* K, —time demand (time required for preparation, i@ppibn and assessment of method);

* K, —expert demand (number of experts needed foradattilization).

Paired comparison methods for assessment of selees during multi-criteria decision-
making are done under expert supervision of a ctenpevorker from the crisis management
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section of the Ministry of the Interior of the Skdv Republic given its wide practical experiences
with their application. However, even despite thlxpestise of workers from the Ministry of the
Interior of the Slovak Republic, a larger numberns$essors of the selected methods was necessary;
these were in particular foreign experts in thesgifield.

3.1.A comparison of the selected methods of risk assessnt using FDMM

Using a modified method of a decision-making matrikDMM — first the selected criteria and
later the methods of assessment of natural riskmsklves are compared in pairs. We assign the
value of “1” to the more important criteria or methin the paired comparisons and to the less
important criteria or method in the paired comparisve assign the value of “0”. Individual steps
of the FDMM calculation process are described neifpn and domestic scientific literature [6].

L i Hodnotenie metdd
Kritéria Vaha
FEMA | SMUG | EPC | CVCA | NOAA | APPEL UNDRO HIRV
K1 0,476 0,143 0,179 0,071 0,143 0,071 0,179 0,071 0,143
K2 0,081 0,172 0,138 | 0,172 0,172 0,069 0,103 0,108 0,069
K3 0,155 0,138 0,138 0,103 0,103 0,172 0,138 0,069 0,138
K4 0,288 0,133 0,100 | 0,134 0,133 0,167 0,067 0,133 0,133
Véazeny siket 0,142 0,146 | 0,102 0,136 0,114 0,134 0,091 0,133
Percentualne 14,2 146 | 10,2 13,6 11,4 13,4 9,1 133
vyjadrenie (%)
Poradie 2. 1. 7. 3. 6. 4. 8. 5.

Tab. 2. Results of a comparison of the methods used f@sament of natural risks using FDMM

The result of the modified method of a decision-mgkmatrix — FDMM — on the basis of the
selected criteria is determining the order andntiost suitable method of natural risk assessment on
an intrastate level. The most suitable in this gagae SMUG method. However, other examined
methods such as e.g. FEMA, CVCA, APPEL, HIRV andA¥Ohad a comparable percentage
value with SMUG using this method of multi-critedacision-making.

3.2.Comparison of the selected risk assessment methaagsng AHP

AHP is based on paired comparisons of the degresgoificance of individual criteria and
determination of how the evaluated variants satisége criteria. AHP is considered to be the most
reliable method from the viewpoint of precision aitputs. The assessment scale is, however,
notably more complex. Assessments are made onasis bf a scale (equal — weak — medium —
strong — very strong) and the corresponding nurakescale (1 — 3 — 5 — 7 — 9) [7]. These scales
consider the measure (influence) of the relatigndietween two criteria or variants. Numerical
calculations are made with the aid of the Matlaftware and the individual steps are identical with
the steps in expert and domestic literature.

The result of the analytical hierarchical approéshP) method based on the selected criteria
determines the most appropriate method of natigl mssessment at the intrastate level as well as
the order of all the examined methods. The mostagu@te method in this case is APPEL.
However, other monitored methods such as SMUG, FEN®AA and CVCA also had percentage
value comparable with that of APPEL using this modtbf multi-criteria decision-making
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Assessment of methods

Criteria | Weight
FEMA | SMUG | EPC | CVCA | NOAA | APPEL | UNDRO |HIRV

K1 0.476 | 0.131 0.175| 0.056 0.147 | 0.089 0.220 0.073 0.108
K2 0.081 0.151 0.115| 0.182 0.163 0.104 0.091 0.095 0.099
K3 0.155 | 0.126 0.136 | 0.091 0.092 | 0.222 0.130 0.076 0.127
K4 0.288 0.164 0.103 | 0.106 0.106 0.174 0.080 0.154 0.114
Weighted sum 0.142 0.143| 0.0860.128 | 0.135 0.155 0.099 0.112
Percentage (%) 14.2 14.3 8.6 12.8 13.5 15.5 9.9 211.
Order 3. 2. 8. 5. 4. 1. 7. 6.

Tab. 3. Results of a comparison of the methods used f@sasnent of natural risks using AHP

4. Conclusion

The results acquired with the FDMM method are nexact than those with the DMM method
because the weights of the criteria are set moaetlx On the other hand, the FDMM method has
— in comparison with the AHP method — a disadvamtagthat we get considerable differences in
the values of the individual methods even when ttiéfgr only slightly. Verification is done by
comparing the results acquired by using the FDMM ARP methods of multi-criteria decision-
making. The results of the FDMM method determineel SMUG, FEMA and HIRV methods as
being the most suitable natural risk assessmerttadst By utilization of the AHP method the most
suitable methods for natural risk assessment weterrdined to be APPEL, SMUG and FEMA. By
comparing the acquired results the FEMA and SMUGhous were determined to be the most
suitable of the natural risk assessment methods.

The disadvantage of use of the AHP method is teatgneasure of subjectivity, mainly with
gualitative criteria [8]. It is necessary to redube measure of subjectivity. One solution is for
decision-making to be based on professional estisnat teams of expert who would discuss their
opinions on assessment and subsequently agreeeaseliction, weights and evaluation criteria.
Another solution for reducing subjectivity of thesassments is increasing the number of assessors;
however, the selection of criteria, weights andrtpaired values would be done individually. In
this way, the influencing of individual assessoygbofessional teams would be prevented.

In the Slovak Republic, with respect to territonalnerability and natural risks occurring on its
land, it is possible to come to the conclusion tlhbf the selected methods have their strengths
and weaknesses. Through synthesis of findings abeability of selected methods for risk
assessment it is — while utilizing current mathecaatand technical possibilities, tools of
information analysis and with the help of persorwfetrisis management authorities in Slovakia —
possible to improve the method of risk assessntaheadntrastate level.
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Abstract. Fireproofing of combustible materials is a spec#irea of fire protection. The fire retardants are
ones of efficient means to ensure the safety oplee@nimals, property and environment. Due to gngw
interest in environmental issues in the constracti@ustry, natural building materials of plantgoni (e.g.
wood, straw, cellulose, hemp) are becoming incngdgipopular. These materials have high flammaphilit
For scientific research as well as for real-lifagiice, not only their structural and physical mnties, but
also fire-technical characteristics are really im@ot. The present researchers mostly focus ondiardant
treatment of wood, that is why the authors of fraper focused on a different combustible mateTibis
paper presents an experiment focused on reactifirettests in laboratory conditions. The purpo$e¢he
experiment is testing the thermal insulation of pdiber that was impregnated by the selected étardant.

Keywords: Testing, reaction to fire, thermal insulationefretardant, experiment.

1. Introduction

The most suitable tests for testing flammable petsland materials are those ones that are able
to simulate conditions of a burning process, eal fire in the most natural way. It is inevitalde
properly design, test and evaluate the evaluatideria for tests, selection and size of specimens,
testing conditions, testing devices, testing procesl, methods of evaluation and processing of the
test results. In that case it is possible to objelt interpret the behaviour of the tested matesia
product during fire [1]. The reaction to fire istreoterm related only to construction materials and
substances but also construction products. Theioeao fire tests are fire tests that further sfyec
the specific methodological and testing procedtoedetermine the behavior of a respective subject
of testing in case of fire. The objective of thdssts is to define the reaction to fire of a tested
material or a product. The testing experiment @fctien to fire of a combustible product was
realized using the methodology for testing firardants and fire-retardant treatments of materials
reaction to fire tests - test for limited flame egqd [2]. This method was developed in the Fire-
chemical laboratory of the Department of Fire Eegiing, Faculty of Security Engineering,
University of Zilina as an internal document withire institutional grant project. The methodology
specifies the fire test focused on evaluation efg¢hecimen combustion behaviour when exposed to
a direct mid-height flame for a longer time peritiddescribes and specifies the fire test for begti
retardant treatments of combustible materials eagpd® a mid-height flame, with the surface
exposure angle of 45° to the vertical axis. Thiglans the angle of the product used in real-life
practice. The subject of testing was the buildingterial of plant origin named Canabest Basic -
natural thermal and sound insulation made of heimgr.fIt is normally used as a filler in roof
construction, between the rafters or beamed csilifgmp fiber insulation can be characterized by
specific properties such as: high moisture restgaability to dry quickly, insulation stability in
extreme conditions and creation of natural microake. Due to the natural content of bitter
substances, it does not support fungal growth aasl & certain resistance against rodents [3].
Manipulation with this material is without healtisks, such as skin damage, eye and airways
irritation. It is also important to point out thaémp as a pure natural material is environmentally

-35-



TRANSCOM 2015, 22-24 June 2015
University of Zilina, Zilina, Slovak Republic

friendly, with no adverse health effects, recyatabind renewable. There was applied the fire
retardant Ohnostop special - a colourless watebgtance of inorganic salts, 100% ecological,
naturally recyclable, environmental and healthridig. It is hygroscopic - it is able to bind water
molecules and absorb moisture from the air or wadgrour from the surrounding environment.
This retardant was invented to decrease the coibiitgtand to improve the fire resistance of
building products in interior spaces. It works e principle of releasing non-combustible gases in
the heat interval when the combustible gases amnergeed by thermal decomposition of the
combustible material. This leads to dilution andatepression of concentration of flammable gases
and, in this way, their ignition is impeded. In easf long-time exposure to direct flame it
significantly impedes the spread of fire. We caplgp by soaking, coating, spray application or
by the vacuum - pressure method [4].

2. Thetest specimens

The test specimens for the experiment comprisespb#8imens which were cut from a piece of
thermal hemp insulation product Canabest BasicKggel). Each specimen had dimensions of 200
x 100 x 30 mm (£ 1 mm). All the specimens were didd into three sets. The first set of the tested
specimens (marked X1 » X6) was not impregnated adlified in any way. The second set of the
tested specimens (marked 1 » 6) was impregnatesgdiing in the fire retardant Ohnostop special.
The third set of the tested specimens (marked &B)»was similarly impregnated by soaking in the
fire retardant Ohnostop special but with additidranother effective chemical element in order to
increase its fire protection.

Fig. 1. The test specimens of thermal insulation prodatabest Basic

3. Thetesting device

The testing device used for the fire test is a dempevice, constructed according to the
scheme adopted from an older standard (STN 73 086pplement b). It is formed by a structure
of materials resistant to the adverse effects af hed combustion products released during the test
This device (see Fig. 2) consists of the followipgrts [2]: a test specimen holder of non-
combustible material, gas burner, flow meter witkelfflow regulation and the fuel source -
technical propane butane mixture cylinder. The &airce is a pressure cylinder with a technical
propane-butane mixture with purity of at least 95 %
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Fig. 2. The testing device for fire tests constructed lagdted in the Fire-chemical laboratory of the Dépant of
Fire Engineering, Faculty of Security Engineeribgjversity of Zilina

The testing device also includes laboratory scilettler Toledo - model MS1602S (see Fig.
3). They are specifically designed to be used ofatories. They are protected against dust and
water, resistant to most chemicals including aaetbave a protective cover to protect them against
stains and scratches, the maximum weighing capat€ity 620 g and readability of 0.01 mg. The
fast and error-free data transfer is provided k@ WSB computer connection. These analytical and
calibrated scales combine a lot of weighing altevea that can be adjusted with the help of
properly set software. It is also possible to ketrheasurement in various time intervals - a laf
1 second.

Fig. 3. The laboratory scales Mettler Toledo - model MB&¢ted in the Fire-chemical laboratory of the Drépant
of Fire Engineering, Faculty of Security Enginegrityniversity of Zilina

The preparation for both reactions to fire testduded several activities. The first step was
mixing the Ohnostop special fire retardant solugioncompliance with the producer’s instructions.
The specimens of hemp insulation were impregnayesobking for 5 minutes, whereas 350 ml of
fire retardant solution was used for each two spens. Subsequently, the specimens were weighed
in regular intervals until completely dry, which am complete evaporation of water bound during
the retardation process. When the weight of atl $pecimens became stable (with 1g deviation),
the test devices were prepared and the requireddedyy conditions arranged.

The testing procedure according to the methodologtesting the fire retardants [2], necessary
for determination of fire-technical characteristiof combustible materials, consisted of the
following steps: before the test was conducted espgtimen was weighed and the weight was
recorded; then each test specimen was placed iteshelevice holder under the angle of 45° and
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was exposed to the effects of an open mid-heigimdl for 5 minutes. The flame height was set
according to the methodology to 100 mm (x 1 mm)ribgithe exposure of the specimen to the
effects of flame the weight loss of the specimes vexorded using the laboratory scales in the set
time interval of 10 seconds. During this experimingre were recorded further evaluation criteria
that reflected the behaviour of the tested specirftene of ignition, time of spontaneous
combustion, time of smouldering, burning procdss).€This data is necessary for evaluation of the
fire protection efficacy of the tested product. Eagpecimen test adhered to the unified test
methodology and fire safety measures for laboranask.

4. Theresultsof testing

The main evaluation criterion in this experimentswie weight loss of the tested specimens.
This value represents the difference between thghivéoss before the testing, the weight change
during the testing (10-second interval), and theghteafter the testing. All the weight values were
measured using the laboratory scales Mettler Tolddhe results of the reaction to fire tests -
weight losses- according to the sets of the tegpedimens are as follows:

Weight loss of the tested specimens X1 » X6
- average values
40
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Fig. 4. Weight loss of the tested specimens X1 » X6 (muregnated)

= The first graph (see Fig. 4) presents the contisuseight loss of the first set of the tested
specimens (marked X1 » X6), that were not modifiedmpregnated with a fire retardant.
The curve presents the average values of thewetght loss of each specimen in the set. All
the tested specimens behaved in a similar way,ghejcipated in the process of combustion,
ignited, there was spontaneous combustion, coratersmouldering and smoking. Some
specimens were dripping flaming particles. Eacltispen reacted to the flame exposure and
in 2 minutes it lost more than 2/3 of its originaleight. The average weight loss
calculated with regard to the original weight (theight before the experiment) in this set was
more than 90%. One specimen even burnt completelys 4" minute and did not withstand
the given time of the fire exposure. We can thuschale that this set of specimens achieved
the worst results in our experiment.
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Weight loss of the tested specimens 1 » 6
- average values
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Fig. 5. Weight loss of the tested specimens 1 » 6 (im@tghwith the fire retardant Ohnostop special)

= The second graph (see Fig. 5) presents the avermgét loss values of the second set of the
tested specimens (marked 1 » 6). These specimemsimpregnated with the fire retardant
Ohnostop special and due to this impregnation ttesiults were better compared to the first
set of the tested specimens. Even after the givem of the experiment expired (5 minutes),
all the tested specimens were able to retain moase /2 of their original weight. The
average weight loss in this set of specimens wasoapnately 30%, which is 2/3 less than
the first set of specimens. The behaviour of thpregnated specimens during the testing
procedure: they resisted the effects of flame hetteey did not ignite, there was no
spontaneous combustion or smouldering, the spesimmited smoke only.

Weight loss of the tested specimens 1B » 6B
- average values
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Fig. 6. Weight loss of the tested specimens 1B » 6B (igmaied by the fire retardant Ohnostop special with
chemical additive)

= The third graph (see Fig. 6) shows the curve ofatrerage weight loss values of the third set
of the tested specimens (marked 1B » 6B). Similadywith the second set of specimens,
these specimens were impregnated with the firedatd Ohnostop special, but there was also
a new chemical element added to the fire retarsialotion. The aim of this modification was
the improvement of fire-technical properties of thsted combustible product. We were able
to meet this goal as this set of the tested spewsbhowed the lowest weight loss as well as
the best behaviour during all the experiment. TWexage weight loss in this set is 25%.
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Fig. 7. Comparison of average weight loss values of tetespecimens according to the specimen sets

The final graph (see Fig.7) presents the comparigoaverage weight loss values of all the
tested specimens as divided into sets. It alsopgrdes the behaviour of all three sets of the teste
specimens during the laboratory experiment focusethe testing of reaction to fire.

5. Conclusion

The experiment results confirmed that the imprdagnatf the tested combustible product with
the fire retardant improved positively its reacttorfire. The applied fire retardant Ohnostop spleci
was able to improve the fire-technical charactiessdf the thermal insulation product, especiaty i
combustibility. From the point of view of weightds, when the effective chemical element was
added the improvement was more than 65%, compard#aetunimpregnated material. The linear
trend line with the level of confidence R2 was atltte the individual graphs (Figures 4 — 6). This
value of the coefficient of determination statest ttmore than 90% of the weight loss of specimens
impregnated with the fire retardant depends ortithe of flame exposure. This particular piece of
information can be found helpful by improving theatjty of fire protection and safety. The
experiment was conducted with maximum effort toragpnate the laboratory conditions to real-
life environment.
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Abstract. The article presents a manner of the local legstue system integration with the use of the
bottom-up approach. The nature of the Polish Fjhefng Rescue System (FRS) is described. The
competency gaps and improvement areas are idehfifleey are presented as reference points to ingsiem
the approach. The bottom-up character of the apprémses on local accidents and common risk data.
Author describes their information potential. Relet/possibilities and usability aspects are higitéd. One
points that local rescue systems ought to reftewllsafety and security determinants, filling itfed gaps

and taking the improvement chances. It needs ttooorto the National Security System of the Repubfi
Poland as well.

Keywords: Rescue system, integration, bottom-up approadionzd security.

1. Introduction

The security engineering can play a crucial roleagtual rescue integration processes in
Poland. The results of the last strategic reviewhefnational security (2011-2013) emphasized that
the integration is necessary not only in case efréscue system, but also in many others, national
security aspects [1]. The security engineeringst@alin be useful at this point of view as they are
generally coherent to the cybernetic approach contynotroduced in all national security
subsystems design processes in Poland [2].

1.1.Firefighting Rescue System — the integration foundan

FRS is an integral element of the state internalisiey organization directed to protection of
people life, health, possessions and environmerg.comprised by fire protection units (mostly the
state fire services and the voluntary ones), ad a®lother services, inspections guards and
institutions cooperating in the face of fires, matudisasters and local accidents. The system
organization assures proper threats forecastindigniing with [3].

Taking into account actual law assumptions, thdesysunits pursue rescue operations in
following areas [4]:

= ecological rescue,
= chemical rescue,
= technical rescue,
» medical rescue.

Besides these, Polish rescue trade experiences atidiional areas of the operations. There
are fire rescue (the operations conducting simatiasly to firefighting actions) and water rescue
(the operations dealt with as activities genersligported by FRS units).

As an opposite point of view, a catalogue of adictee kinds in Poland should be presented [4],
[5]:

= ecological rescue,
= chemical rescue,
= technical rescue,
= medical rescue,

= fire rescue,
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= water rescue,

= mining rescue,

* mountain rescue,
= railway rescue,

= radiation rescue,
= aviation rescue,
» flood rescue.

Comparing the law rescue kinds with the actual aEsvs to make a conclusion, that FRS
does not fill the whole rescue domain. The gaps raotceable. Furthermore, the gaps are
complemented by results of analysis regarding tiesen aspects of the rescue system in Poland.
Exemplifying, there are no detailed guidelines datéid to leading the mining, railway, mountain,
aviation, water and flood rescue actions in lawuoents. Content of internal instructions and
procedures does not cover all possible (and eveergh action types.

However, as far as FRS is concerned, there are ore@ @mppropriate rescue body to be a
reference point in rescue system integration piioge FRS contains most of rescue units in the
country. The units are being permanently equippetteained. It makes a possibility to show FRS
in the light of foundation to make the whole ressystem integrated and coherent.

1.2.Rescue system integration processes

There are two main ideas regarding to current eesgstem integration processes in Poland.
First of them bases on actual strategic documéiis$d], [7]. The need of integration is highlighte
but only an one manner is described there. It stman gradual uniting FRS and Medical Rescue
System (MRS). The integration medium is a commatue notifying system dealt with as a
subsystem of both FRS and MRS. Figure 1 showsjitgcally.

Integrated
rescue
Common rescue notifying system system

FRS +  Mms

Fig. 1. Integrated rescue system in Poland — the acttegiation idea.

The second integration way is to implement all weskinds into one integrated system. It
forces a necessity to use universal system, gathedi possible rescue actions and the common
security aspects. The proper one is the crisis ganant system (CMS) [8]. Its origin is from
organizational and security engineering theorieagufeé 2 presents graphically the CMS rescue
system integration situation.

Non-local | Local

Center CMS Department Provincial District Communal
level CMS level CMS level ‘ CMS level CMS level

! f f

State rescue services

Fig. 2. Integrated rescue system in Poland — the CMSriatieq idea.

CMS is comprised by decision makers as well asrtdecision support bodies (crisis
management teams) and administration bodies (enaisagement centers) in four structural levels:
center, department, provincial, district and comalui\s the event of emergency forcing the
necessity of crisis management is considered,ealiue subjects to the CMS decision makers are
subordinated. The level of subordination dependsris management level. However, the basic
and related to the state services (e.g. State J@argice) is the district one. Possibility of rescue
system integration at the local level is constidyteecisely because of this fact.
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2. The bottom-up approach

The bottom-up approach is closely connected wittuisy engineering tools using for data
gathering and analyzing in the optics of risk mamagnt. As far as the risk is concerned, the
generally threats are taken into consideration.sTraccordingly to the security realm, risk is
understood in the negative meaning only.

The approach refers mainly to accidents and ris& daurces. Information stemming from the
object analysis could be introduced in such arefspractical usage as security system
rationalization, security cost optimization, equigp of rescue units, security strategies
harmonization, security educational programs obeaind common exercises organization. The
main aim is to use them as decision support meatieienumerated elements.

2.1.Accidents and risk data sources — possibilities

Particular accidents and risk data sources byrdiftedeterminants are characterized. Tabel 1
shows the most important ones with their illustr@icontent.

No Data source name lllustrative data sources’ coatt
1 The State Fire Service | Number of injured and/or killed, kinds of actioma&én on site, equipment used py
registers rescuers, resources involved in the actions (éreise, police, ambulances, etc)),

probable cause of the event, coordinates and asldres

2 Public data base of trafficc Number of accidents and collisions, car accidenta)] number of victims, injured

accidents from the and dead included in the division of particularrgeadministration units, areas,
Pomeranian Province types of roads, weather conditions, types of peapats, accident circumstances

and causes.
3 The Police Headquarters| Number of accidents and collisions, car accidenta) number of victims (injured
reports and dead included) in the division to particulaange months and administration

areas (provincesSatistics regarding to drownings number in paracuhonths
and days in years 1999-2014.

4 The Polish Traffic Safety Number of accidents with cars and other vehiclesawell as victims in
Observatory division to such problematic aspects as youthsemndads, alcohol, children,
speed, cyclists, motorcyclists, pedestrians anergidraffic users.
5 Reports of the General | Traffic accidents on national roads in relationhaatccident month, death/injury
Directorate of National road category, weather conditions, category ofmist(adults, children,

Roads and Motorways pedestrians), conditions of road surface, lightingditions, road infrastructural
conditions, accident place, accident direct cakisel, of vehicle, driver behavior
pedestrian behavior and province.

6 The Central Statistical Number of work accidents and absence days deditat@diministration area,
Office OSH-related reports trade type, public or private sector, accident @lagpe of external cause
(technical, organizational and human) as well as wf injury.
7 Reports of the National | Number of work accidents related to accidental typark position, injury, place

Labour Inspectorate and cause (additionally divided into organizatiom@iman and technical groups).

8 | Insurance institutions’ data Detailed data related with events divided into masige interest-related groups

bases (fires, road accidents, drownings, work accideets.).
9 | Reports of the Agricultural  Number of the accidents in agricultural environmémtir reasons and causes
Social Insurance Office (health and economic).
10 The State Fire Service | Rescue and firefighting operations (fires and Idbetats), preventive operations,
yearly bulletins descriptions of characteristic actions in partica@nths (e.g. burned area,
number of firefighters and fire engines engagedr lud fire notification).
11 The Water Volunteer | Number of drownings in particular years (1998-2Q%pgcial reports related with

Rescue Service statistics| drowning rate (1 victim per 100 000 inhabitantsy@ars 1962-2012, number of
drowned people in relation with gender and sobriety

=

12 The National Institute of | Poisonings and infectious diseases in relation wmibindibity, number and percer
Public Health yearly reports  of hospitalized people in particular provinces, dgm age and environment,
number of infected people in relation with gendeye and environment,
mordibity in relation with gender, age and envir@mt) percentage of infected
people in relation with gender, age and environmntnber of infected people
and mordibity in relation with environment and nwenbf people in towns.

Tab. 1. Accidents and risk data sources — possibilities.
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2.2.Accidents and risk data sources — usability aspect

most important ones with their illustrative usdigililescription.

Particular accidents and risk data by differentbudg are characterized. Tabel 2 shows the

D

D

(9]

N

No. Data sources’ name lllustrative data sources’sability
1 The State Fire Service| Data in The State Fire Service registers for gdnmedalic is partly accessible. Dat
registers is also provided for local authorities and forestinterested organizations on
request only. This information could be relevamtléxal accident prevention if
made more available. The lack of detailed infororatiegarding to type and scal
of injury may be a problem.
2 Public data base of traffic The data base of traffic accidents is an open adoésrmation source. The sourc
accidents from the is: http://www.baza.fril.org.pl. The base could\my useful in preventive

Pomeranian Province | operations design and optimization as it includesrdified, accident determinant
3 The Police Headquarters The reports are available for the general publit @n be downloaded from the

reports internet sites: http://statystyka.policja.pl antphtstatystyka.policja.pl. This

information could be relevant for local accidengy@ntion. The data for the
particular months do not include the victims wheddduring hospitalization after|
accidents. The yearly reports include also peole gied within 30 days after thg

accident. The reports are the most useful datacsomnen it comes to road
accidents. The reports also mention the time ofitheand the locations which ar

especially prone to accidents
4 The Polish Traffic Safety The Observatory is public-available on the intesie:
Observatory http://www.obserwatoriumbrd.pl. Involved informati@ould be relevant for both
local and national level of preventive activitiiSs free of charge and completel
accessible for all registered users — represeptatif all organizations making
research in the area of traffic safety. It could/bey useful information source
taking into consideration traffic threats and ffiaktors. Economic factors are
described as well.

5 Reports of the General| The General Directorate of National Roads and Me&ys yearly reports are publ
Directorate of National available in: https://www.gddkia.gov.pl. They arentin-to-mention information
Roads and Motorways sources in complex traffic safety analysis.

6 The Central Statistical The reports include number of accidents and absgsy® dedicated to

Office OSH-related administration area, trade type, public or privagetor, accident place, type of
reports external cause (technical, organizational and hymanvell as type of injury.
Nevertheless, the data concern only employeesaxett for work. There is no
references to civil-contracted workers.
7 Reports of the National The National Labour Inspectorate (NLI) is the miogportant, operational and
Labour Inspectorate preventive, Polish institution dedicated to occigratl accidents problematic
aspects. It generates periodical reports with médion referring to accidents’
number depended to accidental type, work positmguary, place as well as cause.
One needs to mention that the causes are divideaiganizational, human and
technical groups. NLI reports take into considemtill investigated accidents.
Because of this fact they mostly include all inpiemmployees, not only those
contracted for work.
8 Insurance institutions’ | Insurance institutions made their own reports coring detailed data related witf
data bases events divided into insurance interest-related gsdfires, road accidents,
drownings, work accidents, etc.). Information isstip much more detailed and
complex than in case of public information sourdéssfortunately, the information
is generally inaccessible or very expensive foeed| users.
9 Reports of the The Agricultural Social Insurance Office (KRUS)igpublic body responsible for
Agricultural Social investigations and compensations’ payments for faorkers in Poland. It
Insurance Office publishes periodical reports containing informatietated with accidents in
agricultural environment. The information is gedigraublished in:
www.krus.gov.pl.
10 The State Fire Service| Covers only events with FRS units’ presence. Cémgidormation relevant only
yearly bulletins firefighting-rescue activities. The bulletins angbfic available in:
http://straz.gov.pl.

11 The Water Volunteer | Data base is public-available in: http://www.wopr$tatistics have forms of table

Rescue Service statistics

and graphs. They are useful in creating a basitt pdiview on water safety in
Poland.
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No. Data sources’ name lllustrative data sources’sability
12 | The National Institute of| National Institute of Public Health — National linste of Hygiene reports are publjc
Public Health yearly available in: http://www.pzh.gov.pl. Data is detgiland comprehensive, very
reports useful during safety analysis in Poland.

Tab. 2. Accidents and risk data sources — possibilities.

3. The bottom-up integration idea

The bottom-up approach IRS integration idea is lesd by following assumptions:

1. The approach ought to correspond with the dis@€MS level as a foundation for designing
the integrated rescue system (IRS) in Poland. Rliegato the law, relevant CMS bodies have
in their disposal most of rescue units in distaita with their data sources.

2. IRS structure should be built on the base of diwvisnto three main subsystems: the decision
one (decision makers, crisis management centasss ananagement teams), the relation one
(law and other normative documents) and the exexuine (all rescue subjects). The law
determines a hierarchical structure of the decisiobsystem and the net structure for the
executive subsystem (see Figure 3).

District CMS o
Decision maker é
[e=]
=g
g2
Commune CMS 5 E‘
Decision maker i
Relation
- subsystem
Fire
rescue

Medical
rescue

Water
rescue

Executive subsystem

Ecological —< ‘/
Mining
rescue

Net of rescue institutions

rescue

&\ Chemical / /

rescue

Fig. 3. The IRS suggested structure.

3. As communication is a crucial IRS integrator, thetual integration idea should be
implemented. However, there is a need to expandidaeby such communication subjects as
CMS bodies and other rescue areas’ representafegs water voluntary rescue service,
mountain voluntary rescue service, mining rescugises). The communication should be
dealt with as a IRS nervous subsystem.

4. As the three first assumptions force the law changeed and the legislation processes
consume much time, a more dynamic integration maane necessarily desired. Accident
and risk data sources ought to be used for thecobged then.

. Accidents and risk data sources need to be ustn iall possible areas of practical usage.

. The integration aspects should be coherent andtdado synergy effect maximization.

o O1
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Multidimensional character of the integration isywenportant from a practical point of view.
The accidents and risk data sources usage is tfacimeet especially local security environment
requirements and determinants.

4. Conclusion

FRS is the fundamental element of national secusgpecially in relation with common
security aspects. It plays role of basic IRS iriéign component.

The bottom-up approach consists in the fact, thadllsecurity determinants can impact on IRS
integration processes. The determination can lvelation with the two main, actual ones. First of
them finds expression in gradual uniting FRS andSVilRhe second one uses CMS to integrate all
subordinated rescue services under one commarasenat crisis situation or crisis.

The approach core is usage of information concgrthie local security environmental factors
(accidents, risk) for the integration needs. Thirmation sources are public and non-public
available statistics, registers, reports and datsed® Most of information is gathered by public
institutions. The most detailed is reserved gehefat insurance companies.

Nevertheless, awareness of local security enviromahefactors can determine decisions
regarding to security system rationalization, siéguwost optimization, equipping of rescue units,
security strategies harmonization, security edooati programs creation and common exercises
organization. It has substantial impact for thealosecurity systems, IRS involved. The
determination can be associated with the rescegration processes, creating the chance to meet
IRS to local security state.
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Abstract. Road transport in Slovak Republic is quickly depéhg and this process brings new problems of
increasing urban traffic. There are three highwiaya country. The most important and longest iviay

D1 which is a part of a branch A trans-Europeantimoldal corridor No. V. Increasing urban traffic is
solved mostly through using bypasses around ties@nd areas with higher population density. Pdpats
with an example of bypassing city of Zilina throutjree main projects developing road transport witing
elements of critical infrastructures.

Keywords: Road Transport, Critical Infrastructure, Highro&twork in Slovak Republic, Highroad
Tunnel, Critical Infrastructure Risks.

1. Introduction

Slovak Republic is due to its geographical positionthe heart of Europe well placed to
become a significant European transport hub. Peevespecially road and rail transport and
importance of Slovakia as a road transport traswintry towards neighbouring countries (CZ, PL,
UA, HU, AT) is rapidly rising. We can observe tharent state and planned development of
highway network in the Slovak Republic at the rfegdre

POLAND

Legreb

Kaskeeas

g i G
ol

=% HUNGARY ‘=
Fig.1. Constructed and planned highway network in SldRegublic (as it was on July, 2014)

Building a quality road transport infrastructure time Slovak Republic is very challenging
because the geomorphologic conditions of countryndb permit construction of the highway

-47 -



TRANSCOM 2015, 22-24 June 2015
University of Zilina, Zilina, Slovak Republic

network without the need of building a number atiges and tunnels as elements to overcome the
uneven terrain.

It is worth noting especially the amount of plantednels in the north of Slovakia, because of
mountainous nature of the terrain. Most of thesaéls are currently either under construction or in
the approval phase of the project documentatioerd re not precisely defined elements of critical
infrastructure in the legislative of Slovak RepuablThe Act No. 45/2011 on critical infrastructure
defines only the cross-sectional criteria for deiaing the elements of critical infrastructure,
specifically in 8 7, as follows:

a) By the number of vulnerable people, includingekiand injured persons,
b) According to the economic impact, which is targe of:
1. Economic loss,
2. Decrease of goods quality,
3. Decrease of public services,
4. Negative impact on the environment,
c) According to the impact on the population,he guality of citizens life in terms of:
1. Severity power supply and the time of renewal,
2. Severity of failure of the public service at&lrecovery time,
3. Availability of goods substitutes supplies,
4. Availability of public services substitutes.

In the context of the Act on critical infrastrucduwill be as an element of critical infrastructure
considered, “engineering construction, public ssrvand information system in the sector of
critical infrastructure whose disruption or destimc would according to sector and cross-section
criteria are significant negative impact on the remuic and social functions of the state, and
thereby the quality of life from the point of lifprotection, health, safety, property and the
environment”. (Act No. 45/2011). According to thetidbnal Programme for the Protection and
Defence of Critical Infrastructure would be consetkas a components of critical infrastructure
highways and expressways, which includes major robgcts such as tunnels, bridges and
information cables within the boundaries of citieigh significant density of population (massive
psychological effect on the population in case tdreorist attack).

2. Increasing traffic in city of Zilina

Regional capital northernmost region of Slovakidilsia with about 100,000 inhabitants. The
city is due to its location the most importantway and road transport hub in Slovakia. Also, there
is based University of Zilina with history more th&0 years, whose main educational and research
profile is oriented to the area of transport, pamtsl telecommunications. Although, operating
efficiency of road network for urban and suburb@msport is sufficient, in terms of transit trafisc
absolutely insufficient. This problem escalatessicent years for several reasons.

Cadca L

Kysucké Nowvé
® Masto
Bytéa

= Zilina

Martin LiptovsRy

Mikulas
urcianske

N s VR
o J

Fig.2. Road transportation network of Zilina self-GovexpiRegion in Slovak Republic
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The intensity of transit traffic in the city of #ila has increased after the Slovak Republic
joined the Schengen Area of free trade. In 2006&extaa production in KIA automotive plant,
which also contributed significantly to the grovathtraffic in Zilina.

Because of the mountainous terrain in northern&i@vand the on-going process of building a
highway network there are not any continuous highwections around Zilina. All these facts
contributed to the traffic increase in Zilina tddkerable proportions. 24-hour road traffic intépsi
in Zilina can be seen in figure 3.

PovaZsky Chimec. |, Zadubnie

18004 Budatin .
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— AT I “Hpa M— — % o
ok WSS | 28842 —
| 26418 e
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i

Daily road traffic intensity in Zilina

-
i

Fig.3. 24-hour road traffic intensity in Zilina

3. Long-term solutions for reducing traffic intensity in Zilina

Proposed solutions of reducing traffic intensityZifina through highway bypasses can be seen
in figure 4. By red colour in the figure are markée most burdened road communications inside
the city of Zilina. Planned sections of the highwastwork with elements of critical infrastructure,
which represents road traffic long-term solutiortia city of Zilina, are marked green in figure 4.

Based on upper mentioned criteria can be statédptbposed measures to reduce road traffic
intensity in Zilina may be included to the areanfical infrastructure.
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These designed highway bypass sections can beedigiccording to its position into 3 parts:

Highway D3 Zilina (Strazov) — Zilina (Brodno) is a connection to the existing highway D1,
which currently ends a few kilometres before thertof Zilina in the direction to Bratislava - the
capital of Slovakia. A critical infrastructure elent on this bypass should be a highway bridge over
the river Vah near the village of Povazsky Chimec.

Fig.5. Planned highway D3 Zilina (Strazov) — Zilina (Brag

_ Road 1/18 Zilina (southeast)bypassing the city from the east side, where tiggb through
Zilina dam will ensure connection to the eastetar&al road to Martin.
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Fig.6. Planned connection of Road 1/18 Zilina (southeast)

Highway D1 Hri¢ovské Podhradie — Dubna Skalas part of D1 highway from Bratislava to
the border with Ukraine, which is also a part ofisternational corridor E-50 (Paris - Nuremberg -
Prague - Brno - Trenton - Zilina - Ko3ice - Uzhgdydo continue through Ukraine and Romania
through further south, or through Russia furthest.ela national terms this highway is belonging to
the basic communication skeletons of Slovakia. Meed southern bypass of Zilina is planned in 3
separate sections:

Highway D1 Hri¢ovské Podhradie - Lietavska Léka will be connected to the construction
of the highway D1 which currently ends in Ebvské Podhradie. At this place will be located
junction of highways D1 and D3. Route leads throtigh mountain by tunnel “@iarsko” and
continues along the slopes of the stream vallegrB8ia. By next tunnel “Zilina”, planned on D1,
highway enters the valley of village Lietavskackd. There is planned elevated highway over the
village and trail ends at the intersection withdieeto Zilina.
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Fig.7 Visualisation of highway D1 Htbvské Podhradie - Lietavska tka

Highway category D 26.5/80
Tunnels category T8.0
Length of the section 12 350 m
Tunnel Ovéiarsko 2609 m
Tunnel Zilina 655 m
Bridges - 9 pcs 4773 m
Retaining walls 305 m
Noise barriers 1110 m
Riverbed changes 3734 m
Rainwater sewer 8142 m

Tab.1. Parameters of highway D1 Kovské Podhradie - Lietavska ¢ka

Highway D1 Lietavska Lu¢ka — ViSiové connecting previous section is in close contath wi
the area of mountain chain Mald Fatra. The routgnseat the intersection Lietavska dka and
ends in the start of section highway D1a6gé - Dubna Skala.

Fig.8.Visualisation of highway D1 Lietavska Eka — Vigiové

Part of the construction is resting place Turiehwitiel station, parking sites and small
architectural objects (benches, tables, drinkingntain). At the beginning of the section in
Lietavska Lika is placed the Centre of highway management aamidtenance. The entire route
from start to finish highway section D1 Lietavskacka - Vigiové is led rising to the portal of
tunnel “Vigiové”.

Highway category D 26.5/100
Length of the section 5400 m
Bridges - 5 pcs 2373 m
Retaining walls - 9 pcs 2337m
Rainwater sewer 2131m

Tab.2. Parameters of highway D1Lietavskacké — Vigiové

7 5y

Highway D1 ViSiové - Dubna Skala section consists of a tunnel iidig”, which is the
longest tunnel on the upcoming Slovak highway netvemd end junction connecting the road 1/18
in Dubna Skala. There is planned ventilation slaftl/3 of the tunnel length. There are also
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proposed safety measures and structural modifrtst@ccording to the latest requirements of
domestic and foreign standards.

Fig.9.Visualisation of highway D1 tunnel Migvé - Dubna Skala

Solution of highway horizontal alignment is adaptedthe expected geological conditions
along the tunnel route. From the western portalliaxestone and dolomites in the length of about
1.3km then continues granites. There are a lotlea¢ks deformations with cracks and intensive
circulation of groundwater through entire lengthpteinned tunnel Vitoveé.

Highway category D 26.5/80
Tunnel category T75
Length of the section 8110 m

- thereof tunnel 2 x7500m
Bridges - 1 pcs 201m
Walls - 2 pcs 487 m
Junction 1242 m
Rainwater sewer 1162 m

Tab.3. Parameters of highway D1Vidvé - Dubna Skala

4. Conclusion

The most important element of critical infrastruet in the planned road network trace
bypasses around Zilina is a highway tunnel imi@i& with total length of 7.5 km. It is the longest
tunnel in Slovakia (from existing and planned tuapeherefore in the Slovak Republic isn't a lot
of options for comparison with existing elementscofical infrastructure. The only similarly long
highway tunnel is a tunnel Branisko almost fiveokileters in length. Branisko tunnel is located in
eastern Slovakia between cities PreSov and &aevi is part of the D1 highway section, namely
Beharovce-Ftiovce. Tunnel Branisko replaced the difficult trdiesi road 1/18 through the
mountain pass Branisko, located at level of 751wvalsea and thus facilitate motorists crossing
the challenging hill.

Highway section D1 Beharovce - Branisko

Construction period 1997 — 2003

Tunnel length 4975 m

Number of tubes 1

Designer Banské projekty s.r.o., Terraprojekt a.s. Bratialav

Tab.4.Construction characteristics of tunnel Branisko

Construction of highway section D1 Beharovce - Bfam including Branisko tunnel was
originally estimated at 187.5 million €. Howevdretcosts been rising constantly and has increased
the percentage of 37%. The reasoning, accordinthdoofficial statement of the Slovak An
increase of the cost for constructions by goverrtimeitl serve to increase security already during
the actual construction of the tunnel. Overall sdet building this part of highway was over 255.6
million €. The actual installation of technologynebed of the original amount of 22.5 million. € up
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to 55 million. €, which indicates the percentager@ase of 159%. Most of the funds were invested
in the construction itself and also in its techmgodal equipment. In general, there can be statad th
the cost of construction of tunnels is around 3Bioni € per 1km of twin-tube tunnel. However, it
is necessary to have to add approximate 20% ineredsfunds because of coverage its
technological equipment. Height of the financiastcwill be about 60% or more of this sum, if we
consider only the construction of one tube. We foadh that not building the tunnel itself, but its
technological part was very costly, if we compdrese numbers with the cost for construction of
tunnel Branisko.

Investment target Financial costs (mil. €)
Construction section (1. and Il. stage) 145.00 million €
Highway and bridges 38.03 million €
Tunnel technology 58.18 million €
Centre of road maintenance Beharovce 14.31 million €
Total 256.43 million €

Tab.5.Financial costs for construction of tunnel Branisko

Here it should be noted that despite the 6 yearcasfstruction and additional funding
construction of the tunnel Branisko was previousbinstructed only one tunnel tube. Due to this
fact, there is often a complete shutdown of theaélieven in case of minor accidents or scheduled
tunnel maintenance. These failures of tunnel Bkangs an element of critical infrastructure causes
significant financial losses for its operator atglusers from the private and public sectors. & th
case of tunnel Vi#ové such failures would reach into wider dimensginge any tunnel operation
failure would not touch only its direct users, bhbuld result in decreasing transportation quality
passengers in the city of Zilina.
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Abstract: Article describes concept of electric generataellaon Stirling engine which will be used for
charging a backup power source of alarm systens gémerator can be used mainly in objects whiclmare
connected to the electric power grid but owner wahem protected. The generator has been designed f
simple alarm systems and its output power is basedalculations and measurements of alarm system
Paradox EVO 48.

Keywords: Stirling, engine, power, backup, alarm, Paradox

1 Introduction

For fully operational alarm system we need someng@ry components. One of these
components is power supply unit which describe pean standard EN 50131 Alarm systems.
Intrusion systems. Part 1. System requirements.eP@upply must provide continuous electric
power in all its states. The standard is refertonthree types of power sources:

Type A: The power supply unit — the mains and backup paupply, which is automatically
charged from alarm system (rechargeable battery)

Type B: The power supply unit — the mains and backup posugiply, which is not
automatically charged from alarm system (non-regéaible battery)

Type C: The power supply unit with limited capacity (na@chargeable battery). The
minimum lifetime cycle must be specified for thypé of power supplZhyba! NenaSiel sa Ziaden
zdroj odkazov[9].

All alarms systems with installed type A or typepBwer supply have backup battery which
provides stable electric power for a certain tifhbis time is declared by the standard for each
security grade. In case of long-term power outadarm system is no longer operational and
protected asset is being more vulnerable for imrsichttack. Electric power generator based on
Stirling engine is designed to prevent this failuezy effectively. There are many electric power
generators available on market. Their output poexeeeds needs of alarm system several times.
Besides, they are too noisy, dimensions are toaiijthey are producing too much pollutions.

2 Stirling engine

Stirling engine is part of a heat engines familgeTmain difference over conventional internal
combustion engine is a method of burning fuel. Wigihsoline engine placed in the generator leads
to burning fuel mixture inside the cylinder, Studi engine uses fuel combustion outside the
cylinder. Besides, heat source is not just burrahdjquid or gas fuel. Heat source may be also
renewable alternative energy such as solar anddssmnergy. Stirling engines can be connected to
any source which generates heat sufficient to sfathe engin€€hyba! Nenasiel sa Ziaden zdroj
odkazov.
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Stirling engine has two spaces with different opegatemperatures and volume of each is
changing cyclically. They are connected througkgenerative heat exchanger and additional heat
exchangers. These simple parts can be joined imda vange of mechanical designs. Basically,
there are three modifications-f andy (fig. 1.) [10].

Fig. 1. Modifications of Stirling engine ¢, p andy

3 Components of the reference alarm

As a reference alarm system was used solution fr@mCanadian company Paradox. Alarm
system is installed in the laboratory in the Facolt Security Engineering, Department of Security
Management and consists of the following components

1) Control panel Digiplex EVO48

2) Keypad EVO641

3) LAN module IP100

4) Wireless expander Magellan MG-RTX3
5) Digital PIR motion detector DM50

6) Internal siren TS-668

7) VRLA battery Alarmguard 12 V /7 Ah

4 Energy consumption of the reference alarm system

Necessary condition to create suitable alternatigetric power source is specifying the energy
consumption of the alarm system. Reference alarstesy has installedype A power supply.
Primary power supply in control panel is a transfer which converts mains 22Q.y/to 16 V¢ for
control panel. This converted AC voltage is reetfon control panel mainboard.

4.1 Input power based on values provided by manufactune

Technical specifications of each component areatoetl in datasheets. Company Paradox
specifies only typical current draw at 13/ There are no current values for armed state kmcha
state. Calculated values of components input p@areisummarized in Tab. 1. Input power of both
charging modes has been also taken into accouattriel current flowing through battery in
standby mode is very low so it hasn’t been useduncalculationsChyba! NenaSiel sa ziaden
zdroj odkazov..

Input power - armed [W] | Input power — alarm [W]

Control panel EVO48 1.2 1.2

Keypad EVO641 0.72 0.72

LAN module IP100 1.32 1.32
Expander MG-RTX3 0.6 0.6

PIR detector DM50 0.18 0.18

Siren TS668 0 3.6
Total input power 4.02 7.62

Total input power (charging at 0.35 A) 9.06 12.66
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‘ Total input power (charging at 0.85 A) | 16.26 | 19.86 ‘
Tab. 1. Input power of alarm system components

4.2 Input power based on values measured with measuringguipment

For laboratory measurements was used system ofdtgital multimeters — first one was
connected as a voltmeter, second one as an amie@surements has been done for both states of
alarm system — armed state and alarm state — amechatized in Tab. 2. [5].

Armed state Alarm state
Voltage [V] 16.68 16.30
Current [A] 0.24 0.43
INPUT POWER [W] 4.00 7.01

Tab. 2. Measured input power of alarm system

To calculate total input power of alarm system wasd maximum charging current in
armed state. Calculations are summarized in Tab/aBies was calculated separately for two
different charging currents of battery — 0.35 A @ngb A.

Charging current 0.35 A Charging current 0.85 A
Input power for charging [W] 5.04 12.24
Input power armed state [W] 4.00 4.00
TOTAL INPUT POWER 9.04 16.24

Tab. 3. Input power of alarm system while charging

4.3 Conclusion from datasheets values and measured vais

Measurements show that measured values are almestical with those obtained from
datasheets of the manufacturer. The difference dmtwneasured and datasheets values in armed
stated is only 0.02W, what represent about 0.5r/@alarm state is the difference little bit higher,
namely 0.61 W, what represent about 8.7 %.

5 The concept of Stirling engine generator

After consideration of multiple factors, measuretsaf input power of reference alarm system
and analysis of available solutions we decided 9e 8tirling enginéMini Ecoboy (fig. 2) from
Koichi Hirata. It's a compact Stirling engine basmd modificationy with output power of 50 W
at 4,000 RPM. Engine uses helium as working gasestn pressure of 0.8 MRzhyba! Nenasiel
sa ziaden zdroj odkazov.

Fig. 2. Stirling engine Mini Ecoboy
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Heated section is a hollow cylinder which bettesweoulates heat. Cooled section is located
above the case of rhombic mechanism and it is pyiradapted for water cooling. Air cooling will
be possible after modification of cooled sectiomatsink on cooled section must be bigger with
high number of fins, bigger surface area of oneafid possibility to mount one or more fans. Even
more efficient alternative is wind tunnel with tiens installed at each end (Fig. 3). Very suitable
material for heat sink is aluminum [4].

Cooled
section

Direction of Aluminum
airflow heat sink
Fig. 3. Wind tunnel

5.1 Generator

As a generator of electricity will be used asynclias AC motorTurnigy 480S BL with a
maximum power of 145 W. Generator will produce éphase electric current, which will need to
be rectified to direct current. This will be dongibstalling modified Greatz bridge. Filter capacit
will be used to smooth the output voltage [5].

Unfortunately, due to lack of time and financiasearces the generator couldn’t be made. We
do not have it physically available for testing we can’'t measure output voltage precisely.
Therefore, it's expected that there will be onévad possible states:

1) Output voltage of the generator will ever than required input voltage of alarm system
2) Output voltage of the generator will bggher the required input voltage of alarm system.

The easiest way is to use voltage regulators.dfgbnerated output voltage is lower than the
required input voltage of alarm, to the circuit miee connected STEP-UP converter. If the
generator output voltage higher than the requirguiti voltage of alarm, to the circuit must be
connected STEP-DOWN converter.

5.2 Control unit

There will be a number of operations to be autoth&be efficient and reliable operation of
the generator. Generator must be controlled byn&r@lounit. It contains a microcontroller, sensors,
auxiliary circuits and modules. The most importastmponent of the control unit is a
microcontroller (MCU). The control unit is equippedth the MCU Atmel ATmega328 Chybal!
Nenasiel sa Ziaden zdroj odkazov.

Device calledStirling Engine Control Unit (SECU) is able to provide automated start and
smooth operation of the generator, which uses abgias or propane as a source of thermal energy
for Stirling engine. In this case the generatol Wwé part of the alternative non-renewable power
sources. SECU is powered by its own electric pasugply. If there is a power outage, SECU won't
depend on the back-up battery of alarm system.
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The controller functions are divided into threeigrs.
1) Primary function:
* monitoring power supply of alarm system.
2) Secondary function:
= starting the generator and controlling its smogi@ration.
3) Additional functions:
* time and date,
= chronological logging to microSD card,
» measurement of actual performance of the genesatbpower consumption of alarm system,
= measurement of gas flow,
= display time, date, performance and power consumin LCD screen.

5.2.1 Monitoring power supply of alarm system

Primary function of SECU is monitoring power suppliyalarm system. The most reliable
way is to use an optocoupler, which galvanicallpssated power supply of alarm system and
SECU. Optocoupler is connected to a digital inp@W/A

5.2.2 Starting the generator and controlling its smooth peration

A secondary function of SECU is generator startsince we decided to use natural gas or
propane as a heat source for the Stirling engireenged to consider at least three steps that are
necessary for successful generator start-up:

1) Ignition
2) Warming
3) Spin-up of flywheel

The first step is the ignition of the gas, the fiaw is regulated by solenoid valve. Ignition oéth
mixture is initiated by a piezoelectric igniter. i$hprocess is initiated 10 minutes after power
outage, which SECU recorded. Waiting time is therly as precaution.

After igniting the gas control unit monitors themgerature with @hermocouple type K. After
the temperature reached 600 ° C, the control wemtds a signal to the starter, which spins the
flywheel. As a starter will be used a three-phasatom itself due to simplification of the
construction. After reaching the desired voltageeleSECU connects rectified output of to the
generator to the power supply of alarm sys@myba! NenaSiel sa ziaden zdroj odkazoy.

5.2.3 Additional functions

In addition to the foregoing functions SECU alsdudes additional features that allow user
monitoring status of the generator on the LCD stree

Fig. 4. Stirling Engine Control Unit — SECU
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LCD screen can display up to 4 lines of text, eloh can contain up to 20 characters. The
display shows information about the current timel alate, the name of the controller, status
information, the actual performance of the generatorrent input power of alarm system, output
voltage of the generator, flow of gas and naméeflog file.

6 Conclusion

Article includes the concept of the electric getmrdased on Stirling engine used as power
supply of alarm system. The generator can be usexse long term power outage as a backup
electric generator or in places which are not coteteto the electric power grid. Despite the fact
that it is just a concept, the proposal is feagimlpractice, but due to lack of financial resowsréer
manufacture the Mini Ecoboy, generator stays uatkst
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Abstract. The findings of legal sciences, criminology, psylolgy and psychiatry were preconditions for the
formation of an independent applied psychologicérece - forensic psychology. According to [1] flose
psychology deals with psyche of individual partigfslegal process and the psychological and socio-
psychological peculiarities of individual stages itsf implementation (psychology of investigationalt
psychology, psychology of imprisonment). The forerssychology also studies the personality of aneri
offender. The personality is usually divided intonperament and character. The temperament ancctérara
can be measured using the Cloninger's persondlitgry. To meet this purpose there was developed the
Temperament and Character Inventory. The processtsofdevelopment took several years. The
Temperament and Character Inventory revised (TConfains 240 questions. By determining the scére o
individual dimensions of temperament and charactefCl-r we can characterize the personality asd it
changes in time. The paper publishes the resultsstihg the personality characteristics using TG the
sample of general population (n=218) and the sawiptzime offenders (n=150). The testing took place
Slovakia from September 2014 to February 2015. fidgearch is a part of doctoral thesis of author.

Keywords: Forensic psychodiagnostic testing, Cloninger, T.@iffender.

1 Introduction

The forensic psychology studies the psyche of idd@l parties of a legal process, thus the
personality of a crime offender belongs to thigdfidhe Criminal Code defines the term offender in
a following way [2]:,An offender of a criminal offence is the personondommitted a criminal
offence acting on his owh

The personality of a crime offender can be undedstas [3]:,,an organized, dynamical and
interindividually different entity of psychophydicdispositions determining the progress and
manifestations of mental processes (reactiondgctfd in the behavior and actidns

The human personality can be understood as hawing components: temperament and
character. The temperament component is hereditafylly manifested in one’s childhood and is
stable in the course of life [4]. The charactethis acquired component of personality that we gain
in the process of psycho-social learning in all tenan development [5]. The temperament and
character are measurable and enable us to congidedifferences between people [6]. The
Cloninger’s personality theory and its applicatiorthe form of the TCI-r questionnaire enables us
to measure the temperament and character indlmegnsions. The human personality is then the
result of interaction of temperament and charaatel the personality model gets the form of a 7-
dimensional model. By the score determination afividual dimensions we can subsequently
characterize the personality and its changes ie.tifrof. R. C. Cloninger distinguishes 4 basic
dimensions of temperament, based on the functbessential neurotrasnmitter systems of human
brain [4]:

= HA - harm avoidance,

= NS - novelty seeking,

= RD - reward dependence,
» PE - persistence.
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The character distinguishes the following 3 dimensi[4]:

= SD - self-directedness,
= CO - cooperativeness,
= ST - self-transcedence.

The individual dimensions of character and temperanmn general population are considered
stable if compared to the people suffering with takillnesses or in the state of crisis. R. C.
Cloninger recommends the use of this theory inicdinpractice, especially with anxiety, mood,
eating, addiction and personality disorders [4].

The psychological examination of personality (irefwsic psychology) uses clinical and testing
methods [1]. At present we are not aware of apfinaof the Cloninger's method and the
respective TCI-r questionnaire in the process ddrisic personality examination in Slovakia. The
problem is that we do not know the scores of tempent and character dimensions of crime
offenders. Our objective is to acquire the scoréuesm of the temperament and characters
dimensions by testing the sample of crime offende® to compare them subsequently with the
general population sample.

2 Material and methods

We are able to measure the scores of individuakdsions using a special TCI questionnaire
(Temperament and Character Inventory), or the fipaevised version - TCl-r. In the same way
we can consider the dimensions in people [8].

2.1 Temperament and Character Inventory revised

To consider the scores of individual dimensionseofiperament and character we can employ
the TCI-r questionnaire, that includes 240 questiee Tab. 1) [7]. The subject answers the
guestions using the Likert’s 5-point scale fromol15t where 1 means “not at all true”* and 5
“almost always true“. By summing the values of #edected questions in the questionnaire we
acquire the scores for individual subdimensions &gdtheir summing the scores for main
dimensions [7], [4].

25. My attitudes are determined largely by influemoutside my control. 1
26. I can usually accept other people as theyese) they are very different from me. 3
27. Everyone should be treated with dignity anghees even if they seem to be unimportant or bad 1
28. I wish | were better looking than everyone else 5

29, People involved with me have to learn how tdahdng my way. 3

30. My behavior is strongly guided by certain gdhbt | have set for my life. 2
31. | enjoy getting revenge on people who hurt me. 1

32. Most people seem more resourceful than | am. b
33. I think my natural responses now are usualhsistent with my principles and long-term goals. 3
34, I like to help find a solution to problems satteveryone comes out ahead. 4
35. I usually try to imagine myself “in other peelsl shoes”, so | can really understand them. 1
36. Many of my habits make it hard for me to acclishpvorthwhile goals. 5
37. Dishonesty only causes problems if you get baug 2

38. I wish other people didn't talk as much as ttey 5

Tab. 1. Sample questions from the Temperament and Chalastentory revised - TCI-r [7], [4]

2.2 Samples

To meet our purpose we selected two statisticalggoThe first group A (n = 218) represents
the general population. The second group B (n=tb6)prises the sample of crime offenders from
the prison Leopoldov and the prison¢8ny. The average age of sample Awas 42.3 and the
average age of sample B 33.6. With regard to genigerfirst group was divided into men (n=108)
and women (n=110). In case of the second groupested exclusively men with regard to the fact
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that men represent 94% of the total number of aedi crime offenders in Slovakia. The
conditions for both samples were: age over 18radg and compliance with anonymity. The
guestionnaire administration took place from Sejen?2014 to February 2015. The method for
completing the questionnaire was the pen-and-papénod.

3 Theresults of testing

As a result of TCI-r testing we obtained data mxatiiom which we extracted the values of
individual dimensions for each person. The follogvitable (see Tab. 2) shows the selected
statistical indicators of individual dimensions t#mperament and character of the general
population sample.

Statistical characteristic NS HA RD PE SD CO S[T
Number of subjects 218 218 218 218 218 218 218
Arithmetic mean 109,9 97,8 94,8 114,7 1195 112,35,17
Mode value 103 98 91 98 123 118 73
Median 110 98 93 113 121 118 74
Maximum 136 118 114 153 152 134 108
Minimum 85 68 74 82 84 87 47
Variational range 51 50 40 71 68 a7 61
Total variance 85,7 90,6 77,8 167,7 2619 83,7 @28,
Standard deviation 9,3 9,5 8,8 12{9 162 9,2 11,3

1. Quartile Q1 (q = 25%) 104 93| 89,75 106 105,75 6 10 68
3. Quartile 03 (q=75%) | 115,26 103,25 102 124 233, 118 | 84

Interquartile range 11,25 10,25 12,5 1B 27,5 12 16
Skewness (asymmetry) 0,08 -0,05 0,08 0,29 -0/03 9 0,00,18
Kurtosis 0,59 0,44| -030 -026 -093 0,08 -0,18

Tab. 2. Selected statistical indicators of dimensionshefgeneral population sample

In all dimensions we observe higher variationalgeamvith sample B - crime offenders than
with sample A - general population. This value ésysensitive to outliers. In the interval (Q1, Q3)
there is 50% of data from the measured valueselfogus on the interquartile range, we can notice
smaller differences (shifts) in almost all dimemsio The following table (see Tab. 3) states the
selected statistical indicators of the dimensidriemperament and character in the sample of crime
offenders.

The values of RD dimensions - reward dependencebeaconsidered almost identical. We do
not consider the values of arithmetic mean as titlenaetic mean can be very sensitive to outliers.
If we consider the arithmetic mean a suitable iagic of the mean value, then the standard
deviation measures the dispersal around the aritbrmean. However, if the distribution of data is
very skewed (the value of skewness), especially wé&mple B, the standard deviation does not
provide reliable information about the data dispkrsvith the exception of dimensions PE, SD, ST.
In case of sample A, the dimension values can besidered symmetric (with regard to the
skewness value).
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Statistical characteristic NS HA RD PE SD Cd S[T
Number of subjects 150 15( 150 150 150 150 150
Arithmetic mean 114,7 104,01 970 120,0 1242 11y,77,2
Mode value 110 102 96 116 138 117 68
Median 114 103 96 119 123 117 77
Maximum 163 143| 130 159 164 149 114
Minimum 86 79 74 76 87 91 36
Variational range 77 64 56 83 78 58 78
Total variance 123,9 142p 94,8 256,6 23,2 128,593,1
Standard deviation 11,1 11,0 9|7 160 15,2 11,3 913,
1. Quartile Q1 (q = 25%) 107 96 91 110 115 109 7,7
3. Quartile O3 (q = 75%) 121 111 103 131 137 124,27,25
Interquartile range 14 15 12 21 22 15,25 19,5
Skewness (asymmetry) 0,6f 0,80 0/66 -0j16 0,01 0}310,14
Kurtosis 1,80 0,71 092 0,02 -0,21 -0,12 -0,03

Tab. 3. Selected statistical indicators of dimensionshimsample of crime offenders

The following figure (see Fig. 1) shows the comganmi of the scores of individual TCI-r
dimensions of both samples using the boxplot chart.

Scores of Dimensions sample A (blue) and sample B (red)
Diagram Values: Minimum, 1. Quartile, Median, 3. Quartile, Maximum

170
160 T .
150 T -

Score
=
o
]

[N

NS HA RD PE SD CcO ST
Dimension

Fig. 1. The intercomparison of dimensions of the samplgesferal population with the sample of crime offensd

For better comparison we also show the comparasibke (see Tab. 4) of arithmetic means,
standard deviations and variational ranges for godlps.
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Statistical characteristic NS HA RD PE SD CcO T
Arithmetic mean — A 109,9 97,8 94/8 114,7 119,5 ,31275,1
Arithmetic mean — B 114,y 104,1 97,0 120,0 124,27,1| 77,2

Standard deviation — A 9,3 9,5 8,8 1219 16,2 9,21,31

Standard deviation — B 11,1 119 97 160 152 11189
Variational range A 51 50 40 71 68 47 61

Variational range B 77 64 56 83 78 58 78

Tab. 4. Comparison of the values of arithmetic mean, steshdeviation and variational range of TCI-r dimens in
both samples

4 Conclusion

We studied the psychometric characteristics of ger@pulation and crime offenders using
the Cloninger’s Temperament and Character Inventogyised. The first difference is the obvious
difference in the number of participants in the pla®. The sample of crime offenders includes 150
subjects, whereas the sample of general populaidandes 218 subjects. From this point of view
they are not identical but all the other statidtiodicators are proportional to the sample size.

Having examined the test results in greater desaiti been aware of criminological
characteristics of crime offenders” personaliti@ge can assume which dimensions and
subdimensions will acquire different or identicaloses. These results will serve for further
processing, the crime offenders will be divided aading to the selected criteria, e.g. age,
recidivity, type of crime, etc. We are convinceattlthis paper can contribute to the quest for
answers to the problem why some people behavenmpléance with law and others do not.
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Abstract. The contribution deals with the issue of deternmgncritical infrastructure elements. Based on
approach analysis in selected countries, wherécaiff attention is paid to the area of criticdrastructure,

the aim of the article is to propose a systemsagmtr to critical infrastructure determination inr&pean
Union countries. The aim is determined by the faat a significant number of EU countries do notently
apply the systems approach and determining of eltsrie realized via sectors approach, i.e. withakihg
possible bonds with other sectors into considamatitherefore, using the systems approach may be a
solution to realizing further necessary steps & &nea of critical infrastructure protection, fotample
complementing the issue of resilience and modetieigendences in the area of critical infrastructure

Keywords: Critical infrastructure, system approach, critiéafrastructure protection, European Union
countries.

1. Introduction

The primary demand for sustaining development of &untries” economy and sustaining
required level of society’s welfare [1] is providinontinual supply of commodities and services via
the infrastructure system [2]. These infrastrudurmeay be divided according to functional
specifications into technical (e.g. energy, tramgpand socioeconomic such as the health service or
financial market [9]. The individual infrastructgréhen come into effect as to expanse and value of
the area for which they provide their services (fpean, national, regional), as well as regarding
the importance or indispensability of the giverveass [1][2]. Infrastructures are growing more and
more interconnected and in some cases even mutdefigndent [3][4]. Functionality of these
infrastructures and providing continual supplieppadducts and services is continually exposed to
the impact of natural and anthropogenic threatg. [That is the reason why significantly more
attention has been paid to chosen, vital, eveitaiinfrastructures [5][6], as well as to methads
its risk analysis, critical elements evaluation #meir protection [7][8].

Building protection and resilience [13] of criticalffrastructure elements is above all based on
identification of critical infrastructure elementiemselves, which is carried out via various
approaches in the European Union and other pattseeaivorld. These approaches are based on risk
analyses [11][12], criticality analysis via varioasteria [9], cross-section and sectoral crit¢@h
or modelling and simulations [10]. The core of vas approaches comparison is its evaluation
from the point of view of gestion responsibilityr ftne critical infrastructure as well as the way of
marking elements on various vertical levels.
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2. Description of the system approach in selected countries

The system of critical infrastructure determinationthe European Union proceeds from
historical connections and the presented GreenrRapelrhe European Union member countries
are bond to implement the procedures stated idlitieetive [2]. Since individual member countries
approach the critical infrastructure determinatiordifferent ways, four countries whose critical
infrastructure determination is system based welected. System approaches of these countries
will be used as the basis for proposing a systdotisn of critical infrastructure determination for
European Union member countries which have notthadsystem approach yet. The key to the
choice of critical infrastructure determination tgyss is the following. The Swiss system of critical
infrastructure determination was chosen as a mmugl because specific authorities are involved in
the whole system. On the other hand, the Britisidehavas selected as the representative of
traditional involvement of state authorities andcigee services in the choice of the critical
infrastructure determination. Further, the systgpreach in Netherlands has been selected as a
representative of the traditional system solutiemich is specific for developed European
countries. Last, but not least, there is the l@rgat approved system of critical infrastructure
determination in New Zealand. To contrast the sységproach, the way of critical infrastructure
determination in the Czech Republic will be presdnh the following chapter.

2.1. Switzerland

The critical infrastructure system in Switzerlarastdeveloped. The Federal Council's Basic
for Critical Infrastructure Protection [15] (alscsad as “CIP”) was the key foundation for
processing the crucial document for critical infrasture determination process, which is the
method for creating critical infrastructure protentinventory (Schutz Kritischer Infrastrukturen —
SKI) [30]. The method’s aim [30] is to determinermaents of infrastructure which show a high
level of criticality. Criticality is connected tansequences that may occur at failure, malfunairon
destruction of the relevant infrastructure eleméotyever, the probability is not considered (this
classification should enable an adequate determamaif funds and measures). Besides other
things, critical infrastructure elements on a nadicor regional level are to be identified. Durthg
inventory preparation there are three groups digypants [30]. The basic group that works on the
inventory development and creates the basics finoeough analysis of individual processes, an
expert committee participating in critical infrasgtture elements identification. The last group of
participants is represented by cantonal contadtaaities of the SKI inventory that may identify
objects important from the cantonal point of viesweell as nationally critical.

Within critical infrastructure protection, a list objects, by the failure or damage of which the
population and their living conditions may be engizned, has been created. These are objects who
are of great importance for basic goods and sesveigplies, and objects where dangerous
substances are stored [30]. Identification of eaiti infrastructure elements [15] follows a
standardized process on the basis of three undrédria (quantitative evaluation, qualitative
evaluation, potential threat) and it is based gobel detailed process analyses in individual sub-
sectors which are created by authorized natiorgests. Five following steps are taken in order to
identify and classify critical infrastructure subie in individual sub-sectors [30]: (1) Creating a
functional group for criticality evaluation, (2)gparation for criticality evaluation, (3) detailddta
gathering, (4) objects classification, (5) amendimiem cantonal subjects. Such list of critical
infrastructure elements [15][30] is classified &g tsecret from the point of view of secret
information protection. Creating of the inventosydarried out and managed by the basic group
only.
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2.2. Great Britain

The main responsibility for the matter in questisorne by the Cabinet Office (evaluation of
critical infrastructure elements vulnerability). Kitoring is continually realized by the ministries
and authorities, however, once in 5 years ther@ni®verall inspection, so called National Risk
Assessment, carried out [31], the outcome of whglevaluation of the found risks (natural
disasters, serious accidents, deliberate attadk®hwnay affect the whole country or its significan
part. The National Risk Register [31] has been ggsed since 2008 as meeting liabilities coming
out of the National Security Strategy [16]. Localscue services are integrated into the risk
evaluation system. Each local rescue service phagists own Community Risk Register [31] for
its area of interest and for the relevant territoryweb pages. All organizations and providers
planning measures should draw from the Nationak RRegister. The document of Strategic
Framework and Policy Statement [32] for the areanpiroving the critical infrastructure resistance
to natural threat provides instructions for hovet@luate the criticality of critical infrastructuaeea
to all subjects involved. The document outlines sgmities for regional critical infrastructure
determination (the term Vital Infrastructure copesding with local infrastructures is used).

The national critical infrastructure in Great Biitas divided according to the Criticality Scale
[32] into 9 sectors and 29 sub-sectors, includiatgnining responsibilities for sub-sectors in the
whole kingdom and individual countries. Seven cat®g of criticality draw from such evaluation
(CAT 0 — CAT 6). CAT 3 forms the border between thetical National Infrastructure and an
infrastructure that may be interpreted as a regdiontcal infrastructure, since the possible impac
on a geographic region or several hundred thougmuple is defined here. From this level
downwards we speak about Wider National Infrastmectincluding the above mentioned vital
infrastructures providing services in certain lowaf32]. The level of criticality is thus deterneid
merely for the national level of critical infrastture. Any criticality evaluation under this level
means determining the infrastructure as Wider Mafidnfrastructure, not as critical. For that
reason, only the national level is determined dg&al. The risk evaluation system is also projdcte
in the system of infrastructure criticality detemaiion [32]. The planned measures for critical
infrastructure protection draw from risk evaluatigkl activities in the sphere of CIP in Great
Britain strictly stick to standards of the Busin€3sntinuity Management (BS 25999). Therefore,
following all determined processes from the levietentral authorities down to the local level is
emphasized. At the same time, doing all pre-deteethduties is ensured.

2.3. Netherlands

The Government of the Netherlands - The Cabinanisuthority responsible for the area of
critical infrastructure protection in the countnydathis authority approved the National Safety and
Security Strategy in 2007 [22][34]. According tastlstrategy, the national safety cannot be taken
out of the complex safety context which proceedsnfthe partnership within the EU and NATO
member countries. The performance of some entrusigvities in the sphere of critical
infrastructure also belongs to risk management caitihs across the risk management levels,
including the public administration authorities. Netherlands, the original definition of ,critical
infrastructure” [33] included only the areas of paladministration and industry (including the ICT
area) and the original plan comprised the followsigps: a fast analysis of the Dutch critical
infrastructure, stimulation of bonds between thbligc administration and private subjects, threats
and vulnerability analysis, analysis of safety mugas gaps. After fulfilling the National Safetydan
Security Strategy, [22] A Quick Scan was created ased [34]. Since cross-border bonds were
found out, some of the materials were given toEhepean Union.

The Ministry of Security and Justice and Ministfyiriterior and Kingdom Relations [22] bears
the primary responsibility for determining criticialfrastructure elements. In order to increase the
system flexibility, two working groups were app@dtacross the central authorities, which are
Interdepartmental Working Group on National Safetgd Security and Steering Group on National
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Safety and Security. First, the working groups eatd the possible dangerous scenarios on a
national level, based on The National Safety armuffiy Method, then consequences are described
and probabilities of relevant scenarios are evatliatSuch scenarios are projected in the National
Risk Assessment and consequently final summarycefaios and its evaluation with respect to
interest and consequence (territorial safety, miayssecurity, economic security, and ecological
security, social and political stability) is cadieut. After evaluating the consequences it isiptess

to use the gained date further on, e.g. for puddiministration purposes [22].

For the needs of critical infrastructure determoratin Netherlands, a boundary was set
between services and products that are vitally maod on the national level and those which are
“only” very important [34]. Because of bonds andoeledencies, operation-oriented analysis is
required, in which the ICT sector plays an impartahe, as it currently connects and controls most
infrastructures. The process of determining thallyitimportant infrastructure had not been easy
until “Vital Importance” was determined within armapany. According to the definition, these are
products and services which [34] contribute to g basic services for a society and define the
basic level of its providing for (1) national andérnational law, (2) public safety, (3) economics
(4) public health, (5) environment. These prodaetd services may also reduce providing services
for the population or public administration beldve tminimum level also in the national scale.

11 vitally important sectors with 31 vitally imparit products and services (an analogue of
sub-sector) have been determined for the natiom@tat infrastructure of Netherlands. From the
point of view of the national critical infrastructu of Netherlands, it is these vitally important
products and services (direct and indirect onesghwform the core of the system, while other
products and services (not of vital importance)pseiment the function of the whole system [34].

2.4. New Zealand

The core document for the civil protection of Newaland is the Civil Defence Emergency
Management Act 2012 [35]. This crucial documentedatnes authorities, responsibilities and
involvement of all involved services in the civilgpection in the country. Based on the provisions
of sections 39 and 45 of the Civil Defence EmergeAct, a new National Civil Defence
Emergency Management Plan [24] has been createdhich all substantial requirements for the
area of critical infrastructure defence are elataataand stated. The aim of the plan is to increase
public awareness, understanding and readinessenfighd of Civil Defence and Emergency
Management (CDEM), to reduce risks, to increaseaciéips for emergencies control and to
increase the capacity for recovery after emergencidhe CDEM Plan also states tasks and
responsibilities of subjects involved in protectioh critical infrastructure elements, such as the
Ministry of Civil Defence and Emergency Managemtemtthe national level, Local Civil Defence
Groups and Local Authority for the local level. Theorking authority is always the group
appointed for the relevant level, the so called FBID Group“. There are so advisory authorities
called Clusters, i.e. groups comprising agenciegssacsector in order to cooperate effectively and
reach practical outcomes. The above mentioned atiéfsgparticipate in CIP.

However, the term of critical infrastructure is msted in New Zealand [35]. On the contrary, it
is common to label some subjects as Health infresires and the term Lifelines is used instead of
the term of critical infrastructure to mark basistems for which it is necessary to remain in
function, e.g. water supplies, transport (road|, re¢a and air), gas supplies, communication
networks and sewage systems (water and sewage emeat). The primary aim of supporting the
Lifelines evidence by Central authorities is reatign, effective evaluation and evaluation of the
subject’s importance [35]. Individual regions tlcasry out evaluation and report data to the central
level of the Ministry of Civil Defence and Emerggnidlanagement. In case some of the Lifelines
shows high criticality and the consequences dhitsre affect society outside the region, we speak
about the national level, etc. The term Lifelinglitiés is used for the national level of critical
infrastructure in New Zealand. Another option téedine such infrastructure on a national level is
a direct determination in a legal regulation [3@hr example keepers of enumerated airports,
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harbours, gas suppliers, etc.) or subjects merdionethe following part that run enumerated
businesses (running a national motorway netwoikyag network, electricity and water suppliers,
etc.). In total, we can categorize the elements @nght sectors (or, as the case may be, determine
specific elements) [35][36].

Determining the criticality of Lifeline Utilitiesq7] is based on the CDEM Plan. Categorizing
Lifeline Utilities into relevant categories is dad out according to the outcomes of criticality
determination. Criticality 1 for the national lev& Lifeline Utilities, Criticality 2 for the regioal
level of Lifeline Utilities, Criticality 3 for thdocal level of Lifeline Utilities. Runners of Lifele
Utilities are obliged to abide carrying out of gkescribed activities in New Zealand, e.g. constant
verifying and developing emergency plans, risk eaabn and preparation for reaction including
constant reporting of the updated data to the stdbjesponsible [36].

In the above mentioned crucial document, [35] thedhto protect the so callddsetss also
stated. These are key elements like cultural astbiical heritage. These subjects may also be
determined as “critical infrastructure” elements Nlew Zealand. On the other hand, another
commonly used term of Infrastructure Hotspots rsearmulation of entries into several “critical”
infrastructures on a single location (e.g. harbp{2g]. A similar term is used in other countries,
e.g. in relevant literature [20] such cumulativetries are called Hubs. At the same time,
dependencies were determined under the term adsimércture Interdependencies across sectors
and currently programmes for resilience improvenagatbeing specified [27].

3. Sector approach description in the Czech Republic

Since 2010 and with effect from 2011, the criticdtastructure in the Czech Republic has been
in function by implementation of Directive requirents [2] into the National legislature via the
Crisis Management Act [17] and its implementingulagon [19]. The Ministry of the Interior —
General Directorate of the Fire Rescue Servicb®iGzech Republic is the guarantor of the critical
infrastructure in the Czech Republic. Thus, in @&ch Republic, critical infrastructure elements
are determined in two vertical levels by law (Naaband European), while the national level is the
implicit one. In the Czech Republic, elements om tlational level are determined in nine sectors
altogether (Energy, Water management, Food Indwsid; agriculture, health service, transport,
Communication and information systems, Financiarke@t@aand currency, Emergency services,
Public administration). The way of determining eéts for individual levels is, in accordance with
the Directive, [2] based on cross-cutting and gettoriteria [17][19]. The cross-cutting criteria
serve to evaluate the impact caused by potentidfunaion of the evaluated element of the
relevant critical infrastructure sector. Theseetrd serve to evaluate the impact with regard to
possible casualties, economic impacts and impacfsublic [18]. Limit values of these criteria on a
national level are stated by a decree of the CReglublic government [19].

In case the critical infrastructure subject (OwrRunner) is an organization bureau of the state,
ministries and other central administration autiesi send their proposals for elements to the
Ministry of the Interior who prepare a list basedtbese proposals. In the following stage, thadist
presented to the government who adopts a resolabont the critical infrastructure elements, the
runner of which is the organization bureau of thetes[26]. In case of determining the critical
infrastructure elements the runner of which is amotorganization bureau of the state, the decision-
making process is realized by gestion ministried @her central administration authorities. These,
in accordance with the law, apply relevant defom# and criteria and subsequently determine
elements by general measures and immediately inthenMinistry of the Interior about their
decisions.

It is the critical infrastructure subject itself whbears the responsibility for the critical
infrastructure element protection [17]. For thisrgmse, the subject is, apart from other
responsibilities, obliged to make a plan for thisisrreadiness of the critical infrastructure suabje
[25][23]. Within the plan, the following areas shdie considered: (1) overview and evaluation of
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possible risk sources, (2) threat analyses, (3iplesrisk impact on the subject’s activities (4ista

of critical infrastructure elements within the seddjs gestion, (5) identification of possible thsea
of individual elements of the critical infrastrucdy (6) measures overview arising from the
emergency plan of the relevant risk managementoatih(7) ways of securing realization of the
mentioned measures, (8) ways of securing the stijaction readiness to realize the emergency
measures and subject’s activity protection andp(®@cedures of solving emergency situations
identified in the threat analysis. The necessityntbease the resistance and protection of critical
infrastructure elements to possible risks and s$eguma broader involvement of critical
infrastructure subjects in the process of prepamdibr emergency situations is one of the strategic
priorities of population protection stated withivetcurrent population protection concept [21].

4. Summary and Suggestion and Discussion

This chapter summarises the above mentioned agpmears materials for creating a system
approach proposal. From the point of view of theesadministration involvement there were no
fundamental differences found, since in the setectuntries it is always the top authority that
bears the responsibility on the national leveleralatively it is the authority affiliated to thepto
management level. The involvement of the home miléhe critical infrastructure determination
system is similar, though there are minor diffeemnamong the individual systems. In several cases
the rescue services are involved, in other casesdme rule is involved. The responsibility for
critical infrastructure determination is more vdrie it is possible to leave the responsibility ba t
central level, divide it between the state admiaigin and the home rule, leave it on the created
authorities, shift the responsibility to the relet/éevel of management, alternatively to the owners
or runners themselves, or a combination of anhefabove mentioned approaches.

The initial framework of determining critical inBaucture elements differs in individual
countries. It may be a clearly stated procedureraacg to an obviously described manual with
clear outcomes, or a procedure stated only by @inakmaterial. It is similar with the case of the
methodology used, when individual countries usertbgn procedures. However, there is a
significant difference in the terminology used mdividual countries. It is not always “critical
infrastructure” that is in question; the termingtagay be set in a different way. The numbers of
sectors vary in a narrow interval, just as the nemalof sub-sectors on a national level do not vary
significantly. The number of levels does not vanycim either. In the European Union countries it is
obligatory to determine the supranational criticdiastructure (or the European level). From the
national level upwards, the system stays similar rost cases it is the national, regional, orlloca
level (in some cases with different terminologyugb). In the Czech Republic there is no other
critical infrastructure determined but national.r Rbis reason, the proposal for determining the
critical infrastructure on a regional level is jéisd further on in the contribution.
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Criticality can be comprehended as an attribute of the element. Criticality level Indicate gauge of element dis-function impact to
society in relation to societal vulnerability.

Assessment of sector criticality (apply sectoral criteria)

Assessment of important elements interdependencies for specific sector
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Figure 1. Proposal of systems approach to critical infragtmgcdetermination.

On the bases of comparison of the above mentioppdoaches to determining the critical
infrastructure, a general proposal has been cre@tes proposal may be applied in countries which
do not have such elaborate systems, e.g. the Gzeuhblic (see figure 1).

From comparison of the approaches to determiniitigalrinfrastructure elements it is obvious
that the first suitable step to assess which elésriggiong to which level (e.g. the regional level)
assessing their criticality. Such assessment igdoas various principles in different countries
(cross-cutting and sectoral criteria, assessmempéct and vulnerability, etc.). A common aspect
can be seen in assessing the extent of impactsobecped interests (lives, health, properties, and
economy). Assessing criticality should not be bamegrobability of occurrence of those impacts,
which are mainly because of the fact that a failofea critical infrastructure element is very
improbable. Nevertheless, there is still little lpmbility of its occurrence. During criticality
assessment it is also suitable to implement theeis$ mutual dependencies and perceive it from
the viewpoint of impacts that may be caused by booidthe spreading disturbance among the
critical infrastructure elements across the sedsub-sectors).

The second step is risk assessment [37] of a arificfrastructure element (determined
according to step one) considering external as aglinternal threats that may cause an element
function disturbance. The risk extent is usualptest as a product of occurrence probability and
impact extent. It is necessary to plan relevantsuess based on the assessment. The planning
documentation of critical infrastructure elementstection differs in individual countries (Operator
safety plan, Emergency readiness of the criticikhgtructure subject Plan, Business Continuity
Plan). Nevertheless, the aim of all this documéantats identical — to provide a continuous supply
of commodities and services [38] provided by thgoal infrastructure element.

5. Conclusion

It is important to carry out critical infrastruceursafety measures by relevant procedures,
i.e. besides other things, make a suitable analysigl not use common procedures without
considering their suitability. Wrong usage of thexd?’s principle can serve as an example, which
states that 20 % of causes bring about 80 % affatts. In spite of that, excluding all other casis
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and concentrating only on some of them may be & raeerlooking other causes which does not
lead to a system solution. A similar summary iespnted in the risk matrix where the most
numerous incidents do not cause any significamtcesf on the other hand, rare incidents may cause
extreme effects. For that reason, it is not purfudse concentrate only on the most frequent causes
and effects, but we should concentrate on systémio with all its causalities.

Based on the above mentioned approaches in seleotedries, it would be suitable to set
a system way of critical infrastructure determioatthat could be used e.g. in countries that do not
have a similar system approach for all levels @foal infrastructure. In the Czech Republic, there
has not unfortunately been a similar system wagritical infrastructure determination stated yet.
The proposed Stating such approach would undouybtamtitribute to society’s safety and at the
same time, it would increase the land potentiaials as possible hidden drawbacks in the current
way of critical infrastructure determination in t6eech Republic and elsewhere.
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Abstract. The paper analyses importance of sanctions andrgmés as a tool used by organizations of
international crisis management to resolve largdescrisis events in a peaceful way. On the bdsialoe
selected parameters, which are the change of egehates and inflation growth in particular cousgriit
reviews their impact to both stakeholders, nambb ¢ountries of the European Union and the Russian
Federation.

Keywords: Crisis, sanctions, embargoes, inflation, changexohange rates.

1. Introduction

International organizations use the whole spectmiimcrisis management instruments to
prevent and solve existing crisis events. Deployno¢mrmed forces is the last resort. The focus is
on a peaceful resolution of the crisis. Sanctiond ambargoes are one part of them. Through
economic and political measures, international wigdions try to affect and force the target
country to change its behavior. The content ofoastivaries depending on the specific situation, the
nature of the crisis event and other importantofissct

2. Theoretical background and importance of sanctions and embar goes

Sanctions and embargoes are political and tradeictems, they are imposed on target
countries to maintain or restore peace and securitige region. According to Filip, sanctions are
economic instruments used in international crissagement. They keep on influencing the state
of a crisis development through the prosperity nbther country [1]. They are divided into
economic rewards and economic sanctions, the sasctare a particular form of economic
punishment against the target country.

Sanctions and embargoes are put in place by intenah organizations, namely the United
Nations (hereinafter "UN"), the Organization forc8ety and Cooperation in Europe (hereinafter
,OSCE"), but also the European Union (hereinafi&d™). The main aim is to maintain or restore
peace in the affected area. The basis for the igese instruments is Chapter VII. Article 41 of
the UN Charter, which stated: "The Security Countdly decide what measures not involving the
use of armed force are to be employed to give eti@dts decisions, and it may call upon the
Members of the UN to apply such measures. Theseimehyde complete or partial interruption of
economic relations and of rail, sea, air, postalegraphic, radio, and other means of
communication, and the severance of diplomatidiozia "[2].

EU uses sanctions and embargoes as a tool of themGo Foreign and Security Policy.
Through economic and diplomatic sanctions EU tte@fluence the policy of countries, where
international law, human rights and freedoms or awmmatic principles are violated. Their
application is in accordance with Article 215 oétBU Treaty [3]. Specific sanctions are applied
after approval by the UN Security Council in ac@nrde with the accepted resolution. If necessary,
however, EU can also decide to apply further retsbms. It must always choose the kind which will
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effectively deal with the situation from a rangepofssible measures. Types of sanctions are shown
in Fig. 1.

diplomatic
sanctions .
suspension
. . Of
restrictions cooperation
on admission with a third
country

types of sanctions
and restrictive 0ot of

measures sportand
cultural
events

flight bans

financial trade
sanctions sanctions

Fig. 1. Types of sanctions and restriction measures inthbgeeU [4]

Sanctions and embargoes are imposed to stabilddnaprove situation in affected area by
changing the behavior of main leaders of the cquibtit also high profile individuals or groups. Of
course, the main objective depends on particutaugistances. E.g. an arms embargo, a ban on the
export of certain goods and other restrictive messare aimed at limiting the inflow of financial
resources to terrorist groups or other destabdigroups. Imposition of sanctions and embargoes
affect mainly the most vulnerable population groupsegative way, so the UN Security Council
adopted a more sophisticated approach for planamulgimposing sanctions. It is possible to direct
them to specific individuals or groups, for examfilezen assets, blocked financial accounts and
transactions. These sanctions are called smartisas¢5].

3. Ukrainian conflict solution through sanctions and embar goes between the EU
and Russia

The conflict between pro-Russian separatists angiibilan armed forces threatens peace and
security in Europe. It is difficult to clearly idefy what launched a chain of events which resulted
in the current situation. We can only assume thiatéaused by dissatisfaction of Ukrainian people
associated with the results of the elections in42060 suspension of negotiations about the EU
Association Agreement. Organizations of internatlarrisis management take initiative to end the
conflict in a peaceful way and as soon as possibie EU decided to solve the situation in
February 2014 by imposing sanctions (for exammeZing Ukrainian National Accounts), then the
sanctions were imposed direct towards the Russemieration, which supports, according to the
media information, activities of pro-Russian separs. Mentioned sanctions imposed against the
Russian Federation include:

» an asset freeze for certain individuals (total ®f)land entities (total of 37) and a travel ban
for certain individuals because of their directalwement in the situation development in
Ukraine [6];

= the sectorial sanctions target Russia's oil ingluginancial sector and the military or arms
industry, which include following restrictions:

= restrictions on financing some companies ownechbyRussian government (banks, oil
companies and companies and entities engaged ougifon, conception, sales or
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export of military equipment or services); thistriesion includes a prohibition to deal
in security and money market instruments, issuethbycompanies mentioned above,
with a maturity above 30 days;
= restrictions to provide, directly or indirectly,dns or credit to mentioned companies
with a maturity exceeding 30 days;
= restrictions on export of military and dual-userteto Russia and for use in Russia;
= restrictions on the export and supply of certailrelated goods and technologies to
Russia and for use in Russia [7, 8, 9];
= imposition of the strictest sanctions targeted tasdrade with Crimea and Sevastopol.
= General Assembly of the UN adopted resolution r&/2&2 about territorial integrity of
Ukraine which recalls the obligations of all statesler Article 2 of the Charter of the UN to
refrain in their international relations from therdat or use of force against the territorial
integrity or political independence of any Stated 4o settle their international disputes by
peaceful means [10]. This resolution notes that réferendum held in the Autonomous
Republic of Crimea and the city of Sevastopol inrdha2014 was not authorized by Ukraine.
In direct connection with the UN resolution, EU @oil adopted decision No.
2014/386/CFSP and EU Regulations No 692/2014 (204d) and No 825/2014 (July 2014),
which were significantly extended by the EU RegalatNo 1351/2014 in December 2014.
Through this regulation any trade and investmentiimea and Sevastopol was practically
restricted.

RussianFederation responded with sanctions against thehgblgh adoption of retaliatory
measures in March 2014. At first, it was assetzieeand travel ban for people, also even
government officials to the Russia. In August, fhessian president V. V. Putin signed a decree on
the application of specific economic measures, Wwigposed annual ban on import majority of
agricultural products from countries, which had @eéd sanctions. Next day, the Russian
Federation government adopted a decree with lisbohtries and different products to which is the
embargo targeted. It should be noted, that befopmsing an embargo, food export from the EU to
Russia was approximately about 11.8 billion €, Whiepresents 10% of Russian consumption [11].

4. The consequences of sanctions on changesin exchangerates and inflation
growth

The most apparent consequences of sanctions atieeireconomic field. It also includes
changes of euro and ruble exchange rates in rel&idJS dollar. Imposition of sanctions also
affects the inflation growth in selected countrid& perceive it as a direct consequence of adopting
the restriction measures. Changes of several comiemg@rice, for example crude oil and gas, can
be considered as an indirect consequence. Sanagamiast Russia were adopted in March and
December. Restriction measures adopted in Deceodmebe classified as more strict. In August,
Russia responded by imposing an embargo on impadgricultural products from countries which
had adopted restrictive measures against it. Tdeippays attention mainly to the development of
mentioned indicators, namely in short term aftgpasition of sanctions.

Progress of exchange rate reflects the confideagel lof financial markets to a specific
country. Fig 2 shows change of euro and ruble exghaiates against exchange rate of US dollar.
Although euro is relatively stable, it depreciageadually since September 2014. That decrease can
be caused by solving the Greek debt issue. Itflaeénced by embargo from August 2014 only
partially. On the other hand, ruble exchange m&gnificantly influenced by EU sanctions. Due to
first sanctions from March 2014, its exchange dgereased. However, the decrease was not so
significant, so the ruble remained relatively stabAfter stricter sanctions were imposed in
December 2014, exchange rate of the ruble haddglimeclined significantly, namely over 10% per
month.
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Fig. 2. Graph of the euro and ruble exchange rate developfh3]

Inflation, as an indicator, expresses the incredshe price level. Embargo from August 2014
connected with import of agricultural products sklocause, according to the economic theory, an
increase of inflation in Russia and deflation ie tBU. Fig. 3 shows progress of inflation in the
Visegrad group (V4) countries and Russia. We canigat a significant progress of inflation in
Russia after August 2014, due to the lack of goatisch were related to the embargo. It is possible
to observe slight changes in inflation developmentthe V4 countries after the adoption of the
embargo. The most evident decrease is in PolandHandary. We assume, that it is directly related
to agricultural specialization of the mentioned rivies.
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Fig. 3. Graph of the inflation rate development [14]

Based on the selected indicators, we can conchatetlie EU sanctions significantly influence
economy of the Russian Federation. The Europeann@ssion estimates that gross domestic
product (hereinafter “GDP”) growth in Russia wikatease at least by 1.1 % in 2015 and it will be
influenced by sanctions against Russia. Furtherpratde exchange rate decreased and significant
outflow of capital from Russia began. Overall, ¢alpvalue is in the amount of 130 billion dollars.
According to estimates of the European Commisgius sanctions will also reduce GDP growth in
the EU by 0.2-0.3 % in 2015. According to availaioi®rmation sources, decrease of export from
the EU to Russian federation is in the amount ofentlban 60 % [12].

In addition to the changes in exchange rates aftation rate caused directly by sanctions and
embargoes, there are also other indicators whiohldtbe paid attention to. It can be, for example,
price of strategic raw materials, where is inhdyentl and natural gas. These commodities are
among the most important sources of Russian Federaicome. The EU together with the United
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States has the political and economic instrumenteduce prices of these commodities, either by
influencing the world stock exchanges, or pressur©PEC members (OPEC means Organization
of the Petroleum Exporting Countries). In Fig. 4 @an see a decline in oil prices by more than

50% in one year. However, we can only assume,dih@rices decline was an indirect revenge of

United States and other countries to which Russf@osed embargo of goods import. The price of
gas did not fall as much as the olil price (Fig. ®)e gas price declined more than 25% in one year.
More significant decline was after imposing sanwdiagainst Russia in December 2014.
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Fig. 4. Graph of the gas and oil stock market prigé‘aepmkmt [15]

Situation in Ukraine influences the global securggvironment. Changes in the security
environment also reflect on the economic enviroriméor example by growth of strategic
commodities prices, namely oil and gas. Sanctiaised concerns about the possible suspension of
raw materials supply to Europe. Commodity priced dot increase, on the contrary, price
decreased. Based on the current prices developmeat) be stated, that they will be regulated in
some way by countries, which adopted sanctionshag&ussia. It could be meant, from one point
of view, as another form of sanctions against Ruddowever, this statement is not possible to
substantiate by any official sources.

5. Conclusion

We can make some conclusions based on the desaoripitisanctions and embargoes as such,
but these conclusions are mainly based on chaizatien of specific measures imposed by the EU
against the Russian Federation. Imposition of sametoy the EU definitely disrupted economy of
the Russian Federation. The exchange rate of riéteeased and inflation rate in the country
increased. Whether the adoption of specific rastecmeasures fulfilled the primary purpose is
already difficult to say with certainty. The mainrpose of all these measures was the peaceful
resolution of the conflict in Ukraine. Another pogg was to achieve, that Russia ceased to support
efforts of Crimea inhabitants to affiliate to th&dian Federation by its activities. Despite of the
ceasefire, there are still a lot of attacks anttfigso the effectiveness of measures is questmnab

The consequence of sanctions imposed by the RuEsideration to the EU in the context of
criteria selected by us does not seem so significelowever, we paid attention only to
development of euro and ruble exchange rates timflgrowth and changes of oil and natural gas
prices, this finding is not absolute. It is alsc@ssary to take into consideration other factors to
comprehensively assess the impact of the adoptedures. Because of the limited scope of the
paper, it is not possible.
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Abstract. To some extent, shopping centres are a phenomehdaday and its popularity has been
increasing over the last few years. There is ameasing number of customers who come to shopping
centres, which is a fact that makes the centrese mamerable to potential threats which may lead to
emergencies. Therefore, it is vital to pay closerdion to safety of these centres in order to gméev
disturbance of their stable operation in case oérgency, as well as to prevent endangering of eéspl
lives and health, material damage and other inier&tus, this contribution deals with the issusafety of
persons in shopping centres and presents approtxieesuring safety at these places based espeoiall
providing suitable technical and organization measagainst current threats.

Keywords: safety of persons, shopping centres, risk assessremnnical and organization measures,
population protection measures

1. Introduction

Attractiveness of shopping centres is very highthese modern times. The combination
of shops, services of all kinds, catering, cultusald sports events makes shopping centres
the destination of all-day family trips, meetingimgoand social life. Owing to the attractiveness
of shopping centres, the concentration of peoplesunh places increases, and in some cases,
the capacity of the centres is exceeded. In emeygenhigh number of people may be endangered
in a limited space, which may lead to a significamtiber of casualties. This hot issue is curreht no
only in the Czech republic, as proved by examplesthe fire in Admiral shopping centre in Kazan
(Russia, 2015) [1] or the roof collapse in Maxinh@gping centre in Riga (Latvia, 2013) [2]. There
are records of emergencies connected with delibéhatat of civilians with the use of conventional
weapons. Occurrence of such incidents in shoppngres was recorded especially in countries like
the USA, Russia, Israel, and some African countridse most well-known incidents are for
example the attack on Westgate shopping centre airobi (Kenya, 2013) [3] or shooting
in Tacoma Mall shopping centre in Washington (UZA05) [4]. The reason may be the active
participation of these countries in fighting tersom, current security, political or economic
situation.

2. Thecurrent state of ensuring safety of per sonsin shopping centres

Ensuring safety of persons is an inseparable pgatieosafety strategy of every company and
shopping centres are no exception. Safety of comapmration in shopping centres is based on
support and observation of the necessary legislaind normative regulations. Within these
regulations there are stated conditions for prowgdsafety during planning and building these
centres. One of the conditions is the localizatbthe centres, so as to minimize the threatssto it
inner safety, including the employees” and visitaafety. Within providing safety of persons in
shopping centres during non-standard situationsemergency caused by threats, selected
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population protection measures, like warning arfdriming, evacuation and hiding are currently
used in the Czech Republic [5].

2.1. Threatsthat haveinfluence on safety of personsin shopping centres

Safety of visitors and employees in shopping cenBeffected by numerous common threats
like pick pocketing. However, there are other tks¢hat may lead to emergency and have influence
on lives and health of people in these centresnegative way.

To make it simple, threats may be divided into tvasic areas, i.e. inner and outer ones. Outer
threats act from the surroundings of the subjecoonmunity. General typology of safety risks may
be used to classify them [6]. In connection withoghing centres we speak about natural,
technological and criminal threats. Natural threaisy further be divided into meteorological,
geological and biological. Inner threats emerganfrimternal environment and activities of the
subject or community. In connection with shoppirentces we talk about personal, process and
technical threats. See Tab. 1 for a short classifin overview of threats that have influence
on people in shopping centres.

Meteorological threats

Biological threats

External threats Geological threats

Threatsthat have Technological threats
influence on peoplein
shopping centres

Criminal threats

Intentional
Personnel threats

Unintentional

Internal threats Process threats

Technical threats

Tab. 1. Classification of threats that have influence engle in shopping centers

Arising from the above presented threats relatedshiopping centres, there is a need
to concentrate on its impacts, i.e. emergency tsitus caused by these threats during which many
people’s lives and health may be endangered aneltight be a big material damage.

Every year, there are approximately 800 emergentiyat®ons requiring the Integrated
Emergency System rescue services™ interventioromedtic shopping centres [7]. In most cases,
it is a false alarm or providing technical aid widmoving dangerous states (especially with electri
wiring or transformer station failures or with diiagy water from flooded spaces). There are records
of cases with immediate threat of people that oémusome of the following reasons:

= fire (e.g. the fire in underground garages of tleecb shopping centre in Ostrava in 2007, the
fire in the Han& shopping centre in Olomouc in 2008 fire in The Galerie Fénix shopping
centre in Prague in 2012),

= gas and dangerous substances leak (e.g. ammokianlé@e Tesco hypermarket in Kralupy
nad Vitavou in 2008, unknown in the Novy Smichoembing centre in Prague in 2013, gas
leak near the Billa shopping centre in Roudnice lntaem in the same year),

» floods (which caused e.g. flooding the STOP SHORtreein Ribram and parts of Tesco
shopping centres in Ziiba Milovice in 2009),

= whirlwinds (that caused e.g. loosening the ceilampstructions in the Centrum shopping
centre in ¢in in 2007, or loosening the roof construction oeere part of the Tesco
hypermarket in AS in the same year),
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= other incidents (e.g. ceiling collapse in the Plakapping centre in Plaen 2013, a bomb
report in the Central Most shopping centre in thea year) requiring intervention of rescue
services.
From the regional point of view, the highest numbkeemergencies has been reported in the
Moravskoslezsky region. The reason may be a rapwth of the number of new shopping centres
in recent years, also the density of populatiothefregion.

2.2. Population protection measures on the premises of shopping centres

An important aspect in reaction to these threatenoergencies caused by them is realization
of measures used for minimizing the impacts. Inpgitg centres, selected measures of population
protection like warning and informing, evacuatiomdiding are used.

Warning and informing is currently being dealt with on a general lev8]. [Domestic
shopping centres have not dealt with this issuallayet, though it is necessary for successful
managing all stages of an emergency situation.ofgh subjects often use the local PA systems,
outcomes of the analysis of the current public wayrsystem in buildings where high number
of people may gather [5] show that in most casesdlsystems do not meet the requirements of the
Ministry of the Interior — General Directorate afé~Rescue Service of the Czech Republic. These
requirements concern end elements of warning irzatpd in the Unified system of warning and
notification and once the systems do not meetahjairements, they may not be incorporated in the
system. In case of emergency it means that peopthase premises are warned and informed only
via end warning elements. The analysis also broughtthe fact that warning and informing
population via the end warning elements is notaflit due to poor signal audibility and
intelligibility of verbal information.

Another requirement for population protection irogping centres igvacuation. Technical
conditions for people’s evacuation from shoppingtres are determined by legal and normative
regulations. In case of necessity of evacuatiormfrshopping centres, particularly building
evacuation, which can be defined as a short-temnfast leaving the building via emergency exits
to get out of reach of impacts threatening lived health of the evacuated, is planned. Building
evacuation is primarily connected with fire protest Therefore, the evacuation plan which is
a part of fire protection documentation is use@vtacuate people from the premises of buildings.
People’s evacuation from shopping centres is pnuditie though and its course depends on many
factors, e.g. type and course of emergency, timeepbrting the evacuation, people’s positions
within the shopping centre, their density and spetdhovement, crowd reaction to emergency
or communication permeability.

Another requirement for people’s protection witbimopping centre buildings is théirding, in
case the emergency does not enable an immediateatian. However, permanent non-military
shelters for civil defence cannot be used in cdseneergency. That is due to the limited number
and capacity of permanent shelters, its unevertitotand the time needed to make it. The process
of possible hiding people in the actual buildingssleopping centres has not been defined yet and
it is not provided for neither legislatively normuaatively. Thus, it is recommended [9],[10] to use
natural protective qualities of buildings with amioinal minimal adjustment of the space (closing
windows, doors, sealing openings, switching off wieatilation, etc.) for provisional hiding. Using
this form of hiding is recommended particularlyeatergencies with the risk of contamination with
dangerous substances and impacts of strong radiatio

3. Proposal for a complex approach to ensuring safety of personsin the
shopping centres

The above stated facts present a solution to gtrenopg weak or vulnerable spots on the
premises of shopping centres, determining meastoesninimizing undesirable threats and
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increasing safety and protection of these centrebs @eople in them. The initial point within
ensuring safety of shopping centres is risk assessrmcluding threat identification and a detailed
risk analysis, which emerge from threats and amneoted with safety of persons in shopping
centres, as well as determining the importancendifzidual threats. For the most significant risks,
it is necessary to establish further technical arghnization measures suitable for ensuring safety
and protection of the people in question. Such omeasare presented in Fig. 1, and together with
the procedure of risk assessment, they are deddulokher in the contribution.

Risk assessment (3.1)

Establishing measures

Technical measures(3.2) Organizational measures (3.3)
CCTV systems Intrusus)n and hold-up Customers and employees Security officers
ystems
Monitoring and alarm Technical measures for E f
receiving centre population protection mergency forces

Fig. 1. Diagram of procedure and established measurestedse safety in shopping centers

3.1. Risk assessment

Risk assessment is a vital step for determiningripies in measures needed to minimize risks
to an acceptable level. [11] Without realizatiorsofme form of risk assessment process it would be
very difficult to decide what strategies should used to protect specific interests (in this case,
ensuring safety of persons in shopping centres).

Risk assessment should be carried out in a typiskl management process cycle - threat
identification, risk analysis, risk evaluation,.iestablishment of measures. During this procéss, t
qualitative nature of the potential adverse coneeges of individual threats (sources of risk)
Is determined so as to create a complex list cérimmd outer threats which will be further analysed
During analysis of the identified sources of rishe risk importance should be considered (an
estimation of the risk impact strength on the syste people), as well as the probability of the
occurrence of the given risk, its detection (thegulaility of an early detection and risk eliminatjo
and the current measures. This data serve as anforpdetecting the extent of individual risks and
for making decisions about solution priorities.

There is a number of ways and methods which maydeel to assessment risks. Its choice
depends on the purpose of the evaluation, natutkeoévaluated data, financial sources and often
also on the political context. As an example of ethnd suitable for risk analysis in shopping
centres, the FMEA method (Failure Mode and Effestsalysis) can be used [12], or more
precisely, its adapted process. The FMEA methodrgsl to the most common qualitative methods
and it is one of the methods recommended by thél#31010 standard [13]. In the standard all
factors within the risk analysis are considered iastows relevant results.

3.2. Technical measur es

It is necessary to determine technical and orgéinizameasures to reduce impacts
of individual threats and tensuring safety and protection of the people.
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In order to reduce the impacts of individual thseand to ensuring safety and protection of the
people in shopping centres it is necessary to kstalbechnical and then also organization
measures. Establishing suitable technical measur@sts prioritization follows from the previous
risk assessment in the subject. However, therenagsures that can be generally used for ensuring
safety in shopping centres for all kinds of thredtkese are especially the CCTV surveillance
systems, intrusion and hold-up systems, monitoandg alarm receiving centres and technical
measures of population protection.

There is a modern trend in using BETV surveillance systems [14] for ensure the safety
in shopping centres, or to be more precise, itdyical (intelligent) functions which are able
to evaluate the picture in real time, and owinghte received data, they can also evaluate the non-
standard situations (e.g. a fire occurrence) oiouar kinds of non-standard behaviour, often
connected with criminality. The evaluated emergemanay be connected to alarm systems via
“intelligent cameras” and transferred to the manitp workplaces to be evaluated by the operator
or security service via video-alarms. The CCTV silance systems are commonly used
in shopping centres to monitor the customer attecelaand it also serves as a powerful tool
to improve the sales productivity, profitability danoptimization of operating costs. Thus,
by interconnecting suitable functional qualities thfe CCTV surveillance systems it would
be possible to gain a suitable device for markepingposes as well as for supporting the security
policy in shopping centres.

Apart from the subject monitoring, another currém@nd shows to be guarding subjects
by intrusion and hold-up systems [15],[16] used to signal danger. This combinedeyswhich
is used for detecting intrusion and distress albalongs to the category of technical protection.
Intrusion and hold-up systems are widely used mpping centres. They serve to ensuring safety
and protection of the guarded subjects, spaceslupt® and people from theft, damage or attack.
Also, they are used by insurance companies to rméterthe insurance payments. It is possible
to connect this system to the monitoring and alaegeiving centre and thus ensure permanent
monitoring of the whole subject.

Monitoring and alarm receiving centre (DPPC)[17],[18],[19] is a centre with a non-stop
service — controller or another monitoring and mlaeceiving centre, into which all data that the
system is available to provide may be transfervéhin shopping centres, it is possible to use the
DPPC centres to provide an early reaction to alamoch distress information, to inform the owner
or runner of the shopping centre, or to inform uesservices in case of endangering people during
emergency.

In order to reduce the impacts of individual thse#tis also necessary to determine effectively
practicable measures for population protection.nfthis point of view, technical measures are
particularly important, including warning and infioing the relevant people, informing the rescue
services, evacuation of people and their possitadimdp, or other measures of protection specified
on the basis of risk assessment outcomes.

For early and effectivevarning and informing people on the premises of shopping centres,
sufficient audibility of the warning signal and efitgibility of emergency information is vital.
At the same time, it is the independence of thenimar system on electricity supply and the
possibilities of its control. A suitable device faarning people in shopping centres that meets all
the above mentioned requirements is for example AARI [5]. It is a multifunctional wireless
device used for warning and informing in case i, ffllood or another kind of emergency. It is pbkesto be
controlled fromDPPC, a computer or notebook. The SARAH Il sys@rmables connection with the
Unified System of Warning and Notice and meetsréagiirements of the Ministry of the Interior —
General Directorate of Fire Rescue Service of thecG Republic.

During evacuation of people from shopping centre buildings, a special attentiwust be paid
to its duration. Any time lag may cause endangemiage people exposed to the mentioned threats.
In order to leave the dangerous premises quicklg, mecessary that the emergency and fire exits
are freely accessible with no obstacles and meeteflevant legal requirements. The exits must lead
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to a free or safe space via a suitable rout. Enmesgand fire exits and emergency lifts on escape
routes must be permanently labelled as escape \axliaion exits. So as the labels fulfil its
presupposed function, they must form a coherent effettive system and meet the following
conditions [20]:
» Individual signs for escape and evacuation of peoplist be visible in order to enable leading
people out to a safe place.
= Labelling emergency and fire exits must meet regments of relevant legal regulations
(e.g. the Labour Code, Fire Protection Act, Cortdiom Act, etc.).
= Labelling must warn the escaping people aboutadkjble dangers on the route — particularly
collisions with obstacles like load-bearing constians or overhanging construction edges)
or a danger of fall.
= Labelling must not be changed or damaged duringlpé&oescape.

To hide people provisionally in shopping centres, as mentionedvab it is recommended
to make use of natural protective qualities oflihéding with minimal additional adjustment of the
space. There are, however, several factors thatitability of provisional hiding spaces depends
on. These are:

= Accessibility of the space — is important due toetias it must be immediately accessible for
the endangered people in case of emergency.
= Location of the space
= On higher floors — is suitable for protection frdhe impacts of dangerous substances
which are heavier than air, poisonous substances l@nlogical means; it is
recommended to hide on the far side of the building
= |n the underground part of the building — is sugafior protection from the impacts of
radioactive fallout, dangerous substances whichlighger than air, and from some
forms of terrorist attacks.
= The capacity of the hiding space — it is necessaryiide as many people as possible
in shopping centres so the capacity should begaasdpossible.
= Building material — the quality of the provisiorfatling space is dependent on materials used
for the building construction and its resistance viarious influences that will affect
it [10],[21]. Building materials should be maximalleakproof to prevent liquid substances
from penetrating the building material and contaatenthe hiding space. The most important
factor is solidity and strength of the building el (pressure, crash and dynamic), as well
as its durability, flexibility of the material ant$ hardness.

3.3. Organization measur es

Within ensuring safety and protection of peoplshiopping centres it is necessary to determine
organization measures in order to gain intendedsgoad values. For the needs of this contribution
it means accessible and needed powers usable &cawing emergencies, as well as ensuring
safety and protection of people out of the timeswfergency. For the needs of ensuring safety
within organization measures, rights, duties andpaasibilities during ensuring safety and
protection in shopping centres should be determiagdvell as professional training of the staff and
people participating. Last, but not least, readinet the security workers and rescue services
intervening in emergencies is vital.

Safety and security in shopping centres duringcttramon routine is provided especially by
security staff of private security companies. Above all, thesBktas to provide safety integrity as
such to prevent injuries or material damage. Tlorgy staff may be used during emergencies,
especially in case when an immediate action isedeslg. for:

= Covering for fire patrols,

= Physical guarding of the building,

= Noticing security and rescue services,

= Cooperation with these services during rescue igndiation work.
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Variability of shopping centres requires specifairiing of these workers. The training should
be based on deepening their knowledge of law, phyguarding during ensuring safety of the staff
and customers, tactics during overcoming fire, gsscof activities during emergency occurrence,
evaluating signals from security systems and regdb them, and last, but not least, first aidht® t
injured people.

Another important aspect during ensuring safetggnty in shopping centres is the care
for safety and protection afaff and customers. Safety and protection of the staff lies in provglin
safe conditions at the workplace including provigipersonal protective gear, maintaining
occupational hygiene, safety labelling, informati@bout security and health protection,
maintaining safety of machines, technical deviass iastruments which the staff gets into contact
with. During ensuring safety, personal respongipitif the staff should be a must for the sake
of their own safety. For such purposes, it is flitdo organize a staff training to gain knowledge
and skills for self-protection and protection of ttompany’s interests during individual threats$ tha
may lead to an emergency. The extent and conteheqgfrofessional training must correspond with
performed activities and work position of the ste&ffety of customers lies in ensuring safety
of products and services and in providing perseaalrity by security staff in charge. An important
role in safety is played by customers themselvestheir desirable behaviour. For these purposes,
it is suitable to determine instructions for cusewsnibehaviour during common routine of the
shopping centre and rules for behaving during eeranigs.

Intervening rescue services are of the main help during overcoming emergenares during
providing protection of people in shopping centrésese are especially the basic services of the
Integrated Emergency System (Fire Rescue ServidaeofCzech Republidire prevention units
included in the broad coverage, Emergency MediealiSe and Police of the Czech Republic). In
case of specific needs during overcoming emergsitagtions in these centres, other IES services,
e.g. other armed security services, public heattiteption authorities, breakdown, standby and
professional services and non-profit organizatioray be used for rescue or liquidation work. The
extent of measures carried out by the intervenamgices in shopping centres depends on the extent
of consequences caused by the emergency. Regamlied® extent of the emergency, the
intervening services must proceed in their acasitwith regard to the assigned competences,
professional knowledge and accessible material@tippo ensure safety and protection of people
in shopping centres with conditions that are difii¢do intervene in, it is vital to carry out pra
and tactical drill in advance in order to maintgood coordination of the proceedings during rescue
and liquidation work, as well as to prevent unnsaggcasualties.

4. Conclusion

Ensuring safety in buildings where a higher numbgmpeople gather, including shopping
centres, currently represents one of the securggsaof high priority. This is due to the high
concentration of people in a limited space, an exsess of public to shopping centres premises
with no control of bringing dangerous devices aotssances, the attractiveness of these places
to terrorist attacks and in case of emergency albggh number of endangered people. To ensure
safety of persons on the premises of shopping eerntris vital to take measures to minimize
threats, or as the case may be, to minimize theacts on health and lives of people.

Ensuring safety of persons should lie particulanlyoptimal interconnection of organization
and technical measures realized before, as waluaag the emergency occurrence. Establishing
suitable measures and determining its prioritié®Wes from previous risk assessment in shopping
centres. Regardless the type of threat it is ptessibuse the CCTV surveillance systems, intrusion
and hold-up system, monitoring and alarm receivdagtres and population protection measures.
There is another vital step to reduce impacts dividual threats, and that is determining rights,
duties and responsibilities, professional trainigtaff and people participating in ensuring safet
and protection in shopping centres.
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Abstract. Risk analysis for the Slovak road tunnels is cdrriait according technical specification TP
02/2011, which were adopted on the basis of thairements of the European Directive 2004/54 / EC on
minimum safety requirements for tunnels in the dr&iropean road network with a length of more thdd
meters by Government Regulation no. 344/2006. Motlekk analysis examines the personal risk oh&lin
users and counted statistically expected valuehef nrumber of victims per year. For a more detailed
examination of the risks of transporting dangergosds through the tunnel, it is necessary to useeaial
risk model. A suitable example is specific risk b®G-Q:av (Dangerous Goods - Quantitative Risk
Assessment Model), developed in partnership witiCDEPIARC.

Keywords: Tunnel, risk analysis, transport, dangerous gosafety.

1. Introduction

Safe operation of tunnel is very important, becausaels are specific engineering structures,
which are constructed in order to shorten transpputes and improve road safety. Road (highway)
tunnels under consideration of the safety docuntiemtarequire the risk analysis. In Slovak
Republic the assessment method is utilized acogrtinthe Austrian experiences. Risk analysis
methodology is important for a safety in road tuanbecause in Slovakia there will be 33 or 34
road (highway) tunnels in the future. Also transpmrdangerous goods through the tunnel affects
the overall safety of the tunnel.

2. Risk analysis

Risk analysis of road tunnels in Slovakia is perfed according to specifications TP 02/2011
Risk Analysis for Slovak road tunnels. This regiolatwas created primarily to be clearly define the
exact methodology for risk analysis of the safetyaad users in tunnels. For the calculation of
risks in road tunnels is in TP precisely defined arplained the risk model, which was developed
based on the Austrian model for risk analysis ahel TuRisMo.

2.1. Method of risk analysis

The risk analysis model consists of two main elemérg. 1:
= quantitative analysis of frequency,
= quantitative analysis of accident.
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Fig. 1. Risk analysis structure of road tunnels [1]

2.2. Relativerisk evaluation

Relative risk evaluation consists in axiom that timenel with its all specific safety-technical
relevant characteristic cannot allocate higher aisla similar reference tunnel which satisfiesllin a
points and authoritative parameters to minimal megoents of government regulation. This
approach enables achieve that through the mediupresicriptive measures is possible to keep
minimal safety level also by respecting of spedificiosities of individual tunnel.

2.3. Calculation of risk

Evaluation of the results of quantitative analysismade from the relative risk evaluation
comparison with a reference tunnel and absolute eMaluation assigning to hazard classes.
Relative risk assessment is that the tunnel comglywith all relevant technical safety
characteristics cannot show a higher risk than lamreference tunnel which satisfies relevant
minimum requirements. In this way, it should begdole to prove that using prescriptive measures
can keep a minimum level of security. However, eigree shows various weaknesses in the model
for calculating risk reference tunnel.

Absolutely risk evaluation complements the relatesaluation and its goal is to provide
information about absolute risk margin. Based @ndkpected value of risk (specified risk analysis)
the studied tunnel is assigned to risk (hazardscéeccording to Tab. 1:

The expected value of risk Thedegree of risk
Lower limit Upper limit
- 2.10° I
2.10° 1.10 I
1.10 5.10" I
5.10" - IV

Tab. 1. Distribution of hazard classes [1]

For the calculation of the risk analysis it is resay first determine the necessary input data
are entered into the calculation.
Input data for the risk’s analysis on calculatibthe tunnel:
» transport system,
= speed limit in the tunnel,
= tunnel length,
» |ongitudinal gradient in the tunnel,
= congestion,
= proportion of passenger cars,
= proportion of trucks,
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= proportion of buses,

= share transports dangerous goods on a humbercibiru
= frequency congestion,

= distance between emergency exits,

= ventilation system.

3. Transport of dangerous goods

For a more detailed examination of the risks afigporting dangerous goods, it is necessary to
use a special risk model. Suitable is for exampRA(software, which was developed at the
OECD-PIARC. This program is part of the equipmefttlte department of technology and
management structures and in the doctoral thesisnefof the authors will be devoted to the
analysis of the risks carriage of dangerous goodsafplying the QRA model. Therefore he
calculate expected value of risk for transport ahgkrous goods for Slovak tunnels which are
already in operation and also for tunnels understantion and tunnels then assigned to the
relevant category under ADR.

3.1. Exploration of ADR

University of Zilina made the exploration of propion of dangerous goods in transport
through the tunnel. This research was aimed mamblye objectively determination how much of
transport dangerous goods is in the section ofrdlael network. Although it was found out how
many of these vehicles use a detour of tunnel, Usscan Slovak Republic there is transport of
dangerous goods through tunnel forbidden, and hawynthese vehicles drive through the tunnel
despite the entry ban. The research was carriedhoeé days in the period from 5.3.2013 to
7.3.2013 from the place before the tunnel, whereewio observers 24 hours a day. Result of the
research showed that proportion of dangerous gwothss section is 2.19 % from the transport of
HGVs (heavy goods vehicles). It was also found #pgiroximately 26.32 % of these HGVs with
dangerous goods (marked as ADR) go through theetuthespite the entry ban the transport of
dangerous goods in road tunnels in Slovakia an@i8%6.use the detour.

Used road

73,68%

B0,00%
60,00% -

40,00%

20,00%

0,00% N —
throught the tunnel detour

Fig. 2. The use of the tunnel with the transport of dangeigoods [2]

4. Calculation transport of dangerous goods through thetunnel using the
softwar e Qrawm

Qrav (Quantitative Risk Assessment Model) is softwéra enables the quantification of the
risks associated with the transport of dangerousdgdy road tunnels. The program is used to
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support the decision to allow or exclude Tunnehisles carrying dangerous goods already in
several European countries. With the help of tlogg@am can be compared not only risks the tunnel
itself with selected criteria but also risks foeténtire route with tunnels and possible detoung T
program consists of 11 scenarios accidents heawgiggeehicles carrying dangerous goods and is
accompanied by two fire scenarios heavy vehiclegdeous goods. For all scenarios were
constructed mathematical equations, in which theegsappoint an describing how ventilation,
drainage, tunnel geometry, distance escape routdic volume, composition of traffic flow and
other parameters. Subsequently, the program eesaluhe consequences caused of transport of
dangerous good like, fire, explosion and leakagdarfgerous goods. Not intended for evaluating
the effects of vehicle collisions.

4.1. Accident scenarios

The program can determine the expected risk fodifférent scenarios. Description of the
events of these scenarios is given in Tab. 2.

Scenario 1 HGV (heavy goods vehicles) fire 20 MW
Scenario 2 HGV (heavy goods vehicles) fire 100 MW
Scenario 3 BLEVE of LPG in cylinder

Scenario 4 Motor spirit pool fire

Scenario 5 VCE (vapour cloud explosio) of motor spirit
Scenario 6 Chlorine release

Scenario 7 BLEVE of LPG in bulk

Scenario 8 VCE (vapour cloud explosio) of LPG in bulk
Scenario 9 Torch fire of LPG in bulk

Scenario 10 Ammonia release

Scenario 11 Acrolein in bulk release

Scenario 12 Acrolein in cylinder release
Scenario 13 BLEVE of liquefied refrigerated CO2

Tab. 2. Accident scenarios transport of dangerous goods [5]

It is then determined a value of the expected ais&vents of Dangerous Goods (EV- expected
value) for each scenario and also progressionschfMes (frequency/number of victims) of each
scenario. This value is based on the monitoring ff@im the survey and also from the parameters
of the tunnel. According to PIARC each tunnel hasbe placed into one of five categories
according to the transport of dangerous goods.cakegories are shown in Tab. 3. Consequently, it
IS necessary to support each of accidents Talbcdiporated in Fig. 1 in each category and assign
the resulting expected value EV risk (victims/ye&sed on the findings of the expected values for
each category of the tunnel we classified the tLtemhne appropriate category.

Category Restriction
A All dangerous goods loadings authorised on opeus.
All loadings in grouping A except those which magd to a
B very large explosion (“hot BLEVE” or equivalent).

All loadings in grouping B except those which magd to a
large explosion (“cold BLEVE” or equivalent) or ardje toxic release

C (toxic gas or volatile toxic liquid).
All loadings in grouping C except those which megd to a
D large fire.
No dangerous goods (except those which requirpecial
E marking on the vehicle).

Tab. 3. Classifications tunnel according to transport aigirous goods [5]
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5. Conclusion

Expected value of risk is the result of risk anmlyfor road tunnels and is defined as a
statistically expected value of number of fataluzdses per year. Designers able to judge tunnel
using risk analysis for safety and potential cdiogs already in the preparatory phase.
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Abstract. The submitted article is focused on use of sinmtatechnology in field of crisis management.
The aim of the authors of the article is mentioages of Computer Assisted Exercise (CAX) and how
important is incorporate constructive simulatiorthie crisis management practices. In particulati@ecwe
identify the main objectives, research opportusjtiecus and uniqueness of research laboratory &htugl
and simulation of crisis phenomena in transportinicrease the efficiency of decision-making" at the
University of Zilina in the University Science Park

Keywords: Computer Assisted Exercise (CAX), simulation tembgy, crisis management, constructive
simulation

I ntroduction

Information and communication technology nowadawyseaasingly pervade our personal daily
lives, they become a part of it and sometimes voeine addicted to them. Information technology
and its applications, information systems and a@pgibn software are part of the rapidly growing
relatively young department, which shall apply erigus areas of life of modern society. In our
latitudes today almost everyone uses a personaputam a mobile phone, using tablets, smart
phone works on the Internet. Nowadays we need tosfoour attention to train strategic and
operational managers in the tasks of crisis manageand it through using constructive simulation
in crisis management practices.

1. The Computer Assisted Exercise (CAX)

Throughout the history people want to be aware@egared for the incoming threats to their
existence. It has been always question about fheziception of security and readiness to react
properly in order to protect themselves, society swcietal values.

In case of unexpected, unplanned, unprecedentddjefmitely unpleasant events, society has
to have appropriate counter measures in placeder ®o neutralize unwelcome effects. Emergency
responders which must apply favorable activities fwotection of the lives and assets are
representing operational elements of national #gclgystem in each country worldwide.
Emergency responders consist of military, policel @ivilian forces. All of them have skills
including decision making, communication, situaibnawareness, team work and stress
management. Up keeping of these skills requirethftdi exercising with the different training
methods such as command post exercise (CPX), enaaagement exercise (CMX) and computer
assisted exercise (CAX).

Simulation at the hand of information systems ipegmental method in which the real object
or system is replaced by the computer model. Is thodel are carry out experiments, which are
subsequently evaluated, optimize and the reswdtseaapplied in the real system.
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Currently, there are three basic types of simutatiesing information systems:

= virtual simulation means that real people use simulated (virtual)pagent in a simulated
environment called a virtual environment,

= |ive simulation means that real people use simulated (virtual)pagent in the real world, in
particular the various simulators such as aerospaaemobiles, etc. and the use of armed
forces for training combat troops,

= constructive simulation means that simulated (virtual) people use simdlagartual)
equipment in a simulated (virtual) environment. Ftg similarity to the military is
constructive simulation understood as strategicpraer game is often described as a military
simulation. Constructive simulation is able to desand conduct simulated scenarios for
most areas dealing with crisis management prabtiaaloss the whole territory.

In this article we would like to focus aronstructive simulation. Constructive simulation is
referred to as extensive simulation. Simulatedtheeentities that represent individuals, plant and
equipment in the virtual environment. This typesmhulation for teaching and training is called the
"computer-aided exercises - CAX (Computer Assidike@rcise)”. Computers simulate processes
and phenomena in real time, or a generic envirohreachieve in trained entities impression of
the actual implementation of the operations andvides as if they were performed in real
environments and in real terms. Originally thisetygf simulation were using mainly for the armed
forces. At present, this system is also widely gsgincivilian areas mainly in crisis management.

The objective of the simulator of constructive siation is stochastically simulate the behavior
of the incorporated forces and resources in aalistorld. The simulation is performed on the basis
of defined parameters and algorithms that enswstsybehavior under those rules and principles.

Solving within the exercises allows assign setdaskd commands vehicles, individuals or
entire clusters simultaneously. Computer operasor dearly see current status in area as well as
the conduct and outcome of planned activities.

The constructive simulation is also designed ta#dufor the analysis and evaluation of the
activities after the end or during the simulati@AR tool - After Action Review tool), including
filing system Data Logger, which continuously retall kinds of activities during the simulation.

Simulation in the field of crisis situations thrdu@AX is suitable for practicing management
bodies and bodies of crisis management to assistein decision-making process. CAX exercises
have prescribed so called "life cycle". During this cycle is carried out the preparation and the

Fig. 1 Crisis Management Simulator - constructive simataftraining staffs crisis management) [1]

2. Trendsin constructive ssmulation

Since the beginning simulation technology has hesnin the armed forces. In developed and
relatively densely populated countries the grewsguee of environmental initiatives since 60's of
last century to use simulation technology which gamatly eliminate the environmental risks of
military activities and effective practice manageenits.

Permanent innovation and new developments in irtion technology in the United States
are on top of technological development in thisaar€hey have a significant impact on their
development and use also in other parts of thedworl
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During implementation of simulation technologiesravdollowed objectives to improve the
effectiveness of training and reduce environmentalact on the surroundings. With the objectives
transformation for deployed armed forces incredgiagread abroad the area simulated activities of
armed conflict on tactical direction to the urbaperations and operations other than war
(peacekeeping). Currently constructive simulatieralble to prepare simulated scenarios for most
areas dealing with crisis management practicallg\ar Slovakia.

In the global context in practice a large numbesaffware tools for crisis management, which
are becoming increasingly sophisticated and usedsd software tools are used also to acquire
relevant data from the field of meteorology, sintiola of storms, emergencies such as earthquakes,
soil movements, modeling the spread of dangerobstances. Important aspects are also the
models for managing of evacuation. In the cyclerdis management simulation tools must be
designed for different types of emergencies as alto predict the likelihood of incidents and
analysis of loss of life and property of people.eTimost important research laboratories crisis
management around us also includes the following.

Thenational super-computer center 1T4lnnovations

The main objective is to work on the excellent stfee research in the fields of embedded
high-performance computing with great benefit te ifdustry. Under the National super-computer
center IT4Innovations researchers solve and ppatiei in dozens of domestic and international
projects. One of the projects which was solvedhendenter is a project called Floreon +. Objective
of the project Floreon + is create an integratiand operating platform for monitoring, modeling,
forecasting and support crisis management, paatiguvith a focus on the Moravian region.

CrissManagement Centre (CEKR)

This center was established at the Department otirg Studies at Faculty of Political
Science and International Relations at Universitivatej Bel. Crisis Management Centre focuses
on areas of national and international securitigsirmanagement and process control of crisis
management with emphasis on the development oftfaieresearch potential of the Faculty of
Political Science and International Relations. Tiiein task of CEKR UMB in the field of crisis
management is to increase the efficiency of dewisi@king processes, as well as process
optimization of crisis management to deal with elifint types of crisis situations with support of
models of crisis scenarios especially in the arfesooial risks, such as demonstration and crowd
situations.

European Crisis Management L aboratory (ECML)

The European Crisis Management Laboratory actsrasearch, development and test facility
for ICT. ECML integrate devices, applications, aclsis management related information to
support crisis management needs, such as threatgsisn common situation awareness, and
collaborative decision making. There is also pabsilto distributed crisis management training
across relevant services of the European Commisa®mell as with partners in the EU Member
States and others engaged in crisis managementLE@IMbe tested in a variety of crisis scenarios
ranging from intentional threats and natural desasto health crises.

VSTEP

VSTEP is the leading European developer of simtdagmd virtual training software. They
create educational applications, games and simaldbat allow people to build their skills in a
virtual world, which is less expensive than an eiserin the real world and real terms. It is doge b
creators and producers of computer games industly support of interactive 3D technology.
VSTEP together with other partners has createdvaodét RescueSim. This software tool is designed
to train and prepare professionals ensuring tharggmf society. RescueSim allows to units of
Integrated rescue system to experience the crim@agmena as in real life. The intention is assess
the situation and determine the best strategy dokling the crisis phenomenon and then to
implement it with the ability to watch the conseqoes of their decisions. RescueSim consists of
several basic modules such as the crisis managemedtle, management of accidents at the
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airport, the management of industrial accidentsphagament of accidents at the ports and
management of accidents at the boats.

3. Thebenefits of constructive ssmulations and why it isimportant to modeling
and simulation in crisis management

Simulations of crisis management are a specialguadsimulations. During the emergency it
IS necessary to have a pre-prepared an emergeacy ahd know what effect they might have an
adopted measure. We can verify these measuresnélsaise of simulation technology that can
provide relevant information.

The specific use of the existing virtual realityvgonment is a prerequisite to the creation of
correct models and algorithms for the simulatioa digher type - constructive simulation.

Simulation technology allows us to create an emwitent for simulating reality, which
represents an environment of the real world. Sitraridechnologies are supported by a wide range
of applications and technologies. Available tecbgas were initially used in the military field,
then in the field of computer games, medicine ati@rofields. Today it can be effectively used in
the field of public administration during dealingtvincidents of crisis management. Preparation of
future solutions by using simulation technologygusrently one of the major challenges. It requires
a thorough preparation of parameters and algorifomspresented entities.

Preparation of future professionals and solutidmeugh the use of simulation technology is
one of the major challenges of today. UniversitieBce Park at University of Zilina (USP UZ) will
be in the field of intelligent transport systemsnamg others, also covers The Laboratory of
modeling and simulation of crisis phenomena inttla@sport sector to increase the efficiency of
decision-making which is to be a unique departnants kind in the Slovak Republic and the
European Union, which will be simulate differentp&g of crisis phenomena in different
environments (in social, technical, technologiaadl @matural environment). During emergencies is
necessary to have a pre-crisis scenarios. Unddrsthat effect they can have negative impacts of
the different events and what measures can be .tdtkenalso possible to verify these measures,
which may be also due to simulation technologiest ttan provide relevant information, in
particular at the time of preparation and preventmdeal with crisis phenomena of present.

The main purpose the of Laboratory for modeling andulation of crisis phenomena in
transport for improvement of efficiency decisionkimg is to create a center of expertise for
analysis, diagnosis and quantification of extemfiiences on human - computer interaction and to
improve the quality and effectiveness of trainiregidion-making processes. Simultaneously of the
research activity is also expertise on the situatiothe real environment as well as the envirortmen
of simulations focusing on crisis phenomena infiblel of transport. To support decision making of
crisis management is essential and sufficient médron about the strengths, resources and means
prepared in a state of security at the level ofegoment and designed to deal with emergencies and
crisis phenomena.

The objective of the laboratory is to create andtenvironment enabling:

= improve the quality of training and efficiency adasion-making in crisis management,

= increase mental endurance of emergency manageksngyamder constant stress,

= model and simulate crisis phenomena in social, nieeh technological and natural
environment,

= collection, processing and evaluation (analysistlsssis) gathered data, and

= increase the efficiency and reliability of the dgen-making of the human factor of the focus
for crisis phenomena in transport,

= to model and simulate the behavior of an intrudea guarded area,

» to model and simulate the tactics interventionddrceliminating intruders.
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Predicted research and innovation areas of Labgrdto modeling and simulation of crisis
phenomena in transport for improvement of efficiedecision-making at this stage are:

= the security environment, crisis management andganey planning,

= the creation of new methods and procedures ofamsltysis, their optimization for individual
areas of human activity (social, technical, tecbgmal and natural environment),

= a comprehensive risk assessment in social, tedhtéchnological and natural environment
and propose preventive measures of manageriakeghdalogical character,

= verification and optimization of the structure, geoand role of the security system of the
country and its elements,

= dealing with emergencies and crisis situations e thatural, economic and social
environment,

= addressing current problems in the integrated eesystem with emphasis on efficiency
deployments and resources for dealing with emergenc

= verification and optimization of emergency planniegsuring the prevention and resolution
of major industrial accidents and their environnaéimhplications,

= assessing the functionality of critical infrastret and ensure its protection in crisis
situations,

= design and technical support of process to prategiersons, property and buildings,

= verification and force planning, resources and fumal deal with emergencies and crisis
phenomena in the various departments of the SIBgdublic,

= develop integrated crisis management systems,

= comprehensive training of future professionalsdealing with crisis situations and security
incidents within the study programs,

= simulate of mass car accident and release of hazar@hd radioactive substances,

= verify the accuracy and intervention unit tacticses and times of movements of intruder in
the protected space of time from initial detecwdman intruder.

Fig 2. 2D model of Laboratory for modeling and simulatiof crisis phenomena in transport for improvemeit o
efficiency decision-making

In terms of crisis management, we are mainly istex® in the application of simulations
carried crisis phenomena in education, trainingl practice of responding to crisis events, and
research opportunities in this field, with emphasis constructive simulation The virtual
environment of computer simulation brings to thesisr management dimension of "safe"
environment whereas in the virtual environment at a direct consequence of the crisis
phenomena in terms of threat to life, health anaperty. It is on one hand, the possibility of
extricating themselves from the pressure of imnmtirg@ysical threat, however on the other hand
reduces emotional pressure and a sense of mopalngbility.

In the field of teaching concerns in particular thaining of professionals for crisis
management in different areas, with emphasis anitigato deal with different situations, which
require a quick and adequate response. Therefm@dcessary to teach at the university during the
preparing graduates of study programs focused @@iscmanagement, use different kinds of
simulators and scenarios simulating real crisi;ph&na and processes to address them.
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In practice we need focus in particular on quatitgnagement of stressful situations of crisis
management by the individual components separatelyhase reaction using various kinds of
simulators, scenario simulating crisis phenomend,@lygons.

In the field of research we are interested in ® pbssibility of using information technology
and information systems in the implementation ofidation management of crisis phenomena and
their solutions in crisis management.

Conclusion

Laboratory for research of modelling and simulatioin crisis phenomena in transport to
increase the effectiveness of decision-making bellused to simulate the movement and behavior
of ground and aerial environments entities on digit 2D and 3D views, allowing modification
algorithms and implementation of new modules. Labtmy will be compatible with DIS and HLA
protocols and allows Real -time simulation. Compredive preparation of future professionals to
deal with crisis phenomena in study programs afdmulty of Security Engineering, University of
Zilina (FSE UNIZA) requires constant innovationterms of fulfilling the study programs at the
FSE UNIZA. Build-out of material base in the fornh specialized classrooms and laboratories,
innovation of existing objects, or the introductiohnew subjects in the existing study programs
will moves us forwards. Innovated or newly introddcstudy programs guarantee progress not only
in crisis management.
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Abstract. Nowadays computer software is more and more caaield, often to develop a piece of software
company utilises a load of resources. It is nopssing that software suppliers want to securer tivairk
from illegal use, to call a spade a spade theyaonmant to be robbed. There are many tools and ways
protect the software, but also there are a lot @fswof breaking through the protections. Therefmside
strict protection is also need for tracking of aé@roprietary applications. In the paper authorensimed to
research typical ways of blocking monitoring tobls dishonest users and present various tools tloat a
break through such blockages.

Keywords: proprietary software protection, firewall, foremgiracking, illegal software use.

1. Introduction

To develop a piece of computer software a companstinear some expenses as salaries for
coders, graphic designers as well as costs of ragkalistribution, promotion. It is obvious that
every commercial company wants to prevent illeg& of its products.

There are a great selection of software protectiots. Basically, they work like a door lock, in
order to use particular application we need to iobdakey. Unfortunately there are not only clean-
handed people, some individuals are able to brealptotection, produce fake keys or just use the
software in illegitimate way. It is important toautools that monitor use of the software and detect
illegal use accidents.

Nowadays, we can assume that almost all persomapuiers are connected to the Internet
network, therefore it seems to be extremely easspnpdement an algorithm that sends information
concerning every use of the software to the suppiilas, dishonest software users have their own
tools to spoil above mentioned algorithm. For inst&athey can block all outgoing network
connections from the software on system firewalkgytcan change local domain name system to
redirect connection to wrong or non-existent adsleasl so forth.

In the paper author was aimed to do white hat reBean selected approaches of tracking use
of computer software as well as methods of blockuch tracking.

1.1. Method and scope of research

During the research some test applications werlelbine only goal of them was to send test
data to an Internet server. In real production mmment the data might consist of application and
computer specific identifiers, for instance: semaimbers, IP addresses, domain names etc., but
during this research just plain text string wasduse

The test procedure used protocols, techniques basetloth TCP /Transmission Control
Protocol/ and UDP /User Datagram Protocol/ prot®aokransport layer.

On the other hand various system tools were us@detcent the test application from sending
any data outside. Intentionally tools not includedtandard system installation were omitted.
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Test were conducted in following environments:
a. client side:
= operating systems: Windows 7, Windows 8, Linux @shDistribution 6.6. All systems were
installed with default settings, all recommendeclusigy settings were applied;
= test applications developed by the author. For \&ivel family systems Embarcadero®
Delphi XE 4 were used, for Linux system softwaredzhon: Python 2.4.3;
b. server side:
= operating system: Linux 3.10.9;
= test software based on: Python 2.4.3, Perl v5,HRHP 5.3.3;
= tcpdump tool was used to monitor server networérfate.

2. Test results

2.1. Default system configuration

Background:

None of operating system parameters were changed.
Results:

All of tested systems did not block outgoing netkvaonnections, therefore test application
successfully send all necessary data to the sezgardless used protocol.

Surely, there is possibility of blocking some TCRdér UDP ports by internet service
providers, to improve reliability in that cases therver should listen on all possible ports, and
monitoring application should try to connect to afiyhem.

Remarks:

There some tests were done on such “unfriendlyireninents and the most popular port that
were remain opened were 443/TCP (HTTPS - Hyper Textsfer Protocol Secured) and 123/UDP
(NTP - /Network Time Protocol/). To make the seriisten on all possible ports there is no need
for open thousands of listening network socketdsienough to redirect all connections from
a network interface to single opened port on anattterface.

2.2. Application blocking

Background:

On windows family operating systems user can bjmaiticular application on system firewall.
When the test application was blocked all atteniptsend any data were unsuccessful. Tries used
TCP protocol ends with failure at connection statbile UDP based attempts received no data.
On the server side no network activity were recdrde
Method:

To break the blockage helper application can bel.uSence system firewall blocks only one
particular application, defined by its path and eanthere were prepared additional small
application that was included into main applicatama resource[l], when application is unable to
connect to the server the helper was extractedstoahd executed as standalone application. To
ensure communication between main application aedhelper any interprocess communication
tool might be used. During test procedure anonynpguss[2] were used.

Results:

The helper application could freely communicatehwihe server despite blocking main
application on the system firewall.

Another option to pass some data to the servesirsgudefault system Internet browser and
HTTP protocol[3]. The application prepared spetl&L /Uniform Resource Locator/ that include
the data as GET parameter then pass it via ARldmperating system. For instance ShellExecute
function could be used.
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The second way has disadvantage of being visibtbdauser, even if the application tries to
hide the Internet browser window by using SW_HID&rgmeter, the browser window remain
visible and requested URL was opened in new tab.

Since only windows operating system can easilylkkingle application from network access
test procedure on Linux system was skipped.

2.3. DNS spailing

Background:

Internet communication basically is based eithediPmaddresses or domain names. As far as
software use monitoring is considered both appresdiave their advantages and disadvantages.
When we provide server address as an IP addressotheunication will fail when the server IP
address is changed, user can also block easilyesiRgaddress. On the other way using domain
names makes the communication independent of IRgelsaand what is more important it is more
difficult to block communication by domain name. forunately user can spoil DNS system by
adding fake entries in systdmosts file[4].

Results:

There is no universal recipe to avoid DNS spoilingprid systems or own DNS mechanisms

should be working.

2.4. Server address blocking

Background:

User can block the server IP address on systemvdilethen all attempts to make connection
with the server will not be successful. What is enall above mentioned ways to break this block
do not work.

Method:

On all tested operating systems we can block silgjladdress, on Linux system we can use
iptables tool to drop all outgoing packets, on vawd family systems we can use built-in system
firewall. It is important that in some Windows 7evpting system installations there were need to
create two separate firewall rules one for TCP quoit and other for UDP protocol. When we
create single rule select all protocols. Sometitv@sdows 7 changes the protocol to HOPORT on
itself and the rule does not work at all, it seembe a system bug.

Beside blocking traffic between the application dhe server on local computer firewall we
must be aware that communication may be blockéut@tnet Service Provider infrastructure.

To send data in a such difficult circumstances @utlecides to utilise features of DNS/Domain
Name System/ protocol[5].

max 255 characters
max 63 characters
N-th Third Second o
level domain level domain level domain LSiElCEuE
exam pIe . edu pl

L» subdomain of .pl

subdomam of .edu.pl
subdomain of .example.edu.pl

Fig. 1. Structure of a fully qualified internet domain nam
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In the case study special DNS server daemon weygped, fully qualified third level internet
domain was redirected to the server. Having kndwat tmaximum length of domain name is 255
characters, thus capacity of single data “pacleP55 minus length of the suffix subdomain and all
required dots. During the research test data cown$i®ne packet, additionally prefix of unix
timestamp was added to prevent caching the datatéynediate name servers.

Since domain name must consist only of small Ligtiters, digits and hyphen sign, to transfer
binary data Base32[6] encoding were used.

time stamp data divided into suffix domain
(10 characters) 63 chars blocks name

Fig. 2. Structure of domain name used during research.

After packing the data into domain name standartword functions, (for example
GetHostByName) were used.

Results:

The system based on the DNS solution could sendbtdl even if IP address of the server was
blocked. The system works even in an environmergrevionly possible internet communication
was WWWw access via proxy server.

Remarks:

It is worth to notice that due to hierarchical stuxe of DNS servers in the most cases it was
not the tracked user computer that connect to ewves, but it was internet service provider
(or other selected in network configuration) nareever, so it is crucial to include local IP address
in the data.

3. Conclusion

The aim of the research was to present ways of taamg use and detection illegal use of
computer software, ways of blocking tracking softvhy dishonest users and at last but surely not
at least ways of breaking through such blockagks.sSummary is shown in the table 1 bellow.

. . Helper System Data over
Connection blocking TCP UDP o )
# tool used Connection Connection application :Onter net DNS
r owser
1 | None Works Works Works Works Works
2 | Application blocking Works, but
(Tested only on windows| Do not work Do not work Works might be Works
family OS) visible to user.
3 Works only Works only Works only Works only
DNS spoiling when server when server when server when SEIVer | \viorks
address is address is address is address is
provided as IP| provided as IP| provided as IP| provided as IP
4 | IPblocking Do not work Do not work Do not work Do not work Wksr

Tab. 1. Comparison of blocking tools and tracking methods.

Given the above, transferring data over DNS prdteeems to be the most efficient system to
track using of proprietary software. Neverthelgsss ithe most complicated method with many
disadvantages due to limitations of very simple RonmName System protocol. In the most cases
amount of data that is to be passed to trackinges®ris not too big, therefore only small
modifications of above mentioned approach will leeassary to transfer the data exceeding size of
single packet.

Author know that there are many more blocking t@wid believe that there is much more ways
of tracking users that use software in an illegayw
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Abstract. All municipalities in the Slovak Republic, whiclave established its own police, had to prepare a
report of their activities since 2004. This repdescribes basic tasks, implemented preventionitesiand
projects, material and technical equipment, codjmeravith other authorities, repressive activitias,well as
various statistics in reports. 10 years have passeil is appropriate to assess how individual igipalities

lay themselves out to preparation of reports cangid the activities of municipal police, alsostno less
important to evaluate the development of humbemahicipal police and the number of its members.
Likewise it is appropriate to analyze the evolutiand structure of offences recorded. Based on these
analyses, it is possible to propose measureshbatdhelp improve activities of municipal polias well as
supervision of municipal police.

Keywords: Municipal police, municipalities, offense, actwiteport, security.

1. Introduction

Regulation of Ministry of Interior of the Slovak Rablic (hereinafter the "ministry”) no.
532/2003 entered into force in 2003, from whicHdwik the obligation for municipalities with the
establishment of police to do and approve a repidite activities of the police. The report aftiee t
approval of the municipal council shall be signsdtbe mayor of the municipality and then the
previous year’s report is sent to Ministry by 3@sMarch. Ministry serves as the supervisor of the
municipal police. In the case of no delivery ofiaties report, municipality could be fined by
Ministry up to € 1,659.

Municipalities had a duty to write these report2005 for the previous calendar year for the
first time. The situation in Slovakia has changed ten years. The social situation, the security
environment, but also citizens' lives were affecbgdthe financial crisis to a large extent. The
financial crisis has caused less income to munigypludgets, which result an investigation in all
areas. Security area was also affected by mangri&aathich is why there were a different changes
both in the number of municipal police, but alse ttumber of their members, not least the number
and structure of violations detected [5].

1.1. Activitiesreport of the municipal police

The form and content of the activities report o tihunicipal police is already given by the
mentioned regulation. It is divided into descriptiand tables from a formal point of view. The
descriptive section provides information on thefgnance of the tasks of the municipal police in
emergencies, tasks to ensure public order andbiation of the prohibition of alcohol ingestion. It
also includes a description of the co-operatiomwther authorities, the names and descriptions of
performed prevention projects, information on ugelicles, equipment and gear, tools, CCTV and
other important facts related to the activitiesha municipal police [6].

Table section can be considered as a statisticiibgse It consists of a statement of statistical
data, which has 5 parts. Each section containgnrdon on the number of members of the
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municipal police, the number of complaints againstmbers, on interventions and coercive
measures activity, on the tasks of the municipdicpoas well as information on violations
registered.

1.2. Violations dealt with municipal police

The functions of influence of the municipal polieee preventive and repressive. Crime
prevention means purposeful activity, which aimgrevent, suppress and avoid the commission of
crime. Complementary concept to the concept ofgagen is repression — suppression of crime by
legal ways. Repression starts at the time of failmmeans and methods of crime prevention - If
despite preventive measures will be committed cifibhe

One of repression tasks of the municipal policghes investigation of violations. Violations
which are competent to handle municipal police lwamlivided into following groups:

= disturbing of traffic regulations,

= offences against public order,

» offenses against civil coexistence,

= offenses against property,

= violating local binding legal regulations,

= other violations.

Other violations can include, for example, violasowithin protection of the environment,
culture, protection against alcoholism etc. [7].

2. Trend analysisof municipal policein the Slovak Republic

Municipalities meet the obligation to submit adie$ reports of the municipal police by the
deadline in most cases. Ministry can thus draw w@oraprehensive activities report of municipal
police in the Slovak Republic, which provides armiew of the most important areas of activity
of individual police for the year.

2.1. Fundamental analysis of municipal police activities

The number of municipal police is a key indicafbinere was a slight increase in the numbers
municipal police founded since the beginning of itming activities of municipal police in 2004,
which is related to another indicator — the nundfenunicipal police members. It is also a growing
trend and in 2012 for the first time exceeded 2,5mbers. Fig. 1 shows the trend of these
indicators [3].
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Fig. 1. The trends of numbers of municipal police and neralf municipal police members

It can be concluded from the graph that on a nunebenunicipal police and the number of
members is strong correlation dependence. Harmsrgoawth of both indicators only undermines
in 2011. There has been a reduction in the numberumicipal police, but also a reduction in the
number of members in 2011 [2]. It is seen that nemds municipal police keeps the value of 166
and the number of members oscillates above 25@Qeitast two years. Tab. 1 shows the trend of
number of municipal police from regional point aéw.

Region | 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 Nurcl)wfber
police

BA 7 7 7 8 10 11 11 11 11 11 73

TN 17 17 17 18 18 18 18 18 18 18| 276
TT 15 15 15 16 16 16 16 15 16 16| 251
NT 37 36 36 36 36 37 38 38 39 39| 354
ZA 18 18 19 20 21 21 21 22 21 21| 315
BB 22 20 21 21 22 22 22 21 21 21| 516
PO 20 21 17 20 21 22 22 21 22 22| 665
KE 16 17 21 18 18 18 19 18 18 18| 440

Tab. 1. The trend of number of municipal police in Slovakgions

An interesting fact is that 20 towns in Slovakia diot set up municipality police. The most
towns (6) without municipal police were in BanskgsBica region, while every town in the Zilina
region had founded own municipality police. Theraswonly one town without founded municipal
police in Bratislava and Nitra regions two townsinnTrertin region, three towns in Trnava and
KosSice regions and four towns in PreSov region.
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Fig. 2. Trend of complaints to members

Citizens are able to complaint about members of rthenicipal police. The number of
complaints has a decreasing tendency. The most laortg about the work of members were
recorded in 2006. Over 90 percent of complainteHaeen evaluated as unfounded by Department
of supervision over the activities of the municigadlice. Number of substantiated complaints
oscillates around the value 27.

2.2. Activitiesin thefield of investigation of violations

Detecting and investigating violations is the masportant activity of municipal police.
Recorded violations can be grouped according talvenghey were identified by own activities of
municipal police or have been notified to the mipatpolice department by citizens. On average,
85 percent of all violations were detected by ovetivdies of municipality police while the
remaining 15 percent were notified.

Municipality police can resolve violations by relmds or awarding a fine. Fig. 2 shows the
trend of violations recorded and trend of inconafifines.

espmmNumber of violations  eslls|ncome from fines [€]
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Fig. 2. Number of violations recorded and income fromdine

The only significant decrease in the number ofatiohs was recorded in 2005. The number of
violations against civic coexistence significantdgcreased from 71,620 to 1,504 violations in
comparison with the previous year. Funds obtainediaipal police for fines increases every year
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except for the last examined year. Traffic safetgriority for municipal police in view the structu
of violations. Violations of this kind shall regukaalmost 60 percent shares of all violations.. Bg
shows the average structure of violations recofdedll 10 years.

m Offences against public order
3% 8% 1%3ty

(]

26% Offenses against civil
coexistence

| Offenses against property

W Disturbing of traffic regulations

B Violating local binding legal
regulations

59%

B Other violations

Fig. 3. The structure of violations from 2004 to 2013

A closer analysis shows that the structure of tlaéatrons for each year is stable and has not
changed significantly. The exception is trafficlaitions, the number of which is from 2008 to 2010
increased by about 75,000 and has since held staayund 250,000. Number of violations of
local binding legal regulations fell from 141,0002008 to 60,000 in 2011.

3. Conclusion

Economic, political, social and educational as veslthe demographic situation affects the
development of society. Security is one of thedatbrs of the quality of the society in which we
live. Armed security forces as the Police corpshaf Slovak Republic and Slovak Armed Forces
supervise the external but also internal secufityhe State. Municipal police provide protection of
persons and property on a regional basis.

The activities of municipal police are monitored the Ministry of Interior. There exists
obligation for municipalities with established meipiality police to send a report of the activiteds
the police to Ministry since 2004. The report déss the activities of the various factors of the
municipal police. Basic indicators are the numbemembers and the number and structure of
violations recorded. The report also contains oiti@rmation as description of prevention projects,
the co-operation with other authorities, on usediggent and gear, tools and other important facts
related to the activities of the municipal police.

The number of municipal police increased by 141foryears with the result that security is an
important factor for the municipality, since despihe economic crisis some municipalities have
established municipality police. The number of memshwas also continuously rising. The number
of members for the first time in history exceedesD® members in 2012. Nevertheless, Slovakia is
not able to achieve optimum state — one memberl@0 inhabitants. To compare, the Czech
Republic, there is one municipal policeman for @0ple in average [4].

The number and structure of violations can be damed as the second most important
indicator. In view of the number of violations isen a slight rising trend. Only the year 2005
marked the significant reduction in the total numbgviolations because of reducing violations
against civil coexistence of 70 000 compared to4208mount of funds rose from fines for
violations continuously increased every year u2@l3, when it first decreased. Traffic violations
accounted for more than half of the recorded viotett in view of structure. This may be related to
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the fact that the highest income from fines flowrtanicipalities for such violations. Violations of
general regulations of municipalities represent uab®5 percent of all violations and other
violations can distribute the remaining 15 percent.

In the future, it is necessary to reach the nunobenunicipal police as well as the number of
their members will increase and approach the optiomndition — one member for 1,000
inhabitants. It is also important to think aboutdifging statistical part of reports and to suppl@te
it, for example, information about CCTV, ARC or thumctioning of a sheltered workshop.
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Abstract. The critical transportation network is importaotgerve the national priorities such as economic
sustainability and growth, but as well plays impattrole in disaster management and is subjecazards.
Choose adequate criteria for identification of thiical elements is important for the nationalgéy. In

this work we focus on these criteria. We analysstiey criteria and propose new criteria and neivcet
limit values for potential elements of the critidafrastructure in the rail transportation. The gweed
criteria are intended to be applied in real coondsi of the rail transportation to identify the puial
elements of the critical infrastructure.

Keywords: Identification of Critical Infrastructure, Rail &nsportation, Sectoral and Cross-cutting criteria.

1. Introduction

The transportation network (TN) is important toveethe national priorities such as economic
sustainability and growth, social development, ping security and public order, operational
capability of the armed forces, it plays criticaler in delivering disaster relief, or facilitatimgass
evacuations, etc. Some parts of the transportaieiwork are more important than the others,
resulting in identification of the notion of criitinfrastructure (Cl) — a subset of the transpimta
infrastructure that is of the particular importarecel interest.

Elements of the rail TN or other systems can besidened as critical if their serviceability
disruption or destruction can have a major impacfulfilling the basic functions of state and its
security. The identification of these elements ignprily based on the selected criteria. These
criteria are divided into two groups: (1) sectoaad (2) cross-cutting criteria. Sectoral criteria
identify significant elements within the chosentse@nd cross-cutting criteria are the same for all
sectors of Cl. Both of them have determined ciiticait values. To qualify the elements as critical
infrastructure required to meet at least one ofdbetoral criteria and at least one of the cross-
cutting criteria.

In this work we propose criteria for identificatiohCl in the rail transportation, specifically on
its linear parts (bridges, tunnels, railways). Passenger and cargo station as object elements will
not be consider due to research focus. The prop@$ased on proportion of the population of EU
and the SR.

Establish relevant criteria for identifying CI elents required to implement a critical analysis
of existing conditions. Based on the analysis aktexg criteria is possible (1) to accept these
criteria (or some of them), (2) accept them but ifiyokimits values or (3) refuse existing criteria
and then identify new ones. Subsequently are seleitte relevant criteria and limit values for
further work and can be identified the potentigneénts of the ClI (PECI) in the rail transportation.
The proposed criteria are intended to be appliedahconditions of the rail transportation.

-111 -



TRANSCOM 2015, 22-24 June 2015
University of Zilina, Zilina, Slovak Republic

2. Analysis of the existing criteria for identifying of the critical infrastructure

The criteria for the identifying elements of ECI neeoutlined in Directive [1] and were
recommended for the member states of the Europe@nUSeveral states have implemented them
into their CI protection systems but borderlineues of criteria were determined by each state
independently. Most of these limit values are scthpd some classification level (except the Czech
Republic (the CR), Hungary). Therefore are limifues not publicly available.

Under the Act of critical infrastructure [2] is wl#fying of the CI in the Slovak Republic (the
SR) based on implementation of the sectoral andsetatting criteria. In order to make first
selection of CI through CI sectors are first applsectoral criteria. Subsequently, cross-cutting
criteria are applied. Element of CI must meet asieone sectoral criterion and one cross-cutting
criteria.

2.1.Cross-cutting criteria

First steps in the process of determining of Che SR were carried out in “Conception of ClI
and methods for its protection and defense in ¥d@public”. This conception was approved by
Government Resolution [3]. Next step was adoptbrthe Act on critical infrastructure [2] by
which were established the cross-cutting critegi@awant to all sectors. The criteria in this Act ar
different from the Concept and based on predefangdria that were established by the EU [1]. By
Act [2], cross-cutting criteria are set down by ecied:

= casualties criterion (assessed in terms of thenpiatenumber of fatalities or injuries),
= economic effects criterion,
= public effects criterion.

Under the Act are not set borderlines for CI idigsdtion because they are subject to a degree
of confidentiality. This fact creates a room foeithown interpretation and determination. The
existing borderlines of the criteria for Cl of CRRy proposal in dissertation of Baakova [4] and
for proposal of the Transport Research Institut®IfT[5] are based on the Directive on the
identification and designation of European CI [@pecific values are given in the tables 2, 3 a 4.
The borderlines of these criteria are not justifi€tlerefore, was designed a common proportion
proposal for borderlines calculation based on kngalnes of the ECI borderline and population of
EU and SR.

Casualties criterion

The borderline values for ECI identification (giventhe table 2) according to the non-public
part of the European Directive [1] which is intexy@d in articles [4], [6] and [7]. These borderline
values were established on 5000 injuries and 5@(itfas. In addition, at least 50% of these values
must be in another state. It assumes transnatiomphct within at least two states. CR in
Government regulation have set half of the valugs Hungary also adopted Government
regulation [9], which states specifically bordeglimalues for cross-cutting criteria. In the Slovak
law there are not publicly known borderline valoésany criteria.

Population of the CR is about two times higher thmathe SR but the CR set 10 times higher
levels (compared to B&akova and TRI). Significant differences are alstween the Hungarian
borderline values but these are divided by timeosxpe. Half ratio from ECI borderline value used
by the CR says on the one hand that if this coonlii fulfilled just in the CR and other injuries o
fatalities in another state will not occur, it skbbbbe intended to be part of the Cl. On the other
hand, this value appears to be excessively higausecsuch an impacts on the population may
cause only few elements in CR and only when catplic scenarios are taken into account. The
borderline values according to dissertation of¢izdkova and TRI are set at 5% compared to the
European borderline value but this level is notifiesl.

The borderline values of the criteria can be deteeth based on the proportion of the
population of the EU and the SR and the bordenialeies of cross-cutting criteria for ECI. To
calculate these values information about the EWfation (Table 1) are required [10] The average
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population number in an EU states is about 18,00omi Fulfilling the borderline value of criterion
for ECI assumes two states with average populaifoR*18,01 which is equal to 36,02 million
residents. The borderline value for causalitieeedon can be designed by a simple relation - the
proportion of fatalities (injuries) for ECI and ©f the SR and the average number of residents in
two EU states and population of the SR. The calicuias expressed by the formula (1) and (2),
results are shown in table 2 as a proportional ggah

Indicator for 2013 EU EU average the CR the SR
Population [mil] 506,70 18,01 10,52 5,41
GDP [mld €] 13650,01 - 158,00 75,60
Tab. 1.Basic data on population and GDP of EU, the CRtha®R [10]
I — I EU |]F)SR (1) F - F EU DPSR (2)
S 2 DA PEU R 2 |:lAPEU

where: ARy — the average population of the EU,
Psr — the population of the SR,
leu — number of injuries for ECI,
sk — number of injuries for CI of the SR,
Feu — number of fatalities for ECI,
Fsr — number of fatalities for Cl of the SR.

Cl in the given state Injuries Fatalities

ECI 5000 500

Cl of the CR 2500 250

CI Hungary w?th?n 24 hours 75 20
within 72 hours 150 40

Bartiakova 250 25
Cl of the SR TRI 250 25
Proportional proposal 750 75

Tab. 2. Borderline values of casualties criterion forritigcation of ECI, Cl of the CR and CI of the SR

Economic effects criterion

Economic effects criterion is assessed in termghefsignificance of economic loss and/or
degradation of products or services; including pt& environmental effects. The borderlines
values of this criterion for ECI, ClI of the CR a@tlof the SR are given in table 3. The values were
calculated based on GDP in 2013 (table 1) [10].

Economic effects borderline value for identificatiof Cl in the CR are identical with the
borderline value criterion for identification of EQD,5% GDP). Compared to the level of 500
million € for ECI (what is alternative borderlinalue to 0,5% GDP) represents 0,5% of GDP for
CR value 790 million €. For the SR it would be 3Wdlion €. These are very high values and
therefore the borderline value based on percerdbG®P does not seem appropriate.

Proposals from the dissertation of Bakova and TRI represents a proportion amount 50,
of the borderline value of 500 million €. None bktvalues is supported by deeper reasons and
therefore it is possible to discuss if they haverbéefined properly.

For the calculation of the borderline value will &gain used proportional proposal (3) under
the borderline value of ECI and the populationtef EU and the SR. In this case, not the average
population in states of the EU but the total popalaof the EU is used because the criterion does
not deal with transnational impacts.

EE.-

where: Ry — the population of the EU,
Psr — the population of the SR,
EEsy — economic effects borderline value for ECI,

_EE.OP

P., ()
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EEsr — economic effects borderline value for Cl of 8fe.

Borderline values of economic effects criterion
Cl in the given state Share of GDP Value [mil. €] The financial expression
[%0] ' of share of GDP [mil. €]
ECI 0,5 500 GDP of given state
Cl of the CR 0,5 - 790
Bariakova - 2,5 -
Cl of the SR TRI - 2,5 -
Proportional proposal - 5 -

Tab. 3. Borderline values of economic effects criterionifientification of ECI, Cl of the CR and CI of tisR

Public effects criterion

Public effect is considered to be significant g is a physical suffering or disruption of daily
life of the population. This criterion includes hiih the transportation sector a number of
passengers using the railway section. The bordeviatues for ECI, CI of the CR and CI of the SR
are in the table 4. The proportional proposal$e ahcluded.

Compared to the borderline values established foF 250 000) CR set 50% of this value,
Barciakova [4] in her dissertation set 5% and TRI [&] walue 60 000. These borderline values also
have not been more substantiated, although thelpased on the ECI borderline value. The value
of 12 500 appears to be very low, since the cateshould be suitable also for road transport. In
the road transportation are reached significaritipér values of daily transport intensity. Therefor
is proposed the borderline value (table 4) basetherpopulation proportion of the EU and the SR
(similarly to casualties criterion). The calculatizvas performed by formula (4).

_ PE., 0P,

PE«="50Ap, (4)
where: ARy — the average population of the EU,
Psr — the population of the SR,
PE:y — public effects borderline value for ECI,
PEsr — public effects borderline value for ClI of the.SR
Clin the given state Physical suffering Disruptionof daily life
ECI 250 000 250 000
Cl of the CR 125 000
Barciakova 12 500 | 12 500
Cl of the SR TRI 60 000
Proportional proposal 37 500

Tab. 4. Borderline values of public effects criterion fdentification of ECI, ClI of the CR and CI of th&S

2.2.Sectoral criteria

The sectoral criteria are technical and functiociteria of the specific Cl sector. Act on
critical infrastructure of the SR [2] does not éshed specific sectoral criteria. Sectoral créer
were determined within the research project of TiRd (an initiative of Ministry of Transport,
Construction and Regional Development). TRI proside mechanism for identifying the CI in
transportation (for road and railway transportatidResearch addresses sectoral criteria of TN
(important sections of the transportation netwahkyl sectoral criteria of transportation elements
(elements of the same function - bridges, tunretégjons, etc.). In terms of the CR sectoral dater
are known as well as cross-cutting criteria. Irs thiticle are considered only the proposed criteria
by TRI and the CR because there were not obtaitiext oriteria and their borderline values. Based
on the analysis were selected appropriate criteriaur proposal.

Sectoral criteria of TN

In the mentioned research project were establiskeetbral criteria of TN and sectoral criteria
of elements. Sectoral criteria of TN were determias follows [5]:

= impact on the mobility,
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= impact on the economy,

= part of the TEN-T network,

= impact on transit transport,

= daily average traffic intensity by railway category

Among CI in railway transportation in terms of t&R would belong (1) national railways
which serve to the international and national pagp(part of the European railway system) and (2)
operational systems and systems of organizatiaraibfraffic in relation to the European railway
network (central, regional and local dispatchingtee[8].

Criterion impact on mobility is not expressed by thorderline value. It examines if the
connection of lower levels centers (smaller citiwgh higher levels centers (big cities) is proxdde
Some railway sections provide only cargo transpord therefore they have no impact on the
mobility. The impact on mobility is widely basedterion. All railway sections provide a certain
level of mobility, therefore, for our proposal wilbt be considered.

Similarly, the criterion impact on economy disciss#iee significance of the railway sections
which ensure the availability of industrial parksdaintermodal transport terminals for cargo
transportation. In the proposal of the criteriathss criterion not considered because there are
always possibilities to deliver cargo by the ottygre of transportation (mainly road transportation)

Important factor for our proposal is the criteritpart of the international corridors of the
European TEN-T". The importance of these corridsrstressed by national cargo transportation
but mainly by using those corridors in internatiotevel and for transit transportation. This
criterion considered also the CR as one of therohed criterion deals with the international
transportation.

Criterion impact on transit transportation appdarbe redundant, taking into account the fact
that transit transportaiton is composed by thréermational railway corridors that are included in
the criterion "part of the TEN-T". In terms of Clpmear other railway sections of transit
transportation to be less significant, so it's netessary to consider these section and also this
criterion.

The average daily traffic volume is very importamtthe context of the proposed criteria but
the borderline value will be determined only on tialy intensities basis of railway sections that
are related to the part of the TEN-T corridors, bgtindividual categories of railway sections as
was proposed by TRI.

Sectoral criteria of transportation elements

For purpose of this article are in terms of sedtorideria of transportation elements important
only sectoral criteria relating to the railway lges and tunnels.

For railway bridges was determined criterion “bed¢ength” and borderline value was
determined to 250 m [5]. The value 250 m takes attwount the assumption that the railway bridge
of which length will not exceed this value will tase of destruction temporarily recovered by a
steel truss separable bridge type ZM 16 - 1p2s posed of three fields of 64 m and 58 m box). In
the case of bridge which exceed borderline valueotsconsidered to be temporarily restored but
will be build new one (estimated duration is longen one year). This criterion is relevant for our
proposal and will be considered in the identificatof the critical elements of railway TN.

For a railway tunnels is the basic characterisigngth of the tunnel tube”. By TRI [5] was
determined borderline value for this criterion @0Q@ m. The railway tunnels which length does not
exceed 1000 m, can be restored in such a timeddtang which there will be no considerable
economic losses. For our purpose will be this katetaken into account but this borderline value
is questionable because TRI does not consider smmects such as structure of the subsoil, rock
type, etc.
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3. Proposal of the criteria for the identification of the critical rall
transportation elements

After evaluating the existing sectoral criteria ata#ting own reflections into account were
determined criteria and borderline values for ideattion of Cl elements (table 5).

Sectoral criterion Specifications / Value PotentiaCl element
The railway section is not part of the TEN-T or
. i X . NO
- is not classified as 1. category railway section
Significance . o .
The railway section is part of the TEN-T or i
" ; . YES
classified as 1. category railway section
< then average performance of passenger pr NO
cargo transportation on specific railway sectipn
Performance
> then average performance of passenger YES
cargo transportation on specific railway secti
. <250 NO
Bridge length > 250 YES
< 1000 NO
Tunel length >1000 YES

Tab. 5. Borderline values of sectorial criteria for Cl mdification

After evaluating the existing cross-cutting crigeeind calculating were determined borderline
values for identification of ClI elements (table 6).

Cross-cutting criterion Value Potencial Cl element
. <75 NO
Fatalities >75 YES
Injuries <750 NO
: >750 YES
. < 5 mil. NO
Economic effect =5 mil. YES
. < 37 500 NO
Public effect >37500 YES

Tab. 6. Borderline values of cross-cutting criteria fori@éntification

4. Conclusion

There is no common methodology for the implemeatatif cross-cutting and sectoral criteria,
together with the determination of the borderlirdues. Therefore each member state of EU
determines CI differently. The actual criteria gevdot of space to own interpretation and there is
not clearly established their content. In the &tiovere analyzed existing criteria and their
proposals. Just few criteria or borderline valuess vappropriately explains and therefore their
accuracy is uncertain. From this reason have bekstted and proposed new criteria and their
borderline values. As discussed, the proposedrieritee intended to be applied for identification
process of critical infrastructure elements in ti@hsportation and this is our intention to do so.
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Abstract. The theme of this article is to establish a finaracteristic of the selected material using a data
obtained from tests performed on a cone calorimdter this purpose, is on a cone calorimeter tested
specimen of PVC flooring, which description is maddethe first part of this article. The second part
already working with the test results. This parbwb the resulting table that lists all the measured
parameters and their values. The end of articteimted to a fire characteristic of the floor usihg major
parameter - the heat release rate during the test.

Keywords: Cone calorimeter, heat release rate, PVC floofing safety.

1. Introduction

Cone calorimeter is a device that can detect a npmargmeters of tested material. Main
parameter, the heat release rate is definitely toesharacterize the combustion of any material.
Testing of materials but brings many questiong, tfast be solved. One of them is the treatment of
the material, because although with the calorimederbe tested, so to speak, any type of material,
but naturally flat products represent the mostdgpexample and in terms of representativeness and
the comparability of the results the best variétge flooring for testing for purposes of this ddic
is therefore simple solution to this question. Amtquestion is the data collection during the. test
On the one side, there is the table of measuregineers with those values (some with time of
their maximum reach) and the other side represtr@scontinuous data collection at specified
intervals. Result of a continuous data collectimnXY graph, which showing the evolution of the
parameters over the test. Comparing both methadsaae the problems of good characterization
of each tested material.

2. Tested material

To characterize the behavior of the material wasseh PVC flooring, which is a product of
Slovenian company Juteks, d. o. 0., focusing itsviies exclusively to the production of PVC
floor. Tested flooring was called Actual Plus. Thimodel is designed to use in accommodation
spaces, with an average load such as living roanmgiroom or interior hallway. Total thickness
of this model is 2.8 mm and sub-layer floor ha®ant structure, that this floor is soft and very
flexible. The manufacturer also declares the silitatof the premises with underfloor heating
[1,2].

3. Test conditions

Test was carried out according to 1ISO 5660-1 onreecalorimeter, belonging to the Institute
of safety, environment and quality. This institéés under the Department of Industrial Safety
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Materials Science STU based in Trnava. Basic dataitathe specimen, the default setting of the

calorimeter and the surrounding atmospheric cambtiat the time of the test are mentioned in
Table 1.

infor mations about the specimen
exposed surface area 88,4°cm
distance from emitter 25cm
orientation horizontal
calorimeter settings
heat flux of cone emitter 30 kWim
flow rate in duct 2415
calibration constant C 0,04215
duct diameter 11,4 cm
delay from analyzer © 15s
delay from analyzer CO 15s
delay from analyzer CO 15s
atmospheric conditions
O, concentration 20,951 %
CO, concentration 0,066 %
temperature 22°C
pressure 99,26 kPa
relative humidity 50 %

Tab. 1. Information about the specimen and test condition

4. Test results

The test results are summarized in Table 2 andeTabllTable gives the values of monitored
parameters, together with their units, possibhhwiine to achieve value during the test

. Evaluation
of the test results follows the Table 2 and Table 3
infor mations parameter unit value
spit():ionlflten thickness mm 2,8
start mass g 13,85
test times time to igniton S 15
time of non-flame combustion S 195
end of test S 300
70% mass lost S 80
maximum parameter unit value in[s
values of heat release rate kKWm 173,612 70
parameters _
heat of combustion MJ.Kg 39,856 105
mass lost rate g's 0,1167 55
specific extinction area [ CR 1736,2 85
CO yield kg.kg' 3,1437 240
CO, yield kg.kg" 43,0096 240
Tab.2 Testresults part 1
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test results parameter unit value (in 15s- 300 )

total release heat MJm 14,204

total oxygen consumption g 9,2903
average heat release rate kW.m 49,8392
average heat of combustion MJkg 14,9523
average mass lost rate 9.s 0,02911
average specific mass lost rate Tons? 7,9997

total mass lost g 8,3977
average specific extinction area 2 ky 641,654
average CO vyield kg.Kg 0,04488
average CQyield kg.kg" 1,10101
total smoke volume frm’® 610,345
total smoke production m 5,39544

Tab.3 Testresults part 2

Data in Table 2 and Table 3 shows that a many peteas of the tested material can by
determined using a cone calorimeter. Data can bellextly used to compare with the results of
tests another materials but each value as givehertable not to have a high information value.
Much more important is the monitoring of the depshent parameters in intervals and their
transformation into the XY graph.

5. Characteristic by heat releaserate

As mentioned above, although the data in Table® Table 3 represent the great source of
information for the comparison with other materiad® not provide a sufficient picture of the
development of combustion flooring during the tésir this purpose allows the cone calorimeter
continuous collection of values measured parame®ith this data can observe the development
of the monitoring parameters to determine the bBehavior of flooring during the test. Best
parameter, which can thus be used, is the heaselate. It is a basic variable which is deterthine
by cone calorimeter. Following chart is compileddata heat release rate for flooring Actual plus
is shown in image 1. Characteristic of this flogrirusing this chart is made under
Figure.
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Fig. 1. Development of heat release rate for Actual Plus
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On the curve of heat release rate can be seetthia¢ beginning tested material absorbs heat
radiation from the emitter and the surface of gpea is gradually begin emit flammable gases.
This can be seen in the relatively slow increase retease rate at the beginning of the graptdn t
15-second test is release of flammable substandksient to form a flammable concentration and
occurs to ignition and flame combustion, which enaracterized by a sharp rise in velocity on the
graph. In 20th second of test can be observedlitdeycurvature nearly linear part of the curvd. A
this point there has burned a upper layer and rsoexposed decorative layer. Rate even further
increases until reaching its first peak in the 4&tkhond, followed by a brief decline. This decline
causes a burned decorative layer and uncoverirgydayf impregnated glass paper, which for a
short time limit relatively quick combustion of aher flooring layers. Overcoming this layer is
revealed the main part of the flooring, which bumesy well, as can be seen in the re-increasing
rate. In 65th second curve is approaching its seaak and the rate is for a five seconds almost
constant. In 70th second, rate reaches the higlhaést of the test. At this point, the greater it
combustible material burned, occurs because a graéarease in rate and burning in 195th second
passes into phase with flameless steadily. Therk&sdse rate is gradually lowered until the end of
the test.

6. Conclusion

Based on the tests results listed in the tablegaaph evolution heat release rate can be argued
that for good characteristic behavior of the mate(in this case, flooring) is continuous data
collection and subsequent processing of the grapkery useful. However must be noted that the
correct characterization is needed more than jukgsaription of the graph. It is necessary to know
the composition of the material, its physical ameroical properties and of course follow visual
signs of combustion material during the test. Qs dther hand, table of tests result provides only
fraction of information from the test. But it cae lwell used when comparing large amounts of
materials. In the end, therefore, it can be ardhatithe detailed and correct characterizationsis a
needed development graph and table with the reshtisever, need not forget the overall
knowledge of the material.
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Abstract. The paper deals with fire tests made in a scale small-scale model of the object. Model construction
is briefly described the through reducing the incremental method utilized for fire modeling. Fire packages of
pine wood were used within the experiment as a fuel source. Selected measurement temperature results of
original objects and models are compared.

Keywords: Temperature, small — scale model, original object - prototype.

1. Introduction

1.1. Fire scale modeling

Model of the fire compartment was geometrically reduced to 4 dimensional original object
object. The original object object [2] made of brick walls closest to their properties scaled-% match
mineral wool 5 cm thick. Original object dimensions 530 x 485 x 260 cm were reduced to 133 X
212 x 65 cm.
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A) Original object B) Model
Fig. 1. The figure caption is of the style Description; the figure itself is of the style Figure.

1.2. Wall insulation material

The inner walls of the model were covered with mineral wool 5 cm thick. The material was
found out thanks to fundamental relations of scaling (Table 1). During the tests, the material was
exposed directly to the hot gases. Mineral wool was fixed to 1.25 cm thick plasterboard embedded
in the metal frame (0.3 cm thick and 3 cm wide). With the help of glue for thermal insulation
systems was sealed mineral wool to drywall. Closing of outer walls was carried out by screws
placed in 15 cm intervals.
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Type Dimensional scale group
Time (s) Ear
— = (sy/55) 1z
s
Temperature (°C) T, 1
Ty
Pressure (Pa) Py
D = {Spfs,u}l
B
Thermal inertia (kpc) pe/ (kpc) . p o (534 /55)%*
Thickness (k/6) o/ (Kkf8) . p o (5y fspﬁiﬂ

Tab.1 List of correlation scales for models [4]

1.3. Fuel source

The only source of fuel for the fire test was a wood logs placed inside the closed space. The
weight of a package was 3.48 kg. The wood used for lumber represented pine wood with 15%
humidity. The total weight was 20.88 kg of lumbers within the model, representing at full
dimension fire load of 30 kg.m-2 of floor space. Packages were distributed into 6 boundaries,
creating the streets, where the wood wool was added 0.30 kg (weight ratio of cotton and wood chips
in a ratio of 1:70) (Fig.2). Initiation of Fire was performed by electrically ignited 0.030 liters of
alcohol. With emphasis on safety, fire initiation was carried out with the assistance of a firefighter.

Fig.2. Fire wood pack and its placement during the experiment

1.4. Temperature measurement and hardware

Temperature measurements were made of thermocouple and compensating cable connected to
the control panel ALMEMO 5690-1. Registration of temperatures was carried out in 10-second
intervals. Thermocouples have been placed in three vertical planes (vertical dimension) inside the
compartment, and 10 cm from floor level A; 32.5 cm from the floor, the plane B; 1 cm below the
ceiling plane C (Fig. 3).

i
Arovina @714 + % T13 @] 12

Brovina ¢ 73 on @l s

325em

C rovina 0 74 é en
i |

Fig.3. Location and marking of thermocouples

2. Comparing of thermo profiles of original and model

Fire test was carried out at High School of Fire Protection Ministry of Interior, Zilina (Stredna
Skola poziarnej ochrany MV SR v Ziline).
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. . Wind Ambient
Test ID. Date of Fuel Weight .Wm.d velocity temperature
measurement [kal direction [m.s'] °C)
D/30 23/1/2014 20,88 + (0,30)* SSzZ 0..5 -17

Tab. 2 Test description

2.1. Comparing of thermocouple installed inside the tested space

Fire test with fire load of 30 kg. m™ on the floor space was realized as an input test of the
accuracy of the compilation of the object model geometrically reduced to 1/4 and at the same time
the application of area scale parameter s1/4.

The following graphs show the measured gas temperature inside the building. They compare
test results with the same fuel (bales of pine wood with 15% moisture content) and the same amount
of fuel. The curves 1 and 2 capture the mean of the temperatures in the planes A, B, C, curve 1
shows the experimental temperature gas fire determined as the average temperature in the
horizontal plane and the (1 cm from the top), B (32.5 cm from the floor), C (10 cm from the floor).
Curve 2 shows the temperature in the horizontal plane just below the ceiling structure (1cm).
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Fig.4. Average temperatures of object original object
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Fig.5. Average temperatures of model

We have made a comparison of the average internal temperature within the area of the
measured full-scale (according to the curve of Temperature, Fig.4) and the model (curve 1, Fig.5) at
a time of 5 min, 10 min, 15 min, 20 min, 25 min, 30 min, 35 min and 40 min. In the model, of
course, the time was adjusted according the time scale.
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Fig. 6 Temperatures inside the space full scale original vs model

Figure 6 shows a comparison of internal average temperatures measured in a full-scale and in
the model. Obviously, it turns very good correlation between full-scale object and the model. Figure
7 shows a comparison of the average ceiling gas temperature in a full-scale model. Although, it is
shown that the internal temperatures of gas under the ceiling of the model are somewhat lower, at
certain positions, is a very good correlation between the measured temperatures.

1000 -+
3
g 800~ y=0,8621x+ 112,55
2 R?=0,9717
8 600 -
(7]
=l # protot
@ = 400 - ProTonyP
,E [} B Model
=200 -
o
E
'2 0 T 1

0 500 1000
Temperature in prototype [°C]

Fig.7 Temperature in space full scale vs. model

3. Conclusion

In case of fire modeling in a small scale, the entry test was necessary to find out the accuracy of
the application of the laws of reducing on selected object. Fire test shows that the proposed method
of reducing a confined space is useful for continuous fire tests. Scale of internal temperatures of
small fire works well. The peak temperature of the ceiling gas measured at the inlet fire test shows
good coincidence with the object original object. Time of various phases of fire embedded in the
real fire shows high similarity between model and the original object.
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Abstract. The paper is focused on the problematics of wirgleystem blast resistance field test. Blast
resistance remains a top priority for last yearthwhe increment of such terrorist attacks. The tmos
destructive character of the all explosion effé@s the blast wave. Fenestrations and mainly wisdane
not designed for such load for the high pressureddivs systems are subjected to the blast loadairhef

the presented paper is the description of sucti fesdt, its course, aggrieved standards and codes.

Keywords: Fenestration, windows system, blast load, fiedd. te

1. Introduction

Nowadays terrorism is one of the gravest problentsitis a real threat to states and peoples
safety. The incidents happen not only at world'gléields of Iraq and Afghanistan but also in
centres of developed countries. The attacks of Madvioscow, London, Oslo or recently of
Boston had many innocent victims.

Blast resistance remains a top priority for lastrgewith the increment of terrorist attacks using
improvised explosive devices. During any blast-tgvent, building can be damaged or collapsed
and building occupants can be injured or killederghare various situations of loadings possible.
The direct exposure to blast loading (pressurenhocls waves), the impact of fragments and debris,
impact with surroundings when either a structulainent or person is impelled by the blast waves,
or structural collapse.

The most vulnerable part of the building is ferastn (windows, doors, skylights) and glass
facade systems due to the fact that normally feagsh is not designed as load bearing element
and if it there is not an explicit requirement treg not design for carrying such for such extreme
pressure (how the blast load is).

Our research is focused on the blast resistanceaason of old wooden windows and new
plastic windows used for office buildings. We aregenting the setup characteristic for prepared
open air experimental testing of such windows syste

2. Blast load

The source for the blast load is the detonatiorthef explosive. The real detonation of a
spherical charge runs in such way that the detomatiave extends from the centre of the charge in
all directions. Its front strikes against the surding environment at the charge brim. From this
point the blast wave extends and after the gasipis the reflected one is distributed. The effect
of the blast wave depends mainly on the sort obriton a stand off distance. The blast wave
rapidly increases to a value of pressure aboveathieient atmospheric pressure (positive phase).
After a short time, the pressure may drop below dh#ient pressure. This phase is called a
negative phase.
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Fig. 1 Time profile of the blast wave where:

tis the time after the pressure wave arrival
P is the peak pressure

P, is the ambient pressure

ty" is the duration time in the positive phase

ty is the duration time in the negative phase

The real form of blast wave is approximated wita tegular shape with one peak and then it
drops below the ambient pressure. The peak preestine blast is dependent on the charge weight.

3. Windows system

3.1. Criteriafor the design of blast-resistant fenestration system

The basic criteria for the design of blast-resistanblast mitigating fenestration systems are
that the glass should remain intact and in the éamnoken but not blown out; the frame must stay
attached to the wall; and the wall must remaindinta hold the frame. Protective glazing measures
would also be appropriate for buildings that areated near high-risk targets, even though the
buildings themselves are not considered a target [1
1 i | =

L]

L4040 1050 |40
11 1

Fig. 2:.Dimension of analysed window

3.2. Description and mechanical characteristics

Old wooden windows in the comparison with new ptasindows were chosen for the testing.
Both windows systems have same dimensions. The siaghole windows is 1210 x 1380 mm and
the glass plate width is 1050 mm and height is Ih2@ Glassing is plain plate glass. The age of
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wooden windows is 51 years and the thickness afsgiéate is 3 mm. The wooden windows system
is an old uniform system of windows used in forl@eechoslovakia in 1960s.

4. Field test

4.1. Standard and code background

There are any codes for tis¢gandards for the certification and classificatainthe security
windows against the explosion

STN EN 13541- Glass in building. Security glazihgsting and classification of resistance
against explosion pressuréhe technical code governs the test and the dleestsiin of the security
glazing resistance in building against explosiogspure. The classification of the blast resistasmce
based on the maximal pressure of the blast wawsextén explosion and the time of the positive
phase blast wave. The requirements of the test |lsampd the description of the tests are
characterised by the technical code. All requiregligment (shock tube, equipment for the
measurement, the carrier of test sample are deskctitere. Classification of glazing is divided into
four group according to maximal overpressure (5@30 kPa) and positive impulse (370 to 3250
kPa*ms). Positive phase duration has teb@ ms [2].

e Blast wave characteristic
Classification Positive impulse
class Maximal over pressur e (kPa) (kPa* mg,) Positive phase duration (ms)
ER1 <50,100) <370,900) >20
ER 2 <100,150) <900,1500) >20
ER 3 <150,200) <1500,2200) >20
ER 4 <200,250) <2200,3250) >20
Tab. 1. Classification classes according to STN EN 13841 [

STN EN 13123 — Windows, doors and shutters - Explosion resistanBequirements and
classification.Part 1 is focused on the test using a shock tkbar classes are set according to
maximal overpressure (0,50 — 2,00 bar) and speuifsitive impulse. Positive phase duration has to

be>20 ms.

Blast wave characteristic
Classification class M aximal over pressure (bar?®) Positive impulse (bar-ms)
EPR1 0,50 3,7
EPR2 1,00 9,0
EPR3 1,50 15,0
EPR4 2,00 22,0
Tab. 2. Classification classes according to STN EN 13123}1

The standards describes mathematical relationsbipmaximal overpressure of blast wave,
positive impulse, the positive phase duration anere is the description of test conditions,
methodology and required equipment for such te§8hg

STN EN 13123 — ®indows, doors, and shutters - Explosion resistanBequirements and
classification.Part 2 is dedicated to the Range test@igssification group are based according to
the test samples resistance. Description of exmasidescribed in the Standard appendix ,A” of

the STN EN 13124-p4].

Classification class Explosion weight (kg) Distance (m)
EXR1 3 5,0
EXR2 3 3,0
EXR3 12 55
EXR4 12 4,0
EXR5 20 4,0

Tab. 3. Classification classes according to STN EN 13128}2
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Test method for the testing using a shock tubefanchnge tests is described in:

STN EN 13124-1 Windows, doors and shutters - Explosesistance - Test method. Part 1:
Shock tube.

STN EN 13124-2 Windows, doors and shutters - Explogesistance - Test method - Part 2:
Range test

Classification class Explosion weight (kg) Distance (m) Position of explosives
EXR1 3 5 500450
EXR2 3 3 500450
EXR3 12 55 500450
EXR4 12 4 500450
EXR5 20 4 500450

Tab. 4. Classification classes according to STN EN 13128}2

Above mentioned standards works with the explosoated Trinitrotoluene (TNT). The basic
raw material for the production is toluene. The tmmeferred form in terms of transport, storage
and use of TNT is the form of flakes. Trinitrotohge crystallized in the form of pale yellow
crystals, its melting point in pure form is 80.7. “Qrinitrotoluene is insoluble in the water and
soluble in organic solvents, particularly in acetol get brown in the light, which is accompanied
by a small increment of sensitivity, it is neutaald does not react with metals, but it reacts Wiéh
bases and oxides of alkaline metals. The stabdiftytrinitrotoluene is not influenced by the
humidity. It is not very sensitive to mechanicalpmet. Trinitrotoluene is little toxic and does not
attack the skin [6].

The explosive has to be formed in the shape oharsp be placed and be fired according to the
standard during the test. There are allowed amnaltig’e sources of explosion, but only if can be
shown their equivalent effect. Test distance (35-rB from source of explosion and test sample)
and weight of explosive (3 — 20 kg) is set for ealassification group.

In the USA there are two technical standards reggaf windows blast.

GSA-TS01-2003 - US General Services Administratest StandardThis test standard ensure
an adequate measure of standardization and quegyrance in the testing of window systems
including but not limited to glazing, sealants, tseand seals, frames, anchorages and all
attachments and/or secondary catcher or restraohamisms designed to mitigate the hazards from
flying glass and debris [7].

Performance Protection

Condiiton Level Hazard Level Description of Window Glazing Response

Glazing does not break. No visible damage to glazing
or frame.

Glazing cracks but is retained by the frame. Dusting
2 Very High None or very small fragments near sill or on floor
acceptable.

Glazing cracks. Fragments enter space and land on
floor no further than 3.3 fi. from the window.

Glazing cracks. Fragments enter space and land on
floor no further than 10 ft. from the window.

Glazing cracks. Fragments enter space and land on
floor and impact a vertical witness panel at a distance
of no more than 10 ft. from the window at a height no
greater than 2 ft. above the floor.

Glazing cracks and window system fails
catastrophically. Fragments enter space impacting a

S Low High vertical witness panel at a distance of no more than 10
ft. from the window at a height greater than 2 ft. above
the floor.

1 Safe None

3a High Very Low

3b High Low

4 Medium Medium

Tab. 5. Categorisation according to GSA-TS01-2003 [7]
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Protection and related hazard levels are categbr=ea performance condition as indicated in
Table 5. These conditions are determined based thgoposttest location of fragments and debris
relative to the original (pre-test) location of thiendow.

ASTM 1642 — 1604 - ASTM Testing standard.

The test method provides a structured proceduestablish the hazard rating of glazing and
glazing systems subjected to a blast loading. Kngwhe hazard rating provides the ability to
assess the risk of personal injury and facility dgen The hazard rating for a glazing or glazing
material does not imply that a single specimen rgsist the specific blast for which it is ratediwi
a probability of 1.0. The probability that a singj&azing or glazing construction specimen will
resist the specific blast for which it is rated remses proportionally with the number of test
specimens that successfully resist the given levBlast to the hazard level for which it is rated.

Standards regulating the resistance of so callezhamecal barriers are focused on the windows
only. There is a lack of standards regulated rascs classification and test methodologies of other
type of barriers as a part of building protectigatem.

5. Methodology of windows resistance field test

Before the field test, preliminary analysis havebt done. Such analysis was done for the
testing windows system [8].
Structure for windows system fixation has to beilsimas a real one. As a charge will be used
an ANFO explosive with the spherical shape for qua¢ distribution of blast wave.
These properties have to be measured during tloetést:
= Air temperature,

= Air pressure

= Wind velocity and direction,

= Sample surface temperature ,

= Pressure behaviour of blast wave with the maxinaatmgressure ,
= Duration of positive and negative phases,

= Strains and dynamical displacement.
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Legend:

1 The window system

2 Anchorage system of the window - back

3 The charge

4 Stand for the charge

5 Distance between the charge and windows system
6 The height of the charge

Fig. 3:.Arrangement of the elements during the test acongrfii]
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The field tests are recorded using high-speed candesst field is composed from different
steps:

f. To space the test sample and the carrier of ex@asit. To space measurement equipment
out.

2. To control the fixation of window system, explospesition and the setting of measurement
equipment

3. To initiates the explosive, to record the relevelnaracteristic of the blast wave and other
parameters

4. To record environmental condition 30 minutes dftertest.

6. Conclusion

The research of breakthrough resistance usingast bad is very requisite due to the global
security situation.

Fenestration and building facades are not desigseldad bearing elements and if it there is
not an explicit requirement they are not design darrying such bearing — blast load. Modern
architecture is based on pure and smooth design)aaiked buildings with the slim glass facade.
This conception is very popular last years and hargeunt of people reside there (airports, train
and bus stations, banks, shopping centres etc.p@per presents the background for the field test
of windows structures loaded by blast. The ainheftest is to obtain the blast resistance of wooden
and plastic normally used windows. Authors wouldu®ed their research on the glass facade
system in the future.
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